IHoaxkarouaemsie Moaysin
AyrteHnTudukamuu (PAM)

Abstract

B 3TOM cTaThbe OIIMCBHIBAIOTCA IIPUHIIUIIBI M MeXaHH3MBI, Jie)Kalllie B OCHOBe OMOJIMOTEeKHU
[TogkiroyaeMblx Mopgystein AyreHtuukanuu (PAM - Pluggable Authentication Modules), u
pacckasnpIiBaeTcs, KaK HaCTPOUTL PAM, Kak MHTerpupoBaTh PAM B IIpUJIOKeHHI U KaK CO3/aBaTh
Mmonaysu PAM.
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1. BBegeHue

bu6anoTrexka Pluggable Authentication Modules (PAM) siByisieTca 06001éHHBIM API 11 CIIy»KO,
CBSI3aHHBIX C ayTeHTHQUKAIIHEeN, KOTOPhIE IIO3BOJISIIOT CHCTEMHOMY aIMIHHUCTPATOPy LO6aBIIATH
HOBBIE METOJbl ayTeHTHU(QUKAIIMU IIPOCTOM YCTAaHOBKOM HOBBIX MoAayJeii PAM, U H3MEHSTH
IIOJINTUKY ayTeHTUQUKAIIUU IIOCPE/ICTBOM peaKTUPOBAHU KOHQUTYPAITHOHHBIX QpaiiioB.

PAM omricasu 1 pasdpaboTtanu Vipin Samar u Charlie Lai u3 Sun Microsystems B 1995 rogy, ¢ Tex oH
CUJIbHO He MeHsIcd. B 1997 rogy Open Group oIy6JiMKoBaJjia IIpefBapuUTe/bHbIe ClIelUUKAIIN
Ha X/Open Single Sign-on (XSSO), uTo craHgapTHUsoBano API misgs PAM u no6aBUIO paclIvpeHUs
IJI1 OTHOPa30BOM (MJIM LOCTaTOYHO WHTEIPUPOBAHHOM) IMOAIIHMCHU. Ha MOMEHT HallMCaHUS 3TOTO
IOKYMeHTa 9Ta clieuduKanyg elé He O6blia IIPUHATA 3a CTaHAAPT.

XO0T4a 3Ta CTaThs IIOCBAIIleHA B OCHOBHOM FreeBSD 5.X, B KoTOpo# ucnoab3yeTca OpenPAM, oHa
noJoMAeT 1uid FreeBSD 4.X, ucnosb3ymomei Linux-PAM, U JPyTUX OIlepaIlfMOHHBIX CUCTEM, TaKHUX,
Kak Linux u Solaris™.

2. TepMHUHBI U COIVIAIIIEHUA

3. OnmpegeneHus

TepMmuHoJIOrHd, UcHI0Ab3yeMas B PAM, focTaTouHO 3anyTaHa. Hu opuruHajbHasg pabora Samar U
Lai, HHA crrermudukanusg XSSO He e1al0T HUKAKUX IIOIBITOK GOPMAaJIbHO OIIpe/le/IMTh TePMUHBI
IJIs1 Pa3/IMYHBIX 00BEKTOB U y4aCTBYIOIUX B PAM CTOPOH, a TepPMHHBI, KOTOPbIe OHH HUCII0JIb3YIOT
(HO He oOIpefesdI0T) HWHOIZA HEBepHbl M HeOAHO3HAa4yHBL. [lepBOM IIOIIBITKOM CO3/aTh
HeJJBYCMBICJIEHHYI0 U COIJIACOBAHHYI0 TEPMHUHOJIOTHIO OBbLIa paboTa, KOTOPY Hamucaa Andrew
G. Morgan (aBTop Linux-PAM) B 1999 roay. XoTs1 BLIOOP TEPMUHOJIOTHH, KOTOPYIO clesaa MopraH,
OBI TUTAHTCKHUM CKayKOM BIIepel, 3TO, II0 MHEHHIO aBTOpa JaHHOM CTaTbH, He O3HAYaeT ee
IIPaBUJIBHOCTG. /lasiee fejtaeTcsd IIOIIBITKA, B 3HAUUTEIbHOM CTelleHH Ha OCHOBe paboThl MopraHa,
IaTh TOYHBle U HEeJBYCMBICIIEHHBIE OIIpe/ie/IeHUsI TEPMUHOB /I BCeX YYaCTHUKOB U 00BEKTOB
PAM.

y4€THas 3anuch (account)

Ha6op mosTHoMOYHH, KOTOpHIE alllUTMKAaHT 3allpallluBaeT 0T apouTpaTopa.

amuIMKaHT (applicant)

ITosib30BaTe b UIH 00BEKT, 3allpalirBaroIIre aYTEHTI/I(l)I/IKaHI/I}O.

apoutparop (arbitrator)

ITlosnb3oBaTeJ b MM O00BEKT, I/IMEIOH_II/Iﬁ IIPUBHWJIETHUH, OOCTATOYHBIE [OJId IIPOBEPKH
IIOJTHOMOYMH allllJIMKaHTa x IIpaBa IIOATBEPAUTDL NJIX OTKJIOHUTH 3aIIPOC.

nemnodka (chain)

[Tocsie1oBaTEILHOCTH MOJTyJIel, KOTOphle OYAyT BbI3BAaHHI B OTBET Ha 3aIrpoc PAM. B 11eouxy



BKJIIOUEHA I/IH(l)OpMaI_II/IH 0 ITocjieJoBaTe/JIbHOCTH BBI3OBOB MO,I[YJIEFI, dprymMeHTaXx, KOTOpPkIe
HY’>KHO UM IIepeaaTh, 1 0 TOM, KaK UHTEPIIPETUPOBATH PE3yJ/JIbTAThI.

KkyueHT (client)

[Ipuio)keHHe, OTBevarolllee 3a MHUIIMMPOBaHMe 3alpoca Ha ayTeHTUQUKAIUI0 OT HMMeHHU
alIUINKaHTa U [I0JIy4Yarolllee 0T HEr0 He0OX0AUMYIO [UId ayTeHTUGUKAITUU UHGOPMAITUIO.

noacucreMa (facility)

OmHa U3 4YeThIpeX OCHOBHBIX TPyl (QYHKIIMOHAJBLHOCTH, KOTOpble pmaeT PAM:
ayTeHTUQUKAIIYs, yIIpaBJIeHHe YYeTHBIMHU 3allMCAMU, yIIpaBJIeHHe CeaHCOM U OOHOBJIEHHE
KJIIOYOM ayTeHTHUPUKAIIUH.

MozayJab (module)

Habop u3 opHOM MM OOJIBIIEr0 KOJIMYeCTBa CBA3aHHBIX OGYHKIMM, peaJH3yIIIUX
OIIpefie/IeHHYI0 IOJACHUCTEMY ayTeHTHGHUKAI[UH, COOpPaHHBIA B OAHH (0OBIYHO AUHaMHYECKHU
3arpy>kaeMblIi) JBOMYHBIN Qaill, UAeHTUQUITUPYEMBIH 110 UMEeHMU.

nosmmTuka (policy)

[TosHBIT Ha00p KOHQUIYPAIIMOHHBIX [eKJapalluy, OIMCHIBAKOIIMNX, KaK oOpabaTeIBaTh
3arpocsl PAM K olipefiesieHHOM yciyre. ITIoJIMTHKaA OOBIYHO COCTOUT U3 UeThIpeX IIelovek, I10
OJHOM [UId KaXKHOM IIO[CHUCTEeMBI, XOTd HEKOTOpble CJIY>KObl HCIIOJIB3YHOT He BCe 4YeThIpe
IO CUCTEMBL.

cepsep (server)

[Iprno)KeHHe, BBICTyIIAKOIee OT HKMeHH apburparopa /I OOLIeHHd C KIHEeHTOM,
3alpalinBaHUs ayTeHTUGHUKAITMOHHON HHGOPMAIlUY, IPOBEPKU II0OJITHOMOYHH alIJIMKaHTa U
IIOATBepsK/arollee MIN OTKJIOHSIOIIee 3aIIpoc.

cepBHcC (service)

Kiacc cepBepoB, IIPEIOCTABJSIIONIMX ITOXOXKYH WJIM CBSI3aHHYH (QYHKIIMOHAJIBHOCTb, H
TpeO6yIoIIyIo I0J06HYI0 ayTeHTUUKAITHIO. [IomuTHuKHU PAM 3a/1at0TCsl HA OCHOBE CEepPBUCOB, TaK
YTO KO BCEM CcepBepaM, 0OBSIBJISIONTUM OJJHO U TO>Ke UM CEPBUCA, OyAeT IPUMEeHSIThCS OfHa U
Ta ’Ke IIOJTUTHKA.

ceaHc (session)

KOoHTEeKCT, B KOTOPOM CEPBHUC OKAa3bIBAETCS AalILIHKAaHTy cepBepoM. OgHA W3 YETHIpEX
mogcucteM PAM, yIrpaBJieHHEe CeaHCOM, KacaeTCsl UCKIIOUUTEIHHO HaCTPOHUKEe U OUHUCTKE 3TOTO
KOHTEKCTa.

K104 (token)

Bs1ok mHQOpMAITUH, CBSI3aHHBIN C YUETHOM 3alIMChI0, HAIIPUMeD, IapoJIb MU KIoueBas pasa,
KOTOPYIO allIJTUKAHT I0/DKEH IIPeI0CTaBUTh JJIs1 CBOeH UeHTUQUKAIIUH.

TpaH3aKuusA (transaction)

ITocyemoBaTEILHOCTD 3aIIPOCOB OT OJHOTO M TOTO JKe aIlllUIMKaHTa K OJHOMY M TOMY JKe
9K3eMILISIPY TOTO >Ke CaMOT0 CepBepa, HauMHas ¢ ayTeHTUQUKAIIMK U YCTAaHOBJIEHUS ceaHca U
3aKaHYMBas 3aKpHITHEM CeaHca.



4. ITpuMepsI NCII0/IB30BaHUA

JTOT pa3gesi rmpeaiHasHavdyeH IJId UJII0CTPpaliiuu 3HaYEeHUM HEKOTOPHBIX TEPMHUHOB, OIIpeae/IeHHBIX
BBIITIE, ITPKU ITIOMOIIMU ITPOCTHIX IIPKTMEPOB.

5. O0beIHHEHHBbIE KJIHEHT M CepBep

B 3TOM IIpoCTOM IIpUMepe IT0Ka3bIBaeTcs I10JIh30BaTeJIhb alice, BRIIOJIHSIIOMMNNT KoMaHAy su(l) ays
TOTO, YTOOBI CTATh IT0JIH30BATEJIEM r00t.

0,

% whoami
alice

% 1s -1 ‘which su®
-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 /usr/bin/su

% Su -

Password: xi3kiune
# whoami

root

* ANIJIMKaHTOM sBJIseTcs alice.

* YUeTHOH 3aIIKChIO ABJIAETCA root.

* IIporgecc su(1) aBisgeTcqa KaK KJIMEHTOM, TaK U CEPBEPOM.
* AyTeHTUQUKAITMOHHBIM K/II0UOM sBJIgeTcsd xi3kiune.

¢ ApGUTpaTOpPOM BBICTyIAeT root, ¥ KWMEHHO II03TOMY Yy KOMaHZAbI su(l) BBICTaBJIeH GHUT
BBITIOJIHEHUS C IIpaBaMH root.

6. KiineHT U cepBep pa3gesieHbl

B 1pumMmepe HIDKe paccMaTpUBaeTCd II0JIb30BaTeslb eve, NBITAIOIUNCI YCTaHOBUTBL ssh(l)
-coeffuHeHUe C login.example.com, ¥ YCIIEIITHO BXOJd KaK II0JIb30BaTeJb bob. Bo6 J0/DKeH ObLIT
BBIOpATH AapOJIb I0JIyUlle!


https://www.freebsd.org/cgi/man.cgi?query=su&sektion=1&format=html
https://www.freebsd.org/cgi/man.cgi?query=su&sektion=1&format=html
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% whoami
eve

% ssh bob@login.example.com
bob@login.example.com's password:
% god
Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.
FreeBSD 4.4-STABLE (LOGIN) 4: Tue Nov 27 18:10:34 PST 2001

Welcome to FreeBSD!

o°

o

* ANIJIMKaHTOM SIBJISETCH eve.

* KiimeHTOM sBJIsIeTCA IIporiecc ssh(1) rmoys3oBaresid Eve.

* CepBepoM siBigeTcd Iporiecc sshd(8) Ha matirHe login.example.com
* YueTHOM 3aIIHCBIO ABJIAETCA bob.

* KiirouoMm ayTeHTUQUKALIUY SABJIIE€TCA god.

* XOTs1 9TOr0 He BUAHO B IIpUMepe, HO ap6UTPaTOPOM SIBJISIeTCS root.

7. IIpyuMep MOJIUTHKH

Ciienyrolliee gBJISIETCS IIOJIUTUKOM, UCIIOIB3yeMOM Bo FreeBSD 1o ymMoruaHuo 14 sshd:

sshd  auth required pam_nologin.so no_warn

sshd auth required pam_unix.so no_warn try_first_pass
sshd  account required pam_login_access.so

sshd  account required pam_unix.so

sshd session required pam_lastlog.so no_fail

sshd  password required pam_permit.so

* JTa MOJIUTUKA IIPUMeHSEeTCI K CIaykbe sshd (4To He 06s513aTeJIbHO OTPaHUYEHO CepBEpPOM
sshd(8)).

e auth, account, session 1 password SIBJISIFOTCS IIOJCHCTEMaMHU.

* pam_nologin.so, pam_unix.so, pam_login_access.so, pam_lastlog.so 1 pam_permit.so SIBJISIOTCS
MoOAysIAMHU. 13 3TOro ImpmMepa BUAHO, YTO pam_unix.so peajusyeT II0 KpaliHeM Mepe [Be
IIOJICUCTEeMBI (ayTeHTUQUKAIIHIO U YIIpaBJIeHHe YUETHBIMU 3aIIUCIMU).

8. OcuoBrl PAM


https://www.freebsd.org/cgi/man.cgi?query=ssh&sektion=1&format=html
https://www.freebsd.org/cgi/man.cgi?query=sshd&sektion=8&format=html
https://www.freebsd.org/cgi/man.cgi?query=sshd&sektion=8&format=html

9. lloacucTeMbl U IPUMUTHUBBI

API pma PAM 1pegocTaBisieT IIeCTh PAasIUYHBIX IMIPUMUTHUBOB [JI1  ayTeHTHUQUKAIIUU,
CTPYIIIIMPOBAHHELIX B UeThIpe IIOLCUCTEMBI, Ka)K/1asi 3 KOTOPBIX OIIMCHIBAETCS HIDKE.

auth

Aymenmuguxkayus. ITa IIO[CUCTeMa, COOCTBEHHO TOBOPS, peau3yeT ayTeHTHUQUKAITUI0
allUIMKaHTa W BBUICHEHUE II0JTHOMOUMM Y4Y€THOM 3amucu. OHa IIpefloCcTaBisIeT [[Ba
IIPUMUTHBA:

o dyHkIug pam_authenticate(3) ayTeHTHOUITUPyeT aNIUIMKaHTa, OOBIYHO 3allpallliBas
ayTeHTUQUKAITMOHHBIM KU W CpaBHUBAasg ero Co 3HadyeHHWeM, XpaHAIUMCcs B 6ase
TAHHBIX WU II0JIyYaeMbIM OT CEpBepa ayTeHTUPHUKAITHH.

* dyHKIUA pam_setcred(3) ycTaHaBJIWBaeT IIOJTHOMOUUS YUETHOM 3allMCH, TaKhe, KakK
UIeHTUGUKATOP I10JIb30BaTesIsd, YWIEHCTBO B I'PYIIIaX ¥ OTpaHUYEHUs Ha HCII0JIb30BaHUe

pecypcoB.

account

YnpagaeHue yuémHoil 3anucblo. ITa TOACHCTeMa 06pabaThIBaeT BOIIPOCHI TOCTYITHOCTH
YUYETHOU 3allHCH, He CBSI3aHHBIE C ayTeHTUQUKAIIHEN, TaKHe, KAK OTPaHUYEHUS B IOCTYIIe Ha
OCHOBe BpeMeHU CYTOK WJIH 3aTpy3KHU cepBepa. OH IpelocTaBIIsIeT eIMHCTBEHHBIN IPUMUTUB:

« OyHKITUA pam_acct_mgmt(3) mpoBepsieT, JOCTYIIHA JIU 3allpallliBaeMasi yU6THas 3aIIHCh.

session

anaeﬂeHue ceaHcoMm. Ita IIoacucTeMa OTpa6aTLIBaeT 3agaydiy, CBsA3aHHbIE€ C YCTaHOBJIEHHUEM H
3aKpPBITHEM CeaHCa, TaKHe, KaK Yy4Ye€T BXO/J0B mmosib3oBaresieii. OHa IIpeaoCTaBJIAET OBa
IIPUMHUTHUBA:

o OyHKITUA pam_open_session(3) BBINOJIHSAET [eUCTBUS, CBI3aHHBIE C YCTAaHOBJIEHUEM
ceaHca: fobaByieHHe 3amlMcedl B 6a3bl JaHHBIX utmp M wtmp, 3amyck areHTa SSH u Tak
najee.

» dyHKIUg pam_close_session(3) BBIMOJHSIET IeHCTBUSA, CBSI3aHHBIE C 3aKPBHITHEM CeaHca:
nobaBJeHHe 3aIKcedt B 6a3bl JAHHBIX Utmp ¥ wtmp, 3aBeplileHre paboThl areHTa SSH U Tak
najee.

password

anaeﬂeHue napo/siem. JTa IIoacucTemMa HCIIOJIb3YeTCA JJIsA HU3MEHEHUA KJIro4a
aYTeHTH(l)HKaHHH, CBsA3aHHOTO C y‘-IGTHOfI 3aIllUChI0, II0 ITpHUYHNHE HCTEYEHHUsS €ero CpoKa
/'.'[EfICTBHH WIHN JKeJlaHMS I10JIb30BaTesIsI USMEeHUTh ero. OHa IIpenoCTaBJIAeT EI[I/IHCTBEHHBII\/’I
IIPUMHTHUB:

« dyukiug pam_chauthtok(3) u3aMeHseT KU ayTeHTUQUKAIIUM, ONIIMOHAJBHO IIPOBEPSS,
YTO OH TPY/EeH /IS T07160pa, He UCII0IL30BAJICSI paHee U TaK Jlajlee.


https://www.freebsd.org/cgi/man.cgi?query=pam_authenticate&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_setcred&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_acct_mgmt&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_open_session&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_close_session&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_chauthtok&sektion=3&format=html

10. Mogyin

MopyJu gBJIAITCA IleHTpaJIbHOM KOHIleIIre B PAM; B KOHIIe KOHIIOB, UM COOTBETCTBYeT OyKBa
"M" B cokpameHun "PAM". Moayibr PAM 1ipefcTaBiiseT COOOM CaMOAOCTaTOUYHBIA KYCOK
IIPOTPAaMMHOI0 KOJja, KOTOpPBIM peasn3yeT HPUMHUTHUBBI OLHOM MM OOJIBIIEr0 KOJIHUYeCcTBa
IIOLCUCTEM OJHOIO KOHKPETHOIO0 MeXaHH3Ma; K BO3MO’KHBIM MeXaHHu3MaM [JIg II0CHCTEeMBI
ayTeHTU(QUKAIIUH, K IIPUMepPy, OTHOCATCA 6a3bl JaHHBIX ITaposieii UNIX®, cuctemsl NIS, LDAP wiu
Radius.

11. IMeHOBaHHe MOyJ/ieHd

Bo FreeBSD Ka’kKIplil MeXaHW3M peaii3yeTcsl B OTAeJbHOM MOJyJe C MMeHeM pam_mechanism.so
(HampuMep, pam_unix.so g MexaHusma UNIX®.) B apyrux peasnusanysx HHOTAA OTHeJIbHbIe
MOJYJIM HCIIOJIB3YIOTCA [UIA pasHBIX IIOACHUCTEM, U B HX UMI BKJIKUYAETCd, KpOMe Ha3BaHUI
MeXaHHW3Ma, U UMd IofcucrteMbl. K mpumepy, B Solaris™ mmeetrcsa mozmysab pam_dial_auth.so.1,
KOTOPBIM YacTO UCHOJb3yeTcd i1 ayTeHTUQUKAIMM I10JIb30BaTesiel, pPaboTaroliux II0
KOMMYTHUPYeMbIM KaHajlaM CBSI3H.

12. Bepcuu moayJjien

H3HavaspHas peanusanusis PAM Bo FreeBSD, koTopass 6bLIa OCHOBaHa Ha Linux-PAM, He
UCII0JIb30Bajla HOMepa BepcUU i1 MopayJserd PAM. 3T1o OyeT NIPUBOAUTHL K IIpobiieMaM IIpU
paboTe yHacjeLOBAaHHBIX IPUIOKEHUM, KOTOpPble MOIYT OBITH CKOMIIOHOBaHBLI CO CTapbIMU
BepCUsIMHU CHUCTEeMHBIX OHOJIMOTEK, TaK KakK crocoba MIOATPY3UTH COOTBETCTBYIOIYI0 BEPCUI0
TpebyeMbIX MO/IyJIEU HET.

OpenPAM, c Apyroi CTOPOHEI, HUIeT MOJLYJ/IH, KOTOPble KIMEIOT TOT JKe CaMbIil HOMep BePCHH, UTO
U 6ubsnoTeka PAM (Ha JaHHBI MOMEHT 2), U HCIIOJIb3yeT MOAYJIbL 6e3 BepCHUH, TOJIBLKO eC/IHd
MO/JlyJIb C U3BECTHOM BepcueM He OBLI 3arpykeH. [10sToOMy I CTapbIX IPHUI0KEHHUU MOTYT
IIPefoCTaBJIATLCA CTapble MOZYJIH, IIPH 3TOM HOBBIE (HMJIM 3aHOBO IIOCTPOEHHBIE) IIPHUJIOKEHUSA
OYAYT UCII0JIB30BATh BCE BO3SMOXKHOCTH II0CJIeTHUX BePCHUHU MOy JIeH.

Xota moxyaud PAM B Solaris™ MMer0T HOMep BepCHUH, I10-HACTOAI[eMy HOMep BEpCHUU B HUX He
OTCJIeKHMBAETCS, II0OTOMY YTO HOMeEp SBJIIeTCI YacTbl0 MMEHU M [0/DKeH BKJIIYATLCI B
KOHQUTYPAITHIO.

13. IIeTOYKH A IIOJTUTUKH

Korma cepBep nHUIuupyeT PAM-TpaH3akIiiuw, 6ubaruoreka PAM IibITaeTcs 3arpy3sUTh IIOJIUTUKY
IJIs1 CJIy>KOBI, yKa3aHHOM IIPU BbI30Be QyHKIUU pam_start(3). [TouTHKa ompefesiseT, KakK JOJDKHBI
obpabaTheIBaThCA 3aIIpOChl HA ayTeHTUPUKALMIO, U 3aJjaéTcsd B KOHPUTYypallMOHHOM daiire. ITO
COCTaBJIAeT [OPYI'YI0 OCHOBOIIOJIATAIOIYI0 KOHIENIIHI0 PAM: BO3MOKHOCTH aJIMHUHUCTPATOPy
HacTpauBaThb IIOJIUTUKY 0e30IIaCHOCTH CHUCTEMBI (B CaMOM IIHPOKOM eé ITIOHMMAaHUM) IIPOCTHIM
pelaKTUpOBaHMeM TeKCTOBOTO ¢aiia.

[ToTUTUKA COCTOUT M3 UETHIPEX IIeIT0UeK, 110 OHOM Ha KaXKAbIH M3 MeTooB PAM. Kaxkmoe 3BeHO


https://www.freebsd.org/cgi/man.cgi?query=pam_start&sektion=3&format=html

IIpeJiCTaB/sIeT COOOM II0CIef0BaTeJbHOCTh KOHQUIYPAIIMOHHBIX YTBEP)KAEHUM, 3aJarolux
BBI3BIBa€MBIN MOJyJIb, HEKOTOPBIe (HeoOs3aTesbHbIE) ITapaMeTpsbl [JIA Ilepefladd B MOAYJb, U
YIIPaBJIAIOIIMN (JIar, OIIMCHIBAIOIINI, KaK HHTepIIPeTUPOBaTh BO3BpalljaeMbId U3 MOYJIS KOZ,

[ToHMMaHWe CMBbIC/IA YIPaBJAIIEro ¢gJara HeO6XOAUMO IS IIOHUMaHUS KOHQUIYPAIIMOHHBIX
¢ariioB PAM. CyI1ieCTBYIOT YeThIpe Pa3/IMYHBIX YIIPABISIONIUX ¢Jiara:

binding
Ecim Momynb oTpaboTasl yCIIEITHO, U HU OJUH K3 MpPeJbIAyIIUX MOAYJIeH B I[elIOUKe He
cpaboTas OTpHIIATEBHO, TO I[elIOYKa IIPephIBAaeTCs, a 3ampoc ITOATBep kmaeTcs. Ecam ke
MO/ZIyJIb 0TpaboTaeT HeyJJauyHO, TO BBIIIOJIHSAETCS OCTABIIASICI YaCTh IIeII0YKH, OJHAKO 3ampoc
OTBepTraeTcsl.

JdtoT ympasisaromuid ¢uar 61 Ho6aBJeH KoMmIaHued Sun B Solaris™ 9 (SunOS™ 5.9), u
noggepsxkuBaerca B OpenPAM.

required
Ecsim MoTy/1b BO3BPATHUJI II0JIOXKUTEJIbHBIN OTBET, BBIIIOJTHSIETCS OCTABIIAsICA YacTh I[eIIOYKH,
3ampoc yA0BJIETBOPSIETCS, €CIM HUKAaKOU PyTOM MOAYJIb He 0TpaboTaeT OTpUIlaTeIbHO. Eciin
’)Ke MOJIy/Tb BO3BpPaTUT OTPHUIlaTeJbHBIM OTBET, OCTAaTOK IIEIIOYKU TOXKe OTpabaThIBaeTcs, HO
3ampoc OTBepraeTcs.

requisite
Ecsim Mozty/1b BO3BpalllaeT MOJ0KUTEIbHBIN OTBET, BBHITIOJTHIETCS OCTaBIIAsICS YaCTh IIeTIOYKH,
3ampocC yAOBJIETBOPSIETCS, €CJTM HUKAaKOU PyToM MOAYJIb He 0TpaboTaeT OTpUIlaTeabHO. Eciin
)Ke MOAyJb oOTpabaThlBaeT OTPUIATENBHO, TO OTpabOTKa IIEIIOYKU HeMeJJIeHHO
IIpeKpalaeTcs, a 3allpoCc 0TBepPraeTcs.

sufficient

Ec/ii MOJyJIb BO3BPATUT IIOJIOKUTEJIHHBIHA OTBET, U HU OJUH U3 MIPEABIAYIIUX MOJIYJeH B
1IeII0YKe Ha 0TpaboTasl OTPUIATeIHLHO, TO 0OTPaboTKa IeII0YKH HeMe/[JIEHHO ITpeKpalaeTcs, a
3alpoc yzmoBieTBopsieTcd. EcaM  MOAy/ah 0TpaboTal OTPHUIIATENbHO, TO Ppe3yJbTaT
UTHOPHUPYETCS U IIeTI0YKa 0TpabaThIBAeTCs aJIbIIIe.

Tak Kak ceMaHTHKa 3TOT0 ¢Jara MOYKeT O0Kas3aThCs 3allyTaHHOM, OCOGEHHO IIPU €ro
UCIO0JIF30BAaHUMU C TIOCTAeSHUM MOAyJIeM B IIelIOUKe, PeKOMEH/AYeTCsl BMeCTO Hero
UCII0JIH30BaTh YIIPABJISTIONIMH ¢urar binding, ecyiu peasn3aryis ero Mo/Iep>KUBaeT.

optional

Mopysib oTpabaThiBaeTCs, HO pe3yJbTaT BBIIIOJIHEHWS UTHOpPUpyeTcd. Ecau Bce MOAyad B
[lelI04YKe IIOMeuYeHBl KakK optional, TO yzoBieTBOpATHCA OYAyT Bce 3alpochl. Korga cepsep
BBLISBIBAeT OAUH U3 IecTH PAM-TIpuMUTHBOB, PAM 3alpaliuBaeT IIeIIOYKY IIOJCUCTEMEI, K
KOTOPOM IIPUHA/IE)KUT IIPUMUTUB, U 3allyCKaeT Ka Kbl MOYJIb, [IePeUYNCIeHHBIN B IleII0YKe
B IOpsJiKe UX Ilepeuurc/IeHus, II0Ka CIIMCOK He Oy[eT UcueplaH MO0 He OyeT OoIIpefesieHo,
4TO [AaJIbHeHIneld o0pabOTKM He HY)XHO (II0 IIpUYMHEe [OCTHJKEHHEe MOJYJIs, BEPHYBIIIErO
II0JIOKUTEJIbHBIA OTBeT IIPU YCJOBUU binding mmm sufficient, MO0 OTpHUIlaTENBHBIN C
yCJIOBUEM requisite). 3ampoc IMOATBEPIKAAETCS, €CJIM TOJILKO OBbLI BhI3BaH II0 KpaliHEN Mepe
OJIMH MOJIYJIb, ¥ BCe HEeOIIJMOHAJIbHEIEe MO/YJ/IA BePHYJIH I10JI0KUTEIbHBIN OTBET.



3aMeTbTe, UTO BO3MO>KHO, XOTS 3TO He pacIpoCTpaHEeHO, IIePeUUC/IITh OJUH U TOT Ke MOAYJb
HECKOJIbKO pa3 B OFHOM Ilenouke. K IpuMepy, MOAy/b, IPOCMAaTPHUBAIOIIMN MMeHa U IIapoJId
II0JIb30BATEISI B CepBepe KaTajaora MOXKET OBITh BBI3BAH HECKOJBKO Pa3 C Pa3IHYHBIMU
ImapaMeTpaMH, 3aIal0IIUMHU Pa3IMYHble CEpBephl KaTaJIOTOB JJIsI CBI3H. PAM cUMTaeT pas3jIMyHbIe
TI0SIBJIEHUSI OJTHOTO MOJTYJI B TOM Ke caMOH I1eTlI0UKe Pa3HBIMU U He CBSI3aHHBIMU MOYJISIMU.

14. TpaH3aKu

JKM3HeHHBIA ITUKJ TUNHUYHOM PAM-TpaH3aKI[MU OIIMCAaH HIDKe. 3aMeTbTe, YTO B CJIy4dae, eciu
JII000M U3 IIepeyrCIeHHBIX IIar0B OKAaHUYMBAETCS HeyJauyHO, CepBep [I0/DKeH BBIATH KJIHMEHTY
COOTBETCTBYIOII[ee CO0OIIeHHe 00 OIIIMOKe U IIpepBaTh TPaH3aKIUIO.

10.

11.

Ecix 3T0 He0OX0UMO, cepBep IIoJydaeT IIOJTHOMOYMS apbUTpaTopa yepe3 He3aBUCUMBINA OT
PAM MexaHH3M-4allle BCero II0 GpakTy 3allycka II0JIb30BaTesIeM root MM C YCTaHOBJIEHHBIM
setuid-6uToMm root.

CepBep BbI3bIBaeT QYHKIIHIO pam_start(3) g MHUITHAIU3aluu 6ubarnoTeku PAM U 3agaHus
UMEHU CepBHCa U IeJIeBOM YUYETHOM 3aIlMCH, a TaKKe PerucTpariiy IIOAXOZAIero cIiocoba
00IIIeHUs.

CepBep I101y4yaeT pasaIUYHy0 HHGOPMAIlHI0, OTHOCAIIYIOCA K TPaH3aKIUU (TaKyro, KaK UMs
I10JIb30BaTesId alllUIMKaHTa U UMs X0CTa, Ha KOTOPOM 3allyllleH KJIMeHT), U OTIIpaBJsieT eé B
PAM mipu oMol GYHKITUHU pam_set_item(3).

Cepsep BbI3bIBaeT QYHKIIMIO pam_authenticate(3) 1 ayrTeHTUGUKAITUY allIZIMKaHTA.

CepBep BBI3BIBaeT (QYHKIUIO pam_acct mgmt(3) mag IIpoBepKHM TOro, YTO 3alpollleHHas
y4éTHasg 3aluch [OCTyIIHA M KOppeKTHa. EcjM Iaposib BepeH, HO ero CPOK MHCTEK,
pam_acct_mgmt(3) Bo3BpaTUT pesyabTaT PAM_NEW_AUTHTOK_REQD, a me PAM_SUCCESS.

Ecin Ha mpefpIgylneM Iare ObLI IosydeH pesyuabTaT PAM_NEW_AUTHTOK_REQD, TO cepBep
BBI3bIBaeT QyHKIUI0 pam_chauthtok(3) gig Toro, 4To6bl BEIHYJUTh KJIMEHTa U3MEHUTD KJIH0Y
ayTeHTU(QUKAIIUU JIJIs1 3aIIPOIIIeHHON YUYETHOM 3aIlHCH.

Temepp, Korga amIIMKaHT IIOJHOCTHI0 ayTeHTUQUIIMPOBAH, CepBep BHI3BIBaeT (QYHKIIUIO
pam_setcred(3) mja moJydeHWs IIOJTHOMOYHM 3alIpOILIIeHHOM yYETHOM 3amucu. CresaTb 3TO
BO3MOJKHO, IIOTOMY YTO OH paboTaeT KakK ap6UTpaTop, U OCTaBJsgeT 3a COO0M II0JTHOMOYUS
apbuTpaTopa.

[Tocte  1IosryyeHUA  HEOOXOJUMBIX  IIOJIHOMOYHM, CepBep  BBI3BIBAeT  QYHKIJUIO

pam_open_session(3) s yCTaHOBJIEHUS CeaHCa.

Terepb cepBep BBIIOJHSIET TOT CEPBHUC, KOTOPBIM 3aTpeboBasl KJIHUEHT-HAaIIPUMeD,
IIpeI0CTaBJIIeT allITUKAHTY 060I0UKY.

[Tocsie TOrO, KakK cCepBep 3aKOHUMJ OOCIy)KMBaHUE KJIUEHTa, OH BbI3hIBAET QYHKIIHIO
pam_close_session(3) a1 3aKpbITHSA CeaHCca.

HakoHer, cepBep BbI3bIBaeT QYHKIIMIO pam_end(3) A5 omoBelleHUs1 6ubamoteku PAM o ToM,
4uTo paboTa ¢ Hel 3aBepllleHa U KaKue-JIN00 BbIJleJIeHHbIE B TEUYEeHHE CeaHCa PeCypChl MOYKHO
0CBOOOUTE.


https://www.freebsd.org/cgi/man.cgi?query=pam_start&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_set_item&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_authenticate&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_acct_mgmt&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_acct_mgmt&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_chauthtok&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_setcred&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_open_session&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_close_session&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_end&sektion=3&format=html

15. HacTpounka PAM
16. ®amiasi noautuk PAM

17. ®aua /etc/pam.conf

TpaguiiroHHo ¢anioM MoJUTUK PAM sBiisieTcs /etc/pam.conf. OH COZep>KUT BCe ITOJUTUKA PAM
11 Balllell cucTeMbl. Kakmaa crpoka ¢ariisia oIMchbIBaeT OAWH Iar B IIelI0YKe, KaK II0Ka3aHO
HIDKe:

login  auth required pam_nologin.so no_warn

[Tos clefyrOT B TaKOM IIOpSA/IKe: UMs CJIY>KOBI, MMs IIOACUCTEMBI, YIIPaBJISIONIUN ¢Jiar, UM
MOZAYJsI W IIapaMeTphl MoJAyJid. JIroOble [IOIIOJTHUTEe/NbHbIe II0JI1 HHTEPIPETHUPYIOTCI Kak
IOIIOJIHUTeIbHBIe ITapaMeTPhl MOJYJISL.

JIIs1 Ka>KI O Taphl CepBHC/TIONCHCTEMA COCTABJISIeTCS OTe/bHas Ilell09YKa, ¥ TOIrJa I10JIy4daeTcs,
4UTO, XOTS IIOPSZIOK CJIeJOBAaHUS CTPOK /I OJHOM M TOH >Ke YCJIYIHM W IIO[CHUCTEMBI SBJISIETCS
3HAUUMBIM, IOPSJ0OK IIepeYyMuCieHUs OT[eJIbHBIX CepBHUCOB He 3HauuM. B IIpuMmepax wus
OpPUTMHAJILHOM paboTel 10 PAM CTPOKH KOHQUIypalMy CIPYIIIIMPOBAaHBI II0 IIOACHUCTEMaM, B
nocraBiageMoM c Solaris™ ¢aiyie pam.conf MMeHHO TakK U CZeJlaHO, HO B CTaHAAPTHOM
KOHQUTYpaIlMOHHOM ¢aisle M3 II0cTaBKU FreeBSD CTPOKHM HacTpoeK CIPyIIIMPOBAaHBI II0
cepBucam. [IogxoauT 000U U3 3TUX CII0COO0B; OHU UMEKT OJJUH U TOT Ke CMBICJL.

18. KaraJior /etc/pam.d

OpenPAM u Linux-PAM mofiep>KUBarOT aJbTepPHAaTUBHBIA MeXaHU3M HaCTPOMKH, KOTOPBIN I
FreeBSD gBiisgeTcs IIpeAIIOYTHUTEJBHBIM. B 3TOM cXeMe Kakgasd IIOJIUTUKA COLEPIKUTCSI B
OTZIeJIbHOM ¢aliie ¢ UMeHeM, COOTBETCTBYHOIIEM CEpPBUCY, K KOTOPOMY OHa IIPUMEHSeTCA. ITU
¢darapl pasMelanTcd B KaTasore /etc/pam.d/.

Takue QaiyIbl IOJUTUK, OPUEHTUPOBAaHHBIE HA CEPBHUCH], UMEKT TOJbKO YeThIpe II0JIg, BMECTO
AT 1ToJ1ed B dariie pam.conf: moje MMeHU cepBHCa OIylleHOo. TakuM 06pa3oM, BMECTO IIpuMepa
cTpoku ¢aryla pam.conf W3 IpeApIAyIero pasiesa IIOIYYUTCS CAeAyoIlas CTpoka B dariie
/etc/pam.d/login:

auth required pam_nologin.so no_warn

Kak cJIeCTBHUE TaKOIo YHpOH_IéHHOI‘O CHHTAaKCHCa, BO3MOKHO HCIIOJIb30BaHHE€ OJJHHX H TeEX 7Ke
IIOJIMTHUK [JIsI HECKOJIBKHUX CEPBHCOB, CBA3BIBas Ka’Kaoe MM CEpPBHCA C TEM K€ CaMbIM (l)afIJIOM
MOJIUTUK. K IIpuMepy, i1 UCII0JIb3OBaHUA TOM >Ke CaMOU ITIOJIUTHUKU oJIA CEPBHCOB SU U sudo,
MOJKHO CIeJsaTh CIeAyIoIIee:
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# cd /etc/pam.d
# In -s su sudo

JdTo paboTaeT, IOTOMY UTO MM CepBHCa OIpefiessieTcss UMeHeM ¢aiia, a He ero yKa3aHHEM B
¢Qaiiyle TMOJUTUKH, TaK UYTO OJUH W TOT >Ke Qaly MOXKeT HCII0JH30BaThCS IJIs1 HECKOJIbKHX
CEPBHUCOB C pa3HHIMH Ha3BaHUSIMHU.

Tak Kak IIOJIMTUKA KaXKI0T0 CepBUCa XPaHUTCSA B OTAeJbHOM ¢ariie, To MeXaHHU3M pam.d JeaeT
YCTAHOBKY [OIIOJIHUTEJIbHBIX ITOJIUTHUK [JI IIPOrPaMMHBIX IIaKETOB CTOPOHHUX pPa3paboTUYUKOB
OUYeHb JIETKOU 3a/javuelt.

19. IlopAaoOK moucKa IMOJINTHK

Kaxk BBl BH/I€JIHX BBIIIIE, IIOJTUTUKHX PAM MOTYT HaXOOUTHCA B HECKOJIBKUX MeECTax. Yo GY,ZLGT, eciix
IIOJIMTHUKH [JId OMHOI'O M TOI'O 7Ke CepBHCa UMEITCA B pa3HbIX MecTax?

Heo6X0I1MO 0CO3HATH, UTO CUCTeMa KoHUTrypariuy PAM opreHTHpOBaHa Ha I[eII0YKH.

20. CTpyKTypa CTPOKHU HACTPOUKH

Kak ato o6bsacHeHO B Paiiyibl nmomuTuk PAM, Kakpgas CTpoka ¢aiina /etc/pam.conf cocTOUT U3
YeThIpEX MWJIM OOJIBIIIEr0 KOJMYeCcTBA IIOJIeM: MMEHM CepBHCa, HMEHH IIO[CHCTEMEL,
yIIpaBJsAmoIlero ¢gJara, MIMeHHU MOJYJII U IOIIOJTHUTEIbHBIX ITapaMeTPOB MOAYJISA, KOTOPble MOTYT
OTCYTCTBOBATh.

NMms cepBuca OOBIYHO (XOTS He BCeIzia) SIBJISIETCS MMeHeM IIPHJI0KeHHs, KOTOpOoe 3TOT CepBHC
obcayxuBaeT. Ecoi BB He yBepeHBI, oOpaTuTech K [JOKyMEHTAllUM II0 KOHKPETHOMY
IIPUJIOKEHHUIO JJIS1 OIIpe/ie/IeHHs UCII0JIb3yeMOIo UMeHHU CepBHCa.

3aMeThTe, YTO eCJIM BBl UCIIOJIb3yeTe /etc/pam.d/ BMecTo /etc/pam.conf, To UMs cepBHCa 3a/1aeTCs
UMeHeM O¢aijla IIOJIMTUKH, U OIyCKAaeTCd M3 CTPOK HACTPOMKH, KOTOpPhle B TaKOM CjIydae
Ha4YMHAKTCS C Ha3BaHUS IIOJCUCTEMEI.

NMsa 110JICHUCTEeMBI npencraBJsi€T coboit OOIHO M3 quBIpéX KJVIIOUEBBIX CJ/IOB, OIIMCaHHBIX B
[TogcucTeMbl U IIPUMHUTHBBEI.

TouyHO Tak’Ke yIpaBJIAOIIUN ¢Jiar ABJILeTCI OJHUM U3 UeThIPEX KIHUEBbIX CJI0B, OIIMCAHHBIX B
[leroyky ¥ IMOJUTHUKH, B KOTOPOM pacCKasaHO, KaK HMHTePIIPeTHPOBATH BO3BpAIllaeMBIM H3
Moaysd Kox. B Linux-PAM mopjep>KuBaeTcsd aJlbTePHATHBHBIM CUHTAKCHC, KOTOPBIA I103BOJISET
yKasaTh [eMCTBHUE, CBA3aHHOM C KaXKABIM BO3MOKHBIM KOZOM BO3BpaTa, HO 3TOT0 CJeAyeT
usberaTh, TaK KaK OH He gBJIIeTCA CTaHZAPTHBIM U TeCHO CBg3aH CO CII0COO0M AMCIIeTYepU3aliuu
BBI30BOB CepBUCOB B Linux-PAM (a OH 3Ha4YUTEJBHO OTIMYaeTCAd OT CII0co0a B3aUMO/IEMCTBUS B
Solaris™ u OpenPAM). He BrI3kIBaeT yAuBIeHUA TOT GaKT, 4To B OpenPAM 3TOT CHMHTaKCHUC He
IO/IeP>KUBaeTCs.
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21. ITostuTUKH

JlIsT KOPpeKTHOM HacTporku PAM Heo6XOAMMO IIOHUMAaTh, KaK IIPOMUCXOAUT HUHTepIpeTaIrys
TIOJTUTHK.

B MOMeHT, Korja IIpUIOKeHUe BbI3bIBaeT QYHKIIMIO pam_start(3), 6ubsmoreka PAM 3sarpykaeT
IIOJIUTHUKY I YKa3aHHOTO CepBHCa M BBICTPAUBaeT YeThIpe IIeIIOYKHU MOAYyJIeH (II0 OJMHOM i
Ka)KZoH mojcrcTeMsl). Eciv offHa MIM 60JIbIllee KOJIMYECTBO 9THUX IeII0YeK SBJIAI0TCS IIYCTBIMH,
TO OYAYT BBINOJIHATBHCA IIOCTAHOBKM COOTBETCTBYIOIIMX IelI0YeK M3 IIOJIMTHUKU IS CepBHCa
other.

Korma 3aTeM IIpujIOKeHHE BBI3BIBAeT OJHY M3 IIIeCTH IPUMHUTHUBOB PAM, 6ubimoreka PAM
BBIJeJIgeT U3 I[eII0YKU HY>KHYIO II0/ICUCTEMY U BBI3bIBaeT QYHKITHIO, COOTBETCTBYIOIIYI0 CEPBUCY,
B KaKIOM MOJAyJie, IIEPEUYNCAeHHOM B IIeII0OYKe, B TOM IIOPSIKEe, B KAKOM OHU IIepeurCIeHbl B
KoHuryparuu. [Tocsie KaKoro obpaiieHus K QyHKIIUU CepBUCA, TUII MOJYJISI ¥ BO3BPAI|éHHBIN
U3 3TOU QYHKITUHU KOJ| pe3y/IbTaTa BHIIIOJTHEHUS UCIIOJIb3YITCS AJI TOTO, YTO JieslaTh Jajblile. 3a
HEeKOTOPBIMHU UCKJIHYEeHUAMHU, KOTOpbIe OyyT OIIMCaHbl HIKe, IPUMeHsIeTCs TaKas TabIura:

Tabauua 1. CeooHas mabauya ompabomku uenouexk PAM

PAM_SUCCESS PAM_IGNORE other
binding if (Mfail) break; - fail = true;
required - - fail = true;
requisite - - fail = true; break;
sufficient if (Mfail) break; - -

optional - - -

Eciu nepeMeHHas fail IpuHUMaeT UCTUHHOe 3HaUeHUeE B KOHIIe 0TPab0TKU IIeII0YKH, UK KOTI/a
OOCTUTHYT "break", mucrieTdyep BO3BpalllaeT KOJ, OIMMOKH, BO3BPAILEHHBIM II€PBBIM MOIYJEM,
0TpaboTaBIINM HeyZa4yHO. B mpoTUBHOM ciiydae Bo3BpalaeTcs PAM_SUCCESS.

[IepBBIM HCKJIHYEHUEM SBJIAETCSI TO, UTO Kox omrr6ku PAM_NEW_AUTHTOK_REQD mHTepIiipeTHpyeTCsa
KaK YCIeIIHbIN pe3yJjbTaT, KpOMe Cjydasi, KOrja MOJAy/Ib 0TpaboTasl YCIIeIIHO, U 110 KpauHeu
Mepe OAUH MOAyJb Bo3BpaTwya PAM_NEW_AUTHTOK_REQD, Torma mucrieTyep BO3BPAaTUT pPe3yabTaT
PAM_NEW_AUTHTOK_REQD.

BTOphIM HCKIHUEHUEM SBJILeTCAd TO, 4YTO pam_setcred(3) cuuTaeT, 4To MOZAyaAU binding u
sufficient ABIAIOTCI paBHO3SHAUHBIMU required.

TpeTbuM U TIIOCJEOHHUM UCKJIKYEHHEM sBJgeTcsl To, 4To ¢yHKuug pam_chauthtok(3)
oTpabaThIBaeT IIOJIHYIO [IeII0UKY ABaKAbl (O4MH pas I IIpefBapUTeIbHBIX IIPOBEPOK, U eIllé pas
IJI peaJIbHOIO 3aJjaHusd I1apoJisd), ¥ Ha IIOATOTOBUTEJIBLHOM Qase OHA CUUTAET, UYTO MOAYJIH binding
u sufficient ABJISIOTCSA paBHO3HAUHBIMMU required.

12


https://www.freebsd.org/cgi/man.cgi?query=pam_start&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_setcred&sektion=3&format=html
https://www.freebsd.org/cgi/man.cgi?query=pam_chauthtok&sektion=3&format=html

22. Monysinu PAM Bo FreeBSD

22.1. pam_deny(8)

Mopyss pam_deny(8) gBisgeTcsa OJHUM M3 IIPOCTEMINUX AOCTYIIHBIX MOAYJIeN; Ha 000U 3ampoc
OH Bo3Bpaiaer pesyabTaT PAM_AUTH_ERR. OH mosieseH [ig OBICTPOrO OTKJ/IFOUEHUS CepBHCA
(mo6aBbTe ero Ha BepX KaK/ 0l [1eII0UYKH) UJIU 3aBepIIeHUs Iieliouek Moyied sufficient.

22.2. pam_echo(8)

Mopgyae pam_echo(8) mpocTo mepefaéT CBOM IHapaMeTphl B (QYHKIIUIO B3aUMOJEMCTBUI KakK
coob1ieHme PAM_TEXT_INFO. B ocHOBHOM IT0OJIe3HA /I OTJIaJKH, HO TaKyKe MOYKeT MCII0JIb30BaThCs
U1 BBIBOZA COO06OIeHUM, TakuxX Kak "Unauthorized access will be prosecuted” mo 3amycka
IIpoLeayphl ayTeHTUPUKAITUU.

22.3. pam_exec(8)

Mogyab pam_exec(8) BOCIIpUHHUMAET IIePBBIN IIepelaHHbIM eMy I1apaMeTp KakK MM IIpOrpaMMBbl
IUId  BBIIIOJIHEHUSA, a OCTaJbHbIe apryMeHThl IIepefaloTcsa 3TOM IIporpaMMe B KauecTBe
mapaMeTpoB KOMaHJHOM CTpOKH. OZHMM U3 BO3MOJXKHBIX IIPHMEHEHUN SABJSAETCS €ro
UCII0JIb30BaHUWe [JId 3allyCKa B MOMEHT PerucTpanii B CHCTeMe IIporpaMMbl MOHTHPOBAHUA
IJOMaIIIHero KaTaJora Iojb30BaTesIs.

22.4. pam_ftpusers(8)

Mopyab pam_ftpusers(8)

22.5. pam_group(8)

MopyJs pam_group(8) IpuHUMaeT WKW OTBepraeT allll/IMKaHTOB B 3aBUCUMOCTH OT UX YJIEHCTBA
B OIIpe/leJIEHHOM ¢aiioBoM rpyiirie (06619HO wheel g su(1)). B miepBy1o odepe[b IIpefHasHaueH
IJIs1 COXpaHeHUs TPaJUIIMOHHOIO II0BeJeHUs YTHIUTHE BSD su(l), X0Ta MMeeT ¥ MHOIO JPYIHUX
IIPUMeHeHUH, TaKUX KaK OTK/IIOYeHHe OIIpe[e/IEHHBIX TI'PYIII II0Jb30BaTeled 0T HeKOTOPOIo
cepBHCa.

22.6. pam_guest(8)

Mogysib pam_guest(8) II03BOJISIET OCYIIECTBJISATH TOCTE€Bble BXOABI C MCIIOJIb30BaHHUEM
(UKCUpPOBaHHBIX HMMEH BXOZa B cHcTeMy. Ha @aposb MOIYT HaKJIaAblBaThCS pasHMYHbIe
OrpaHUYeHHs, OJHAKO [JeHCTBHEM II0 YMOJYAHHUIO SBJSAETCS BBOJ, JIIOOOTO IIapoJss IIpH
HUCII0JIb30BAaHUM HMEHH, COOTBETCTBYIOIEr0 rOCTEBOMY BXOoAy. Monyab pam_guest(8) MOXKHO
JIETKO MCII0JIb30BaTh /I peau3aliiil aHOHUMHBIX BX0Z0B Ha FTP.
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22.7. pam_krb5(8)

Mopayab pam_krb5(8)

22.8. pam_ksu(8)

Mopayab pam_ksu(8)

22.9. pam_lastlog(8)

Mopyab pam_lastlog(8)

22.10. pam_login_access(8)

Mopyss pam_login_access(8) IIpefocTaBifgeT peaju3alMi0 MPUMUTHBA I YIIpaBJIEHUA
YUYETHBIMHU 3allUCAMH, KOTOPBIM BBOJUT B JleMCTBUe OIpPaHHUYEeHHUs Ha BXOJ, 3aJjaBaeMble B
tabsmie login.access(5).

22.11. pam_nologin(8)

MopyJis pam_nologin(8) oTBepraet Jir06ble BXOABI He II0JIb30BaTeJIeM root, eCIU CyIecTBYyeT ¢paiil
/var/run/nologin. O6kIYHO 3TOT ¢Qaiy co3gaérca yrwauToM shutdown(8), xorma 1o
3aIJIaHUPOBAHHOI'O 3aBepPIIIeHNs pab0Thl CUCTEMBI OCTAaETCI MeHee IIITH MUHYT.

22.12. pam_opie(8)

Mopgyabp pam_opie(8) peanusyeT MeTof ayTeHTHGUKAIUU opie(4). Cucrema opie(4) gBisgeTcs
MeXaHH3MOM paboTel 10 CXeMe 3aIIpoC-0TBET, IIPY KOTOPOM OTBeT Ha Ka’K[bIN 3alpoC SIBJIAETCA
IpsaAMOM QYHKIIMeN OT 3alpoca YW KJIYeBOM ¢pasbl, TaK YTO OTBET MOXKeT OBITH JIETKO U
"BOBpeMs" BBIUHCJIEH JIIOOBIM, 3HAKIUM KIHUeBYI ¢pasy, UTo H3baBisieT 0T HeOOXOAUMOCTHU
IepenaBaTh I1apoJyb. KpoMe TOro, Tak Kak B opie(4) HUKOIZIA IIOBTOPHO He HCIIOJIL3yeTCs 3aIpoc,
OTBET Ha KOTOPBHIM OBLI KOPPEKTHO IIOJIy4eH, 3Ta CXeMa SBJSETCI YCTOMYMBOM K aTakaM,
OCHOBAHHLIM Ha IIOBTOpPE JeHCTBUI.

22.13. pam_opieaccess(8)

Mopgyabe pam_opieaccess(8) moIloysHsIeT MOAyJAb pam_opie(8). Ero pabora 3akr4daeTcs B
BBIIIOJIHEHUM OrpaHUYEeHMM, 3ajlaBaeMbIX GamioM opieaccess(5), KOTOPBINA OIpefiesiieT YCJI0BUS,
IIPpU KOTOPBIX I10JIb30BaTe] b, HOPMaJbHO HIPOIIEAININN ayTeHTUPUKAITUI0 II0CPeLCTBOM Opie(4),
MOXKeT MCIO0Jb30BaTh aJbTepHaTHUBHBIE MeTOAbl. Yallle BCer0 OH MCIOJIb3yeTcs I 3alpeTa
UCII0JIb30BaHUS ayTeHTUPUKALIUY Ha OCHOBE I1apoJjied C HeIIpOBepeHHBIX XOCTOB.

Ji1g 9GPeKTUBHOCTH MOZYJb pam_opieaccess(8) mo/DKeH OBITH OIpelesIéH B Iel0YKe auth Kak
requisite cpasy ske mocsie 3amucu sufficient misg pam_opie(8), HO Iiepen JHOOBIMU APYTUMU
MO/IYJIIMHU.
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22.14. pam_passwdqc(8)

Mopaynab pam_passwdqc(8)

22.15. pam_permit(8)

Mopyib pam_permit(8) ABJseTCa OLZHUM K3 CaMbIX IIPOCTHIM U3 MMEIOIIUXCS; Ha JII060M 3a1poc
0oH oTBeuaeT PAM_SUCCESS. OH 1I0/ie3eH B KayeCTBe 3aMeHBI ITyCTOI'0 MecTa JJjId CEPBHCOB, KOIJa
O/1Ha WUJIU GO0JIbIIIee KOJIMYEeCTBO I[elI0UeK B IIPOTUBHOM CJIy4ae OCTaHYTCS IIYCThIMU.

22.16. pam_radius(8)

Mopaysab pam_radius(8)

22.17. pam_rhosts(8)

Mopnysab pam_rhosts(8)

22.18. pam_rootok(8)

Mogyab pam_rootok(8) Bo3BpailjaeT II0JI0KUTEIbHBINA pe3yJabTaT B TOM U TOJBKO B TOM CJIydae,
eCJIM peaJsIbHBIU id I10JIb30BaTeJIs IIPOIIeCca, ero BhI3BaBIIIeTro (IIpeArosiaraeTcs, YTo ero salyckaeT
aIlIUIUKAHT) paBeH 0. ITO II0JIe3HO /i1 HEeCeTEBBIX CEPBUCOB, TaKUX Kak su(l) miuum passwd(l), K
KOTOPBIM I10JIb30BaTeJIb root J0JDKeH UMeTh aBTOMaTUYeCKUH TOCTYIL.

22.19. pam_securetty(8)

Mopaysib pam_securetty(8)

22.20. pam_self(8)

MopyJuis pam_self(8) Bo3BpaliaeT I10JI0KUTEIbHBIA pe3yJIbTaT TOIZia ¥ TOJIBKO TOIZa, KOIJa UMeHa
alIJIMKaHTa COOTBETCTBYIOT IleJIeBOM YYETHOM 3allMCH. Bosibllle BCero 3TO IIPUTOLUTCA B
HeCeTeBBIX CepBHCaX, TAKUX Kak su(l), B KOTOPBIX UIeHTUOUKAIIUA allllJIMKaHTa MO>KeT OBITH C
JIBTKOCTBI0 IIPOBEpEHa.

22.21. pam_ssh(8)

Mopysis pam_ssh(8) IpemocTaBisgeT KaK CepBHC ayTeHTUQUKAIIUM, TaK M ceaHca. CepBHC
ayTeHTUQUKALIUHU II03BOJIAET I10/Ib30BAaTe/IIM, UMEIOIUM CeKpeTHbIe KIHYHA SSH, 3alfuIéHHbIe
IIapoJIsIMH, B CBOMX KaTajorax -~/.ssh, ayreHTHOUIIMPOBATHCSI IIOCPEJACTBOM ITHX IIapOJIeH.
CeaHCOBBIN CepBHUC 3allyckaeT ssh-agent(l) ¥ 3arpy’kaeT KJIHOYH, KOTOPhIe OBIIM pacIliupOBaHbI
Ha Qase ayTeHTUQUKAIIUU. Takasgd BOSMOKHOCTb, B YaCTHOCTH, I10JIe3HA /I JIOKAJIbHBIX BXO/I0OB B
cucTeMy, Kak B cucreMy X (mocpezpcrtBoM xdm(1) vau apyroro X-MeHepKepa BXO/[0B, YMEIOIIero
pa6oTtaTs ¢ PAM), Tak ¥ Ha KOHCOJIb.
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22.22. pam_tacplus(8)

Mopayab pam_tacplus(8)

22.23. pam_unix(8)

Mogyab pam_unix(8) peajrsyeT TPagUIIMOHHYI0 ayTeHTHQUKanui UNIX® Ha OCHOBe IIapoJiel,
UCIIOJIB3YIINYI QYHKIIUI0 getpwnam(3) g II0JIydeHUs IapoJisd IiejleBOM YYETHOM 3alliCu U
CPaBHUBAKIIYI0 €€ C TeM, UTO IIpe/CTaBUJ aIllIMKAaHT. OH Tak)Ke IIpeLoCTaBJIIeT CpefcTBa
yHOpaBJeHUs YUETHBIMU 3alIUCIAMHU (0TC/IeKHUBasi BpeMs [eliCTBUS YUETHOU 3allMCU U I1apoJjs) U
CMeHBI I1aposiel. HaBepHOe, 3TO caMbIt I10JIe3HBIN MOAYJIb, TAK KaK I10/iaBJIsAI0Iee 60JIbIITUHCTBO
AIMUHUCTPATOPOB XOTAT COXPaHUTL UCTOPHUECKU CIIOKHUBIIIeeCd IIOBefleHHe 110 KpaliHell Mepe
HEeKOTOPHIX CEPBUCOB.

23. IlporpaMmMHupoOBaHue IMPUI0KEHHUH C
PAM

IJTOT pasfeJI elé He HAIIKCAH.

24. ITporpaMmmupoBaHue Mozaysisa PAM

ITOT pa3sfiesI eIlé He HAIIHCaH.

ITpuinokeHnue A: IlIpumep PAM-IIpHI0KeHU

Jlasiee ciefyeT MUHUMaJIbHAs peajlrsaliys IIporpaMmel su(l) ¢ ucrnosib3oBaHueM PAM. 3aMmeThbTe,
UTO B Hel UCHoJab3yeTcd crernuouuHass i OpenPAM  QyHKIIUS B3aHUMOJIeHCTBUSI
openpam_ttyconv(3), o6'bsIBJIeHHEe KOTOPOM pacIioyoKeHo B ¢aiiyie security/openpam.h. Eciu BbI
cobrpaeTeCh CTPOUTH 3TO IIPUJIOKEHUE B CHUCTEME C Apyroi 6ubimorekor PAM, BaM He06X0AMMO
OyzmeT co3aTh COOCTBEHHYI0 QYHKIIMIO B3aUMO/[eHcTBUS. HaléKHYI0 QYHKITUIO0 B3aUMOJIeCTBUS
HEeO)KHUIaHHO TPYJHO HamucaTh; Ta, YTO HaXOAUTCA B [Ipumep QyHKIUM B3aumopelicTBUs PAM,
XOpoIlla B KaueCTBe OTIIPAaBHOM TOYKH, HO B PeaJIbHBIX IIPUJIOKEHHUSIX UCII0JIH30BaThCI HE MOJKET.

Unresolved directive in _index.adoc - include::static/source/articles/pam/su.c[]

ITpninoxkeHnue B: IIpumep PAM-MoayJis

Jlajiee IIpUBeJleHa MUHHUMaJ/IbHAas peaJusaliys pam_unix(8), IpefocTaBJIgIollas TOJIbKO CepBUCHI
ayTeHTHQUKaIMU. OHa [0JDKHA CTPOUTHCA U paboTaTh ¢ 60JIBIIMHCTBOM U3 peaausanuii PAM, HO
HUCIIOJIB3yeT BO3MOXKHOCTH paciiupeHud OpenPAM, ecid OHHM IIPUCYTCTBYIOT: OTMETBHTe
HUCIIOJIb30BaHHUe QYHKIMU pam_get authtok(3), koTopas KapJHHa/JbLHO YIIPOIJaeT OpPraHU3allHIo
BBO/ja I1apoJId I10JIb30BaTeJIEM.
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Unresolved directive in _index.adoc - include::static/source/articles/pam/pam_unix.c[]

IIpuinosxkenue C: IlIpumep QyHKIIMHU
B3auMoaencrsus PAM

DYHKIMSI B3aUMOJENCTBUA, IIPUBOLUMAs HIUOKe, SABJISETCI 3HAUWUTEJIbHO YIIPOIIEHHON Bepcuen
¢yHKIUU openpam_ttyconv(3) u3 OpenPAM. OHa NOJHOPYHKIIMOHAJIbHA, U JOJDKHA IIOCTYKUTH
HCTOYHUKOM Ul 0 TOM, KaK JOoJ/DKHa cebs BeCTH QYHKIIMS B3aUMOJEMNCTBUS, OJLHAKO OHa
CJIMIIIKOM IIPOCTa [JIs1 peajIbHBIX IIPUJIOKeHUH. [lajke eCJIM BBl He UCIIoIb3yeTe OpenPAM, MoXKeTe
CTPY3UTHh UCXOLHBIN KOJ U UCIIOJIb30BATh openpam_ttyconv(3) B CBOUX I[eJIsIX; Mbl HajieeMcsl, YTO
OHAa J0CTaTOYHO HaJéXHa B KadecTBe OQYHKIIUU IS B3aUMOJENMCTBUS C TepMHUHAJIbHBIMU
yCTPOMCTBAMHU.

Unresolved directive in _index.adoc - include::static/source/articles/pam/converse.cl]

Lectures complémentaires

Publications

Rendre les services de connexion indépendants des technologies d’authentification. Vipin Samar et
Charlie Lai. Sun Microsystems.

X/Open Single Sign-on Preliminary Specification. The Open Group. 1-85912-144-6. June 1997.

Pluggable Authentication Modules. Andrew G. Morgan. 1999-10-06.

Guides utilisateur

Administration de PAM. Sun Microsystems.

Page internet liées
La page d’OpenPAM. Dag-Erling Smgrgrav. ThinkSec AS.
La page de Linux-PAM. Andrew G. Morgan.

La page de Solaris PAM. Sun Microsystems.
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