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BT 3SR L A

* BIOS POST

* bootOf B

+ boot2f}

+ loaderfy) B

© AR

boot0FIboot 2 By 7E F-flif boot(8) T FR Fybootstrap stages 1and 2, ZEFreeBSDE3M B 5| ST eI FF1E - 75

B-MBHEAMEENEREREREL, WA USE TRIRAI X PR - EER LR RN A ]
RERBHLAS AN FT A — L2 X 51 -

NELIE SRS BIOS ([&]14) 18 5,
F1 FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/i386 BOOT boot2?
Default: 1:ad(1,a)/boot/loader

boot:

BTX loader 1.0 BTX version is 1.01 loader

BIOS drive A: is diskO

BIOS drive C: is disk1

BIOS 639kB/64512kB available memory
FreeBSD/i386 bootstrap loader, Revision 0.8
Console internal video/keyboard
(jkh@bento.freebsd.org, Mon Nov 20 11:41:23
GMT 2000)

/kernel text=0x1234 data=0x2345
syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any
other key for command prompt

Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD NG
Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988,
1989, 1991, 1992, 1993, 199%4
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BIOS POST

The Regents of the University of
California. All rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT
2002
devnull@kukas:/usr/obj/usr/src/sys/
DEVNULL
Timecounter "i8254" frequency 1193182 Hz

* SRR AEDOO L OFf B Fi P MR E RITUR (P4 SR b — S oA i

1.3. BIOS POST

HPChNFL g, AR H)R A POV LA E(H . XA AT, TEL TR A AR s 320 (E
OXFEEFFff0. fRLTRETH A E MBI EPITIIR SN . a1, —P32fifEhla7ds, ERIE
{E#E N0 cr1fPE(Protected Enabled, (RIFEZFEAE) (i KSR AL B A2 20 T PRI IEEZUE 2 et ik 182
X ATHEINZAHEELL, CEIRETIEAFE T I RAT, St SYEbhR %
IR -

{E OxFHFEORK/NF4G, K M BHLBECHAGT TN, X A2 — MR N AL - BRI
DU HERETE [FIBIOSE AR -

BIOS3 RBasic Input Output System CEAKAKIH ARG « LWL, EHWENLAE—MENEER/NG R
A7 %5 (Read-Only Memory, ROM) « BIOSEL & A P& R FHIEM: EHIMEZEIRE . Bixte, WHEIRESE
F5 1A HAEBIOSTEAEZR AL OxFELLLLFO . JHHIX ML E M S — AR PEFRTE <, TEFBIOSHIPOSTHIE «

POSTZ/sPower OnSelf Test (I Hi8) - XERFAFBAFRE, ARLELREMHERZTE, A
BCPUREB AL G T BN . X—MBIFE - MEEPR, BURAES S5 - JHERTHFIBIOSH 21F
F LRSS S - R DUNEE - Jeiikehes - M5 RE515 -

POSTHIRRJG — W HUTINT  0x19F8 4 - X DMEL MG SIREHE — MR KRBG12% T, RAMAE0x7c00-
F— P H X B R AR TR RIS, SRR 0 TR IE . BY0ERS, RN SCRPLE D
1 —EEE GEE RIWBTE - 0SHIERBRERING, 155X, F— 18X @0l HEEH# MO 1h%
5, MEXKMAIFGRRS) GERFRIIER, ©XHHRAES| 5125 (Master Boot Record, MBR) » H—H1 5 &
IR EE AR

1 .4. bootOBﬂEﬁ

WA — T 30 /boot /boot0 - SR MY L2 (/NSO - 1S fEFreeBSDZE 41 FiR i 4%
“bootmanager”, X4~ N AR 5 A TEREMBR

AIFTATIA, INT 0x19 $54-3E%5; MBR, HiFf/E boot0 [HJAZZ N FEHIHE 0x7c00. FFFH LM sys/boot/i386/
boot0/boot0.S, A LUFEAEIX B & L T {4 - X5 & s, — B Robert Nordier43 5 )4 AEHH)
REFP R B

MBREL {3 ebootOR A {f Rox1beFF il — MEFR LA, Ry 4 X3 . HAvH4RIET FRAsX
L), BERITFI6FT . 5 RIDRERERIFABRIS, 7EFreeBSDIIAES  5XF Hslice(d) . 165
THE - MIEFTREX NP EKEEAGT . BAGE PR REX—RE . BN, bootoff{,
PR R LB AREEINT -

— A KAEFRAE W T

o 1T U RGIEREY

© 15T A5 SR

Ve T Afndisklabel(8) £ X — K FHEE R, FERAEF HREE.
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15 5| S E AEIIRIL

* 6777 CHSR U HATY
* 85T LBARS USRS

— DA KADFMIAFE & FE— 0 RAAER FWYINEER . LBAFICHS MR e~ FRIE R, H
RIGRITAAFAR: LBA GBI, Logical Block Addressing)ffmsr X LIRS X FI4r XK, T
CHS CHETAT Rk B3 IX) FE7R B B X AN AR R X

SISEHEGEEE XK, HERE LE SRR, DERP A LUEFA TSI SRMEM D X . AR L h
FERLFEE S, bootOEATaH R EATE:

© PREEF S XONFES, HERLAETR 5 SR

© AREARTGEF A X LA N IRG] SR BiE T

© REETOXME MBI, FRERIITZ

W 2BAE S HFAET — DA 5155 X OX B 15FreeBSDJH [X) 15— B [X B E? EIRELRENN, ARmt

Fboot2,

1 .5. bootZBﬂEﬁ

WYFRAEATE, F1l4boot2E7E  boot0 J5, Wil Z&fEbootl > 5 . 5L |, 51252 L
fboot 1EFHCE H 3¢ /boot B, AR FHAR M —IKEREL 5| S ARG - WEEL G 31, boot 123 boot X} fifi 75
SHERIVER : B 4k2 boot2HB1T 2 »

TRATRE B B — 3 /boot /mbr o 3XJEbootORIRIFLRRA - mor s U A2 B R SR BE P, T
HER RG] SPHRER DX -

SEIboot 2[ (TR A7 JHCAE H 3% sys/boot/i386/boot2/ B, Xf RFTATHAT SR /boot B o fE/boot B S
bootOFfiboot2 R AES| Sid BE f#H, A HbootoctgiX i) THEA 2 AT bootOR) 2 B /EMBRAI
BEAERL - boot2fi TAI 5| S FreeBSD 4y [ fFF o « JXLEAT B RGHEH], FrLVEANTAR Hls Z K1)
MLEE -

boot2f) FEALSS RARE LN /boot/loader, FREG| I REAIE =FBL.  FEboot2m WAL ANGE A 1E LN
open()ffiread() ZRAIBIFERREL, 9 WAL A BN E - MR SimEsl, BRI, B3
fff:/boot/loader,  HIBIOSHILIEERF EEEANTE, R MNHEA A ST IEHITZ -

BRIt 4b, boot2iFTHUTAI ST IERE, loadermT LINEERER - RAHTE - 4HKEH .
boot2 ff) 3t 1A AR J7 207

sys/boot/i386/boot2/Makefile

boot2: boot2.ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${ORG2} -f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin

iX >Makefile -y % B btx1d(8) 1 F A BERE — EHIXAD -  BTXRIRT| Sf R &5 (BooT eXtender) 24512 F (PR Hy
% F (client) SR ORI BEENE - I 5% P IEFAHBEER—BURAD « BTLL boot2E—MBTXZ =, {# FIBTX$
HEAIRSS -

TEbIAREEEE, TR BRI A . budd(®)RIA() X BRIGE R A B R B
BER— MRS B AT SOk, TbtxId S E RO SBTXEEE R, 7S & FHUES X B
B AEIRE, DSEHRGES

bootOFNfTBkAL EBTXMIA A . SRJE, BIXRRALHSIMERT G, Hilks— MRBERINE, REEH
B XML


https://www.FreeBSD.org/cgi/man.cgi?query=btxld&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=btxld&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=ld&sektion=1&manpath=freebsd-release-ports

boot2f By

* FEFB086HRSK o X R IREBTXE 8086 U MRS - SLkiz(f5 4, fpushf, popf, cli, sti, i, ¥a[piz
PR -

* FEAPTIIA T (Interrupt Descriptor Table, 1DT) , {545 BT/A ARE (4 Hh T AT 9 A4 (BIOSFR b3 - 3
SLHITOx30, XERGRARA -

© I ARG execql exitf g AT :

BTX% 37 4 Jaj iR 75 % (Global Descriptor Table, GDT):

Z P RS AR LG T HEMEM_USR (0xa000) , ##EfF(selector)  SEL_UCODEHR %/ AR EL - 145 4F
SEL_UCODE A #3035 R AU PE (Descriptor Privilege Level, DPL) | 33X 2 f /AR - {H2 INT 0x30 541
DHEBFEET A BE, X BAEREAFSEL_SCODE (supervisor code) f 75 & & FRANBR - IEANXA 7
SLIDT (RS RF28) B AT FOHRVERR RS «

Fril, M _execORS, REDRH AR EIRHUT . XS N LUESR P EERSE, s
T (page tables) « & RHAKFE (GDT) - FHHHIAFRIDT)E .

boot2 & 3 T — P EEMEIELE:  struct bootinfo. ;X MEFH boot2 HNIGIL, IR/EHHEE | 1oader,
IR NN . XA RIER 52100 H Eboot2i5 5E , HosxffHloaderii g - X AMEEHE N1 BEFEN
HICHEA ~ BLOSTRMLRORE S AL /Hik /i X B H AR R, - BIOSIRMLAIS| St s AIIKEha9m 5, AT R A
FER/N, envp FEEF GASETRED % . & XUF:




B 1E S SRS AL

boot2 FEA—MEIAERHAMIA, RIETEH  load() . WA P AEEMEAN, TEENE7E— BRI Al 545
R, load() ¥&2E# A {4 (/boot/loader) - PR ino_t lookup(char *filename)#f] int xfsread(ino_t
inode, void *buf, size_t nbyte) FH3EG N BIZANTE - /boot/loader 22— MNELFAEEC IS iF, AN
B B ER AR T a.outh& I A ) struct execZER o load()FTFgloader fIELFSL¥%R . 3% /boot/loader ZE[H
7, REBREAOHITZ:

1.6. loaderpiE%

loadert 2 —~ BTX &/, 7EXEAMERAR . BH—#AA LM T loader(s) , fMike Smith35 . [
loader 5 Ji% /2 FBTX AL HE £ 48 76 Fif T 1 183

loader {3 ZES5 R G A - HNEBEEANTEE, Ai#loaderiif:

1.7. R#zAAL
URATRE— RN S - SXREMBYRTT % loader (6B MARERIIT R - X /MILESANKI

FEX—ATHR BRI - B9E, NWR—PELFSREERE — IS0, ARl ASEER AR AR /red/
herring, —MEBUERIICME . HIK, F— N ffsys/conf/ldscript.i386, AJ LUK BRARSR 1 A 1d )i
UH SRR . WEERETLT, T

FORNEMIA L FZRFS “btext’ « ;X PFF51Elocore. s HI7E X :



https://www.FreeBSD.org/cgi/man.cgi?query=loader&sektion=8&manpath=freebsd-release-ports

NZATERIL

B IR A AT AREFLAGSIR O — MU L HI{E0x00000002,  SRJEHIHAILETE BiaF 17 4% :

btextiff F {5 f&recover_bootinfo(), identify_cpu(),create_pagetables() . ;XLLfi|FEHE7Elocore.sZ i,
XEEGIRERITIREG T -

recover_bootinfo XA FIRED TG ST ERAARSE. 5%
W33 Hiloader5| S (AR ATiA) . fHE Ak
H5| SIS B A X RERES S
FE, Rl struct bootinfo f7f# NN -

identify_cpu XA BRETNICPURTY | L5 RAF A &
_CpurH
create_pagetables XA RN 3 TURAE A A 7 25 8] TR 0 il — R =

], FEHE—ENE

N RTFEVME (AARCPUR X AT EE) -

WIE, JAshs TR

MToTEACEED, FTHSSHbhtT a7 SRR R - Bl =17 RS R B = R U -

R Einit386 OB FESEUG B E— RS FRIAE— DS HYE T - BE/E I Tmi_startup()
init386E — M SREIF RS KIITIIAILREL, mi_startupOR N SEEFRTTLRAREL HI% mi_ FoR
Machine Independent, NEERTHLES) - WA mi_startupO) BIRE AL RESE, ARSERE]

4

[u—t

0



15 5| S E AEIIRIL

call _mi_startup /* BNEREEREH , EEEXERS , F */
hlt /* ABEROZXE ! */

1.7.1. init386()

init386( )¢ Y.7F sys/i386/i386/machdep.cri, ‘T 4t%fIntel 386,55 F AT ARG WIIE1L - Loader TV EFCPUH#E
RIS . loader B4 T B HIESS -

EEHE

BAES HMESHE “E5" M BSLIHITERE . (E52 B LU, X
I /TR SEELER G T MR . 0 FIntel B0XB61E S5 Ok, 4 Mintel 735
80386 CPU TS5/ fhHIVER},  BUBTEI LR BIR RRHA T s0886" (EH %
AT BB R T OB E -

FEXMMES T, WERRETAE . FETHeEA AT, BRH B E R R SE R — R I TAE—
FAIH:

© WIHRLNZRI TR SEL, I XESERS| SRR AR

© HERGT (/AT R)

* R IDT (PHT AT )

© WAL ARGERIG

* WIHAILDDB (N GIRIRES) , an R e Bt N T
© WHAILTSS (EFIRESED

* EELDT (JREREIR T )

* J37procO(05#RE, HINIZHIHR) fipcb GHARETEHIE)

init386 () E SEHIHAIL NAZ AT A HEES 4L, XSG | ST HEE - eI E TS F (environment
pointer, envp)ififH, FiEHinit_paraml(). envp$g%t 2 FgloaderfZ e bootinfort:

sys/1386/1386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/* PR EARTTIHED, WhzE */
init_parami();

init_paraml ()€ Y 1F sys/kern/subr_param.cZ /7 . XA B —sysctlIfi, AR,
init_paraml()Af]init_param2(). X REMinit386() i «
sys/kern/subr_param.c

hz = HZ;
TUNABLE_INT_FETCH("kern.hz", &hz);

TUNABLE_<typename>_FETCH [ 3 3R BXEA B 25 & f1H :

/usr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH(path, var) getenv_int((path), (var))

Sysctlkern.hz2 ZREIFEISRER o[RS, ;X EsysctlIfighinit_paraml ()iZ5E: kern.maxswzone,

kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz, kern.maxssiz,
kern.sgrowsiz.
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init386()

IRIF1nit386() 1H & £ Rtk 7% (Global Descriptors Table, GDT) . 7Ex86_ & MESHLEITAE H CAIE LM
AR, XA R B RS IECTIEE - BT, M ETE RS HUTRTE S 1E CS:EIP,

BB LIX ISR B L2 OB BB CS” + EIP. KT E{E, BoRta TR, &Ktk
FHRIRAGFENT o FTLL, EXANITH,  FEARISIEE I IEREIPA(E - BXFf78s, UNCS. DSER%E
F, B2 R R RS EREFAYL, REIHIBERMFOETE, MR EREAH AINDEXE ) .

X
EEE
FFF80386, EFEFFH 164, INDEXFER & H HAIE 1347 -

FreeBSD (1) & R IR 1 38 79 B P CPULRTEE 15/ 1% 4T :

sys/i1386/1386/machdep.c:
union descriptor gdt[NGDT * MAXCPU]; /* 2SHiAfFFR */

sys/i386/include/segments.h:

/*
* 2EEARFR(GDT)FRIAD
*/

#define GNULL_SEL 0 /* ZSHERFF */

#define GCODE_SEL 1 /* AZRBHRTF */

#define GDATA_SEL 2 /* NRZEUIBHARTE */

#define GPRIV_SEL 3 /* WHiZALEE(SMP)BAIEREGIIE */

#define GPROCO_SEL 4 /* Task state process slot zero and up, FSIREHE */
#define GLDT_SEL 5 /* SNHENEIHATR */

#define GUSERLDT_SEL 6 /* AP BEEXMEPEHATR */

#define GTGATE_SEL 7 /* ##i2{ERNREDO */

#define GBIOSLOWMEM_SEL 8 /* BIOS{KisMZIARI(MMBIXESMAL) */
#define GPANIC_SEL 9 /* SEHERAKFEFILTIEMNESIRKRES */
#define GBIOSCODE32_SEL 10 /* BIOS#EM (32fi{XfB) */

#define GBIOSCODE16_SEL 11 /* BIOSHE[ (16%I{XF3) */

#define GBIOSDATA_SEL 12 /* BIOSIEM(ZIE) */

#define GBIOSUTIL_SEL 13 /* BIOSIEM(TE) */

#define GBIOSARGS_SEL 14 /* BIOSEN(BZEE , &%) */

HER, Xadefines R IEMLFIFAL , TRRERAFHIINDEXS,  FIEERLF/HMRFEFHR
3l fln, PR LR (GCODE_SEL)H{E H0x08 .

TR WIUA L WA FF £ (Interrupt Descriptor Table, IDT) o IXFKFAL K EFAFERE (A W 2 4028
avgl M. flan, SUTARGOEAMAR, FP R AR SECINT 0x80 f54 « 12— MR, AHIRHRIIE
OxB0FE HIWrH A TF R BEHRIL T « X MDRIRAMAEX N PRTAIFIRE - X MFFERE A, XRNZIAR
SCIEEN R

BT

@ Intel 8038637 HF “VAMIT , AILAMERH T il —skeallif 4 stiFHNE R
BIFE o AT AEFreeBSDIFARIXMALA],  HVFRE Jy (R IWTEE O A] S K BhASHERR
RIRRAIE « AONEE — DI RIEFAL:  7Ef BLinuxity, 238 5| FreeBSDINZ AN S HF Y
XA ARG, ARSI R —LHEER, XESREFREBRET
5 MIARFERIEHITIERF Z BRI IR (Lid A2 APt B o sh S BE R I AN SRR i
(e

T IR AT 3 B 22 AT LU 256 (0x100)4510 3¢ - %4> BENIDTSS10 SR N 748 TR I A 17 32 XE
NIDT=256, & A{H:

12



B 1E S SRS AL

BTG E DA ER TR o RGU A SCCINT 0x80HI 2 4Ast :

BT — M P SR FHLARINT OxBOSE ST, 4 RASHIE N 2 1 744 B XintOx80_syscall, XM
PR, 4 LU B SRR -

IRJ5, PR & FIDDB IR ES) WHTHAIL :

ESSIRSBUTSS) R 5 — M x86 RIS FAORURLEM - YL EES VRS,  ESREBAML i T
FUMAEE -

JEERHA TR (LDT) FR AR A P AR FIEE - ROUE T JUMERER, B R fR, ENER%
VISR AT AR P B se 4 -

IRfG, procO(05HEFR, RIPNZATAL A FE) (3E AR S5 i (Process Control Block) (struct — pcb)s5H4 4 145
Lo procOfE—> struct proc £5#, A T —NARRE . ARGBITH, ZHRREZFE, FTLUX 45
TENEABE &R &

sEfEstruct pcbiEprocEf—ERSr, BRE X AE/usr/include/machine/peb.h Fi | PR&rET X i386f8 {454
TERER, WFFRE.

1.7.2. mi_startup()
XA REH EVEHEF B, KT RGN R, REZ N ERE NN READ:
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mi_startup()

|
RUEsysinitfEZR C427E (FreeBSDIT 2B FM) HHMNA, BOLREXENE—THNMEH .

RGN S (sysinithf §) @ AL - kFf1lannounce sysinitxf SRl o 53X RATEIRT
E B :

ENIT B F RS PRIAREST_SUB_COPYRIGHT (0x0800001) | 05 W 1 HEZEST_SUB_CONSOLE(0x0800000) 5
|- FrlL, WRAUE RS S WIta L S5 AR R AT B ik -

IBATE—FBESYSINITORIERM T4 - BRIFMIZCSYSINITO «  ZZC_SYSINITOSR /5 A Al — M if S
ZER struct sysinit. ZE#5E BB EEH T B — 7 DATA_SET:

ZZDATA_SET() /B FF AKMAKE_SET(), Z=ZMAKE_SET(O)FE[H] G Ra & fYsysinit4 )%y :

EIFBATHIG T, DL ERRITERE, Far-Ea T Eg:

F— N _asmE S TENIZ I BT U L — N ELFTS (section) « XK ATENIZRERE I8 o 53X — 9 F5
4. set.sysinit_set. JX—HINZZE— P32 {H——announce_sys init4EHy psii, X PEEIER S
A _asmiERPTE K o = _asmRLVRME TSGR - ARATEE & TR T E GER], TTHAE
GRS 320LE) R RN E AR TR, X T — D328 EA -

FiobjdumpSRE — DAt HIICHF, BIFREERE REEX 2 LAY :

14



B 1E S SRS AL

X— G EBEREIT . set.sysinit_setFOx664F T K/,  FrLl0x664/sizeof(void *)-Psysinithf R4
GRPEET IR . BB, A0 set.sysctl_setiiR T REHEIA A ¢

WL E X —EIE fystruct linker_setf 25 &, 77 .set.sysinit_set¥iyl “Wi&E” I EE:

struct linker_set@E Y41 F:

SR LA, FICH 24 linker_sets # A MELF .

IR sysinit} SRR, 5 IR — P LINULLSS BR0EiH, SR IgmaRest S aE -

EIEmi_startupOfFiE,  FANERE T sysinitel GO AN HEHLVERA) - s%mi_startupOFF E1THE
Fe, HARS—IWER. RE—INRERGHES:

ARG Agsysinitiel 5 5E AL fsys/vm/vm_glue. et SXNRFRAGA T g scheduler () o X pRESERR
ERATIRIEER, EFAI P HEIMAPID) AOR 2 ——swapperfi2 . HilHI$2E] fprocozfi IE 2 Ak
R AR -

F— PR Einit,  fsysinitdf R init#

15



mi_startup()

create_init ()il i fork1() ZPHEC—DEIHIARE, ([EFHFANFEIMCHINET o ZX Dt REm I 25
FEPITRS,  start_initORSHEMM . IR RECE AEInit main. o BEXFEEH T IR

fginit, 4E3Eif/sbin/init, $RJ5R/sbin/oinit, /sbin/init.bak, #J5&/stand/sysinstall:




Yax = E/J Y
=
5 2 E WZHEYT
iE ..
iX—Z [ FreeBSD SMP Next Generation Project 44" . 151 E IS AN % 1245 FreeBSD X1 £ 403 (SMP)

#5115

X ORIV B AR PR T FEFreeBSDINAZ H B8, X LB H RN Z AN ATRE - BT LU LT
KA - B T LU mutexalockmgr(O){Riy . N T HEAZHIE TIEE, BAERERETHRED
FIEA], XA LGSR -

POEARTNE, BRI “mutex” A1 “H=ZTRE MXH . LPFENTRIZIEE
B2, BIFWEENDREGETES . ENIELFH-Rlockmgr(9)r 74 .

2.1. Mutex

Mutexgli & — M AR IEZ/HEE T ERB . — P mutex?e— B2 AT DIgE— D SRAHE - iR A —1
SEARZREG ELPINE Bmutex, BAEEASFR, HILXPmutexPEfT . fEFreeBSDIAZH, mutex#iftie
Friie -

Mutex ] DI IAHIRE, (HEmutex— B At — ML R IR R — B, Bt — SRR
mutexi AR - QIR IRFFEAERF A mutexif BEAR, 76— lockmgr(9) 1 -

5 Pmutex JL A4 ARSI
g

=g
FENAZIR AR Hstruct mex2s & i) 4
EH

5

FH R Rmtx_initfFJRATmutex )25 X4 7 EoREKTRERESH B Awitness i #5 5B HFE R -
PEFIERT XK PriRfEwitness RS H )4 mutex

E Sl
Mutex )%, FFRENTX *FOR B FRERE FEmutex(9)F Frfiik -
MTX_DEF
—MEEfRmutex
MTX_SPIN
— MEE Amutex
MTX_RECURSE
X mutex 171
(ERIRSEN

XA A TR R IR S R BRI AR R SR - ST RURS AL, R S0E RRE
s .


http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=mutex&sektion=9&manpath=freebsd-release-ports

Mutex

RIS R £

X = mutexfiFF R I 7 AT LUK A A A R £

7 2.1. Mutex#1| 3

proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
proc.p_wchan,
proc.p_wmesg,
proc.p_swtime,
proc.p_slptime,
proc.p_runtime,
proc.p_uu, proc.p_su,
proc.p_iu,
proc.p_uticks,
proc.p_sticks,
proc.p_iticks,
proc.p_oncpu,
proc.p_lastcpu,
proc.p_rgindex,
proc.p_heldmtx,
proc.p_blocked,
proc.p_mtxname,
proc.p_contested,
proc.p_priority,
proc.p_usrpri,
proc.p_nativepri,
proc.p_nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits,
rtqueues, queuebits,
gueues, idqueuebits,

DR WA RE (ZSISES MR PREL
sched_lock “sched lock” (JF & 2% | MTX_SPIN || _gmonparam, setrunqueue,
) MTX_RECURSE cnt.v_swtch, remrunqueue,

cp_time, mi_switch,
curpriority, chooseproc,
mtx.mtx_blocked, schedclock,
mtx.mtx_contested, |resetpriority,
proc.p_procg, updatepri,
proc.p_slpgq, maybe_resched,
proc.p_sflag, cpu_switch,
proc.p_stat, cpu_throw,

need_resched,
resched_wanted,
clear_resched,
aston, astoff,
astpending, calcru,
proc_compare

idqueues,
switchtime,
switchticks
vma86pcb_lock “vm86pcb  lock” (& |MTX_DEF vm86pch vm86_bioscall
180861 T FFFEHE
D
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2 5 AR

TEY bl R PRI 5 R bR S

Giant “Giant” (5.8 MTX_DEF [ LA LLREEMER |iF%
MTX_RECURSE ﬁ

callout_lock “callout lock” (JiER} |MTX_SPIN || callfree, callwheel,

VENEEE)) MTX_RECURSE nextsoftcheck,
proc.p_itcallout,
proc.p_slpcallout,
softticks, ticks

2.2. HZH 1

X LB AR/ 5 R RMIDIRE, T AB— D EEREIR IR S - BIEEA 1S —Flockmgr(9) 2
Fio

2.2 EHRBIBIE

LEAL ZSISEA

allproc_lock allproc zombproc pidhashtbl proc.p_list proc.p_hash
nextpid

proctree_lock proc.p_children proc.p_sibling

23. R RIFPEE

JRFPRIP A R H R — D BAERBURI BRI R R, T WX AR & 0 FT A B U (R #2208 R R A [
FiEE(atomic(9)) . REHE MEARREHLH (Flinmutex) gt & AR FRIPEESSIE, HEROELE
BRI M5

o mtx.mtx_lock
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% 3 5 AR

N5, thptZKob, SAARERM T —ME A x5 MGES g T PR IEREERtRBERIET T
%o IXEREABIA IR RIRIIR T, T O eSS /B L AR -

3.1. Ki&

POE3
G S e G R e G R WD SRy
i
H—PRfE—R %L
=S
— e MITIE
%o
— P EMITER— M IRER S

3.2. Kobjiy T{Ei%T=

@ EEE
X N B R R AR, B SRS P L -

Kobj TAERS, F*AETERIfR - B MR E — PHE—RIPRAT — D i 3R A B RAE—
PRITIER BME—RPRR % -

=R, MREEIL—IKTER, HRXRERRE RS PR OFi%); XEREO7R) #HE
THEIE - (EFHET, REWGRF - GFRENX PR —LRAF - ETTERTOEN TR S 0HE
IR—PME—EPRR,  BRAEEEWE TSI EMRERERTEIR T iRR - W TR MREERERNTE, &
SHEAER R OTEEREED , DIEITARSE,  HAEWE R 7 AR At - #d i)
R ONEEARRED REINDITIERRHME—PRRHHashf BB T REORIEF - WRXDTTER
HEERAFF, RHEBERFERRNTIER . WRXNTEFRE T, REOMEREE (RN
D) ML - A, SX D TTIRFEA H R e ECR A -

X RE AT RN T -

Wg-> BT <->%

3.3. {EFKobj
3.3.1. it

struct kobj_method



B

s

>
. ~

w
w
N
N
g
=

3.3.5. B —MEORIER

i FHKobj i S — P RS — MR O o B3R O G R SO A LA - S SRR AT F Al A sre/sys /kern/
makeobjops.pl5Eff, BT A MIUTIANSL AR, BIAGD 2 E R IR E R R -

ZEIX MR A T 65 29 #include, INTERFACE, CODE, METHOD, STATICMETHOD, 7] DEFAULT.

#includeif )R 7 P 2 — 5 2 SV B (RFS SC RO S

|
Y=+
s

SFEEIRINTERFACEF SR E WO & - SN TR EENHIELBAHE—#, JUAL [interface name] [method
name] « 3EJER: INTERFACE [H:04];

filan:

KEEFCOE LA E B —F AZ BB HEIRTIICEH . IEHRCODE ( (EARE) )
;s

iz

FHEIRIMETHODE St A — N 51 - iB7E R : METHOD [REMEZRY [5%RB] { R [, S8HEF ¥;
il :

SHADEFAULTIRE X HANETHOD L /5, R RHAMETHODRTH TS . B4 MM LB B 0
f&: METHOD [REMEZEEY [F5i%8] { (% [HESHI }DEFAULT [RREE]
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3T A

folan:

METHOD int bar {
struct object *;
struct foo *;
int bar;

} DEFAULT foo_hack;

K 1R STATICMETHODE {1 5% B JFJMETHOD KT AR Kobjif G, — M H S AR EH —LEKobj & A A «
METHODSE ST IEME BOSX LE R A EUR AL TR LR, A SERARIE X LR R EEE, XL X4
KBTI EL AT REHBE «  TISTATICMETHODRE SLAAS G A IANSEX MR X HERRA T, HARIEREL
P DRIV DRI REGISH, TR 2EE R DI EN R R GEE - HIZH0 A - Xt
FAERENROTTERZ MR A TEEH -

@ BEE
X—BHE S SESCRELARR R . BESTTER AT X LB TTE.  SHC
KA CFRRREC MR-

HEsEBmNET:

src/sys/kern/bus_if.m
src/sys/kern/device_if.m

3.3.6. By —1E

fEFKOb s b R — 1 . — P RNEB AT - HiER; {Ban i F T Kobjfy X S H T
H» (Object Handling Facilities), FEHELEFTGAIAR N E 7 HT{ F ZZDEFINE_CLASS() . FEN. 7 1%
FNF, ST — P kobj_method_t#{4H, FANULLIfiLE R o« 4 JENULLIF A] F %2KOBJMETHOD () 37 o

il :
DEFINE_CLASS(fooclass, foomethods, sizeof(struct foodata));
kobj_method_t foomethods[] = {

KOBJMETHOD(bar_doo, foo_doo),

KOBJMETHOD(bar_foo, foo_foo),
{ NULL, NULL}

3
R G o RIBZEBWIAUN RERRE,  BHERAZ— SO IMEEM RIEHER" (ops
table, FEE: B SR ) o XEBRETNES E R struct kobj_opsFF:{if ]

kobj_class_compile_static(), =§2 H{# Fkobj_class_compile()5EA% -

3.3.7. B — 1R

fiE FHKObj I8 = 1 f KE MK 52 - Kobgtt G AR (BUEKob) B KA — DU RELER . iR,
RS 5E BT e g, FHEkobj_init QWAL G fKobj R H ¥idls;  HSLAT LI Hikobj_create() 5}
BCXT S, F BENFIIG AT G HIKobj R A% - kobj_init() i m] LI RECEE— o AT (A K -

B Kobj AR 58 i B Xt 52 AP EL{ B Z2KOBJ_FIELDS
fian

struct foo_data {
KOBJ_FIELDS;
foo_foo;
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foo_bar;
bF

3.3.8. ARAE

it FK obj i1 5% f5 — Pt 2 d i A2 A A BRSO FE N R R T
HAeHEHARE ¥4

fltn, A4 Ntoo, JiiEbar, VMELE:

[RE{&E = ] FOO_BARGIZR [, HESH);

3.3.9. EF B

VR, ROZ5EEM _%e, m

= —/>ijkobj_create O N ZRFEAILS,  FIXHX xR A kobj_delete() . = —PRAFFHEWHEM

Bt EIRHX 2K 8 kobj_class_free() .

24



£ 4 F Jaill 7R %
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Evan Sarmiento

<evms@cs.bu.edu>

FERZEUNIX® RS, f Frootid I RERY - SXHAEIN T2 Eks . R —DBHERE T — 1RG5+
froot, miATLIZEMIAOIRREE RS FTE HIDIAE . 7EFreeBSDEL, A —LesysctlIfipss T root (AR, X
AL AT LURS 20t 2 58 R0 5 B DB B (R PR - X e 2 TN e, B — &5 . 7—Fi{EFreeBSD
40 UG AR iR A Z 2 TEE, iEjail(8) . Jallff— MAITEAE R SRR B E— &, A
KX FEERSE R X AR HEARMOL IR - BN,  — DRSS RR N RERIX N jail 2 SRR - ANRESE
H—Leas RGO, R AREN T RNLE AR -

\2 ‘\\
@ EEE
B “dail” B EEE <N, s

Jaill B2 B — P B i 2 2R . AfTAT LAZEjail s T & R AT REARIESS AR S5 88 #2/F, WApache ~ BIND
Flsendmaile XFE—K, RIEEHEHERS [jailfpyroot, XE&EEIEAMNFEE L, MASEANRSR
Feft o AN FERFall AR EEE GRATE) o« WRARIEEFHE Bl fFam e cr, REVRFEILERN
B—EWE, K&FLESys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1. JailB R %458

Jall R ERAM4HA: FAPRER, BEtRaile); BATENEHIail St RED: jail(2) RV XA
o FRFTI P R T el A% P A SE IR R -

4.1.1. B LR

Jailf P 2RSS £E /usr /src/usr . sbin/jail | H— P jail. A - X MEFEIXLESE. jailfiig
12, EN4%L, PR, SETRESITHGS .

4.1.1.1. BUBLEM

fEjail.crf, PR R SEIEME AR — D EELM R struct Jail JiARE R, XA RTYAI A B & E Jusr/
include/sys/jail.hz /1.

JallZEH g SR
/usr/include/sys/jail.h:

struct jail {

u_int32_t version;
char *path;
char *hostname;
u_int32_t ip_number;

}:

EAIRET L, %144 2Jall @) ME N SHFEX AN R —T. FELLE, Hardjail @ ires, Xk
SR RS TREIER A

/usr/src/usr.sbin/jail.c
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https://www.FreeBSD.org/cgi/man.cgi?query=jail&sektion=8&manpath=freebsd-release-ports

HERHI IR

4.1.1.2. M4

& 25jail @) MBS EHE — S RIPHIAL « SXRTEMZE LUy ljail Ry ottt . jail (8)RFIP kB33 A I 4 5 T I
Fr, FFFEAI(Gail kB pLsi i) -

B $inet_aton(3) K8 € HOF4F R B ) — M Interneti i, FRF AR ITE € A5 A 1A
d17 o inet_aton(3)i%E T4k fkin,  Zfinh A2 Fntohl QA ENFHINF, B A jailshiy
AR ip_number B 5 -

4.1.1.3. N

B5, APSREFREHR . Bifail 8 BHmM T —MRNSRHR,  HFEHexecvO)ITHFIEER &

I

IEQRBTIL, BREGailOBAM, SECREM I jail P PR LRI, AR IR, X LR RIS A
Hjall®F @758 BF, HWITTHAEENGS . TEHIKFGITIRIal EERZ R .

4.1.2. MRBIAZRNRE

%

IMAEBATIRF S /usr/src/sys/kern/kern_jail.c.  7E5X HE X Tjail2Q)f R85 A « FBREsysctlIfi, 8
LT

4.1.2.1. sysctllil

frkern_jail.cH5E X T 40 Fsysctlifi:
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4 E-Jall?/\db

X Eesysctligi it i — A ER AT LU i &sysctl(®)i1a] « FEEEAN LA, iXLsysctlmif A bR . flan, bk
B —PsysctlIfi it &4 F 2 security.jail.set_hostname_allowed.

4.1.2.2.jail(2) R %A

BRI RS, RSl EW N33, struct thread *tdffistruct jail args *uap.
td@E— PRI thread S AR FIFRET, 1ZTa% TR FjailQMEFE . XA L FICH, vapfga— 14
Tk, XAEEREE T — RN jail. cff kit R jail S5 A RIFEET - ZERT VA 25K
FE, (RELEE — A Jai L EIE N SEUL %A REEH jail(2) .

TFguap->Jailn] LU T A B (& i eajail Q) pjail sitifh . 985, jail(2) i copyin(9)Rf jail Zth A &5 i 21
NEANFFZSE S . copyinO)FE=ASH: BEEHIHAMAFERFEIRIHAE vap->Jail, FEAMNEF
ZRFEBEGERI,  DIRERRIR/N - vap->Jailigm el S I A EE R, FFRERTES
—jaillsEh iR H .

@allhﬂPﬁxT%H/\E%‘-E’J B A prison . Ll Aprison LAk FIAE NAZZS A o N IE A prisonZith {4

=
it
|x
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HERHI IR

W5, AGrAjail(2) )y —PprisongE ik BL—HRAFE, FFAEjailFprisong§ia i 18 2 HI%E -

TH, BATRE RS —HEN ARG Hjail attach(2), B TR HREEHITHRE -

XA ARG — AT DU T XA s AR SRR A . EHERjail _attach(2) 3 MM T £
o, BATEREHERE - LERELR -

FEFreeBSDAT, &30 A% AT I HZRAR R i H threadZEFy (AR A HY L i == N [ )
fprocsfifhy fAdtiik - YRATLIFE/usr/include/sys/proc. hii i Fl|threadffiprocE i A E L. flan, FEfE
ARGV T, ZHedSKPR B8 0 AR A thread 5 F (R TS, IEANRTE P UCAIAREE - tdprds A
fiythreadsEH4 R F A td_prochf SR —MEEF, X MEETE R tdFT R ARAE TR AR fproc i fh . 25
iy fproctl & AL AT IR PT B E H S  (p_ucred) , #ARBTRIRMI(p_Limit) 35%. FEHiprockia ik
fIp_ucredp 5 FTHE ] fjucred S5 F AR A E S, 38E — M8 [l prisong§H R % (cr_prison) .
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% 4 & Jaill 7 R4t

frkern_jail.crp, pRERjail() LA ERIjid Y FH R %gjail_attach() . ffij5jail_attach()JEH K
#j(change_root ) LA ZE VAR B3R - # TR, jail attachORI@E—Fjucredssit &, JHLE BTh
HiRsprisonfE it (R EEERX Pucred S5 R f5, FRXPucred Mg fGERE FIAARE Lo IR, X
MR SBORA AR EE R . HEATLUE O BX S ucred S8 A N S E O AN Z B2 jailed OB, B
FHR E LR BR XA F P B @ F— el MY - FEjail i X5 HoR B BT A R A 00 A S 4 S R 2 X
PAT Tl EANIERTHEA Tl REGEA - 4— Tl execve g HUTE, TR MNE
ACHFR (ucred S5 R QKRB IR ZE BN, W E M STE — M LS ucredZE 14 {4 .

YRR AHRE X S R 8, RO A fork@P R A crhold O BBy FiE - Xk, RER
HIREERFE T TR EO Sy FIET HACHAE—8, AR R i M 25 -

4.2. 2RISR INEEFZ 7 RIPR S

HEBDIAZS, BRI NP AR - 85, XA AN . RIX R
PRt B RBOX L3R, A SR R ECRE BRI - ol :

4.2.1. SysViER2IEE(S(IPC)
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EET

System V JARENEME (PC) J&iEidVH B CHM . B ARBAr LIm EEHBEAEHEE, SRRzt
Oo RNV EREURE: msgetl(3) . msgget(3) - msgsnd(3) F1 msgrev(3) . FiiE CARR|, —L sysctl FF3e
w LA jail fiifT 0, HAF—{ 42 security.jail.sysvipc_allowed. 7ERZEERLT L, X sysctl i
WO MRB TR, MEELKZE jail R . FRNPCEELE jail HRERRGHFERE AT LIS m i 2R O EREE
SMERRET - THESBESHIRAE: HEMNH—MESRTEM -

/usr/src/sys/kern/sysv_msg.c:

« msgget(key, msgflg):msggetik [a] (AT HEQIE) — MHEMIATT, LURIR— MEHE TR ECH GEHHTHERA
41

* msgctl(msgid, cmd, buf):@EiiX 1 eREL, — DIEAER] DIEIH—E BMA RPN -
« msgsnd(msgid, msgp, msgsz, msgflg): msgsndjn] —PMHFELIE—SHEE -
* msgrcv(msgid, msgp, msgsz, msgtyp, msgflg): FHAR FHIX > R EFENH B -

FEIX LR O B R AR GT IR B e — D 3 AT

/usr/src/sys/kern/sysv_msg.c:
if (!jail_sysvipc_allowed && jailed(td->td_ucred))
return (ENOSYS);

55 RAGAA SRR Dhld — R R T HRERIFD . F5 8 AR BIRR A T Mgz,
IRT, RN BT RE S EH NSRS, —BERIRIIEFEMRN . el T rfESE RS
VA& 5% : semget(2), semctl(2) Fsemop(2) «

/usr/src/sys/kern/sysv_sem.c:

* semctl(semid, num, cmd, ...):semctlXf7E(5 5 E=PAFH H semidbRiAF(E 5 EHAT cmd¥E E HAm 2 -
* semget(key, nsems, flag):semgetf . —MXf R TkeyH(55 244 -
S keyFflag 5 FE msgget () FIE XAHE,
* setop(semid, array, nops): semopiisemidiRiR I(E 5 & 5L A —4H FHarray FT 5 i HI#R(E -
System V IPC{{# A& A AT DAL Z 7 o AR A1 A] LLESS AT RE Stk 25 a] A4k 2805y DU R AR S
BAEERGE N - XL RS RSS2 5% shmdt(2) .« shmat(2) « shmctl(2)Ffishmget(2)
/usr/src/sys/kern/sysv_shm.c:
* shmctl(shmid, cmd, buf): shmct1f iR fhH = P77 I S il & F & R AR )
* shmget(key, size, flag):shmgetf /4T size S 17 B3t A7 XI5 -
* shmat(shmid, addr, flag):shmat’fshmidbRiR )3 = A 77 X TR IR 2 AR At ik 2 A]
* shmdt(addr): shmdt B 34 = A 77 X HEFE VR -
4.2.2. EEF

Jail DL —Fieik r) 77 2k Blisocket (2) RS YA FH A R IR B BT WAL - T IRE—NERTRE T
&, EAefhEsysctlIf security.jail.socket_unixiproute_only R EHi% B N1 . WIERWIE N1, EREFET
AP B BEFE X L. PF_LOCAL, PF_INET, PF_ROUTE . 75|, socket(2)¥<iR [E] Hi4E: .

/usr/src/sys/kern/uipc_socket.c:
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4.2.3. Berkeley &g 28

Berkeley (1 JEZHR M T — DS MTERR, HH#EFAIRMERZEMED . BEBPEE TR AT LI ZE
PR3 Fh £ 23 5 devfs(8) e 72l

4.2.4. MLEHMY

MZE Y TCP, UDP, IPFIICMPARH AL o IPFIICMPALF R —ThURIR: H R, MHRJZ . HZEnamiix
BN, BRSPS E S| — M O E . namig — 5[] sockaddr 5 F (R ) TR
Bt HESARTTLISRE RS Mtk . — DN EERYIE . sockaddr “R—/MEMT, A T bk BURRIRFF AL
MR . ERREin_pcbbind_setup()fisinjg—f5 A sockaddr_infEHy (A HITEEN, X EEMEEE TE
?%?EILL{@%IS%E‘JE#D b KBS PR . XZELL T ARl P TR ENE TX AR TR T
JailfjIPHiL A -
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X RGE

VR VFABRIIE e £ iprison_ip O 4 - prison_ipOF =S8, —MERS () RIERTEE (Fcred®
R, PRSI IPHEE . XX APMIPHHENE TIX Mailly, XA BULRE0. EIRR M FE R
), sk, AR IPHBRERA SRR TixX N dail,  BRASE R AKX A W45 kS8 E Tl -

4.25. YR %

MRELRH AT, HIERailEH root, R Al B SR B ER,  R AT
Be . RN . RS b
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55 5 = SYSINITHEZS

iE .

SYSINITZ— i@ FHFI I HET 5 20 AU THLAIRIRESE . FreeBSD H Hij fif Fl & Rt AT WAL AU BNASHILA 1L «
SYSINIT{#{5FreeBSD N %7 AT AT AE N EUBLRBAS IN B e il i e - Shn - MHIRR - BRie, 5X
B, NEAITBEER MBS B AL B BRI SR FPoia i ZHEREZERRIFAL . I MERBEGN
AR (AEPRIKLD AT LIS NAZ AR G % 8E8E - AESI S AR IS, ERAERGUBITIINE . X&
BB AZEERERS (kernel linker)fl “BEIERREE 4 (linker set) SEALAY -

5.1. N5
BEhEaE & (Linker Set)

—FEERETTVE o X VR AR R SO R A E B BB U R R — AT AR SR EIE R TH
5.2. SYSINITI®/E

SYSINITE K SEHE A IRHUR MRS MEFFR RS Z A IR S8R IR EN AR MU AR S R
Bro SXPEERTTIERN Y BEEEER A (linker set) . SYSINIT{# NS SR & LIAE P MU 42
&, BEES M EESREERIBY - BE- — DS PRA LR EIE R -

SYSINITH FE I 2R SE b RiAxS e B LLEST - SB—RIMARRIIRAR T REHPRR, 45 HSYSINITS)
AHATF ARG R E R 2 RITF, € L fE<sys/kernel.h>Fafiilzs sysinit_sub_id[A . 55 " RALSEIRIA
FEFRESFTHITTZERINT, TN AE<sys/kernel . h>F M %s sysinit_elem order[H .

AP ZIT ZEFSYSINIT:  RGEANSNER IR, RO BB E T - AT RE0E
HHERGE DI FEASYSINIT ) ARG EIRSEH - BN, HRERE T ARG —PSYSINIT g
TRATI B AT R EEHE - S I RE P RO h B SYSINITO), - S5 _ LA B 5Kk
# L% DRIVER_MODULEQ) il I FRR B SE IS & M AE,  ANSRAFAE, A TR&E IRiafL - iX— AR50t
B, 2M—SRIHEENFEE, REHASYSINITOARS o XTI —M I rIERE, MK
JFIDEV_MODULE() «

5.3. {EEFASYSINIT

5.3.1. &0
5.3.1.1. 3324

<sys/kernel.h>

53.1.2. &

SYSINIT(uniquifier, subsystem, order, func, ident)
SYSUNINIT(uniquifier, subsystem, order, func, ident)

5.3.2. B&f

FRSYSINITOZESYSINIT/HEhE RS & L —PSYSINITEHET,  LLHSYSINITAE L5 s el RN S 4
FP HPITEHRIRE . SYSINITOH — 2 %uniquifier, SYSINITHIERARAKIED, BE/EZ T RGF
T FTRETLRIVTS - FrRFRE . B8 mEREdE . FrarREIts — MEETEH S5



Hre

) 5.1. sysinetO B 51|

F &, SI_SUB_FOOFSI_ORDER_FOO [/ 4435HI4F b EIHRE| M 2 sysinit_sub_idF] sysinit_elem_order
W BERT MR B AT, ] LUK B ORI B MM B L2 e AR DU &R
TR A BOHSYSINITRIHATINT - PR B For M T — 75 ZER I ZEAE % S5O FE IS YSINIT Z B H T 1
SYSINIT o

151 5.2. P EEsvsivTO Il )51

5.3.3. #7143
FESYSUNINITO)FF7 R S SYSINITOMIARY . FUR T BRI i 2 SYSINIT T AR £ 4

51 5.3. sysunintt() 451

36
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Chris Costello 0 Robert Watson.
BiE .

6.1. MAC X HhRIX = RA

SRS AEJy DARPA CHATS 57111 —%R4, AftERT Security Research Division of Network Associates
/A F]Safeport Network Services and Network Associates Laboratories f#JChris Costellof{t#jg DARPA/SPAWAR 4 [7]
N66001-01-C-8035 (“CBOSS”) , -}y FreeBSD Ifi H 4w 5 1] -

Redistribution and use in source (SGML DocBook) and 'compiled' forms (SGML, HTML, PDF, PostScript, RTF and so
forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

ER:S

A THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY,
INC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

c ER:
APV ANERARE TSRS %, AMERHIR R TEMKSE - Wn5%3UR
SCEHIA, MBSO -

FEi R R I AT PRI T, ARVF R4 % SLURICEG (SGML DocBook) & “4#i%” (SGML, HTML, PDF,
PostScript, RTF %) it B R IEEUTE R

L. 1893 &R (SGML DocBook) .MU AIMEEL HIFR B _EIRRRALE 7R « ARSAHE AN R IR FAL 1 E A%
ERIEHE T17 -

2. A REFTES 5 T DID. PDE. PostScript. RTF BiEHETER), UHE FRBAE R . &
FHE RN T RFABEHE S 5 & m— RS, DIERE TR .



UNEL

ER:

A A% CRS Y NETWORKS ASSOCIATES TECHNOLOGY, INC S PR 4t #8248k FE7EI R
ARBALMIPRER R R, AR EARTX R LEHNE - SR B BrE )
(R . (B0, NETWORKS ASSOCIATES TECHNOLOGY, INC #5434 AT fi] E 3% «
Al MBI HFER . IR, BLLRENRIR (B EARTEUH M EURSS IR
W~ (EH - BEEeR R R EE L) M5, TR S EH MR A TRE
W), TR AR AU G MR AP £ 3L - A SR RER
TR (BAEHRAEIEE) FH), B C# S m A %Ik A aT REdt -

6.2. RiEMEMNT

FreeBSD LI— /A% 49 RMEHES(TrustedBSD MAC HEZR) f775X, S TOmbilin 4= mIskmg (R <&
PRI ) SRERIETE SRR - MAC HEZRE— MBIV RIEEHINESR, VPRI 2 25K 87
TEHBRR A A% - 2 2 SR T LIFSBE A AL AT LU 725 | SR InE:, B2 s iTsh B . MRt
RIPREIL IR O (ERIB 1T E LR 2 RIS RER FEN RGO SR % 2 BT IIPRC S — RS HBRAE -
MAC HEZRIOFEAE, fAIL T X SR EAE SR BIR R A SE I, AT S P 137 20 2 SRS R ER O T A XEE

AREFLRE 4 MAC SEREHESR, B 4R Bt— 1 R il A MAC SRR ASEERSTH -

6.3. i

TrustedBSD MAC HEZRFZ AL, RVFAEE _BIBAT BN ARERAE AR S 1R BB B AT, X6 PR A U7 42 )
BEGAITY R . BT ARR L 2N — D ARSI PR B Nt IR ARG R FES 1
ZRFMBIR, MENRREE R UEMIER T AEE . N TR T 2EMAIT &, MAC [ L5
T RER T RERIREERMIE, R, Wk RIEE AR . BT RN R BICHI ST - %
SCRF B RSB B -

AREFRAIEEA DR A MAC SEREEME T LIEREAEM P2, WA LUIRRE T % MAC #2202 40 frf
SCRERT NS [P I AT PR SRS AR IT 2 N LT -

6.4. T HIEE RN

SRS (RIFR MAC) | AR HIHERIE RGUSRM] SEHE A —HE FH - AU R SR . AESELE Bl T,
SR D7 R B SRS AT RE & 5 HEVi R (AR DAC) FrRMMIGRIFRIE A LR, EEZMREEE
B 5H PO BESRBUR P B ESR E SCRr 0 - FEFRSERT UNIX RGerh,  DAC {RIPHEBE (45 SO U5 AR A
ViR B T MAC R REEHIFIS K< . BIERGOAT EM L 2HUHIBT S GO 2 2 i 1Y
MAC ZaRIIE T ALREA, i, ZREE QL) HUEMEREE, Biva STEMEMRE, ETHENY
AP RS (RBAC) |, JSANZY R SR (DTE), LUK T F RS (TE) - 2 & SRIR AT UL FRIR B Iy 22 2
B BPMRIIRE— RIS Z2MRARE, XEREaRE, AP h . AEfTaEmER, U
Fot g atnic (FRAFRIZS IR E T/ e B ) -

TrustedBSD MAC HEZEFFF 2 (AN SRIEAR A SCRF, ANOUA] DU SEE] IR FTE SEms . SR REF T2 B HA
MACHZ2BEE@, HPMAD. X REES) REMNAR L 2R . s, EEERER
TRRAE DT R AT T BT S B B R TG EAN B, BrRIMAC FEZR[RIRE T IR SEHI e 2 H E X2k
i .
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6.5. MAC EZERIAIZIR R 4514

TrustedBSD MAC HEZE A R ZE A M HIOR I HEEEAGE I, AR F BT AT 2R S Y B R 5T
FRSEHE I A REE o AR RGP RIS NS T 210 5KEE, MAC REZRRF 7 TTR & SRBS AR AN R LL—FF (3
MIEE L) BERXWATRES, FEREERRE-

6.5.1. RiZTH

MAC HEZE T 91 NZ T R AR

© MEZRE O

© HESRBEE

© SRERTE

© NS RY Rt 2Rl

© SREE N O R EHZE A3 E

© bR EHEEE

© ARSI D R £ AP

© SRESEE N O R EL AP

o ANDRESEEL (ELFE SRmS AR dn B RS B - PmiC By = mRe & =86 5)

« EHEEER T RMC R RS

« B Hrmac_syscall() ZSiHH

DL MAC [ SRRE I SR TE =SB A 25 P22 4 SR

6.5.2. {EREIEEN

%f TrustedBSD MAC HEZR 1T L& B A /7 =UE =R i sysctl 7 R4%  ilid loader Fi' e, 804 T H RS
.

ZHRIEUT, SFE—PAREAEEZRAREE  sysctl B loader  ZEEIZTFRAMFN),  E
WIREEAN], ARSI R RS T, e, DR AES PN T AR TREES BEE. B
Sh, WRANGFER LR SR MAC R, NARRYESCE T RS URESPRIC B B B AR
Ul JEF ANEWEL S MBS EANFE T RS LIREAR KBS HOREMES], HXMTER
TERT RETETE TGRS o QR SR A B B SRS St 6 2 I AR SR L e Y BR G DU 7 =4 o PR St
TR, X MO ERZE AL A, RE AT CRIE SRS ISR A D BE — Bt

SHANER R, ARGUE 5 AT LUE T R RO RE ARSI H AR RS0 O, fL1F boot loader 25
B, OWRBSERATINE S E SRR, RSB AT IZE NS BN SRS SRR RGO HN . EE
BRAEAATAERE R, HCAnPE E AR A EN AR «

6.5.3. RESURNAKRER D

FEIEATHY  RGUH IR RN G2 & AT REA AL A0 ML, SRTIIN SRS A\ H s B (E PR B AR R TR, B

b, HE-PAORIUESERR, REFERMATENFRDYUHREEXHZ RIS E S #E,
R = BTG BRI SRS SR B NS E M b R AR - s A RS RS AT LU R X — 5 — B
ENANOREHORAN, WEEMNESENL, e — P AN BB RE, TGO ERE DL BE
THEESHE, WREAENIE, ESRRERL IS SRR EER B EERE, KRB PaE \BEIR, B2
RS EE DRI . WEHEASH— D EFBIRY, RS — D REZE (T HEEER K
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WS SERAAT BRI EROREIREAD) - SRALXMPE DRI —DEVERR, R —DRISEERNET, RvFik
EMRAESR, N SR L -

N TP TRV RERS ARG, BOrERA T AFMUILIEE . EAP e, SRRz a#
HA USRI IR AL RGUEAT Z RIS A RESNSE BRI RN B, HERA AT
B, EERRENO, WMRRLR RS #HEEI0 - A— MIRA SR, BEH— iR IEAEE
PP An s F SR S BE AT B, LRSS P R X SRS B 2R ) B P 2 AT R 2 R -

BIo MAC HEZEAN AR VFAE R LS N R R NP ZE, B DURRE(E R E B BORERR S - HOm, InsetEn s emT
AE2 S P HEZR 25 PRI T A PEL ZE A = 4K A — B[]

6.5.4. ixicES

MAC  HEZRL TN B 1 SR 10 % 2 B IEPMC A RE VIR BR IR R - FIIAMETE, AIRESE %2
BHAMCHIA—EIR]: B, (EAREBEIEMCFFEE, NESAS ATRERIR R E A7 H];
F, MAC HEZR IS AT AR, Bl fo v 2 AR RIS FEREZR NPT « GBS, MAC HEZRAEH
WX SR L E RN R ZILRRRIZE LHNE  MAC - Z&fRic. fan, EEF LK
MAC fRICH R MERTERBRT - KUK, T2 E2PHErIH A TR B 8 506 2 Fr e Rt T
ROFREE L LR, flin, FERT 2N FREF S ZEERSH h HA N A — 2 S 2 5
B - MAC  FEZRAESIH— DINAZRT G, 8 X U7 Rzt G L RIPRC 7 2 2 BT I
e RESREREE LT X EFEPE BN ENTAT REZ BRABIX 22 2 Rie Fr REt AT i ] 28
B 267, anAEE A O EREUE A RIS ESR R N EME IR RS M, AL R NER, HAgsE
PGSR N EPRIC IR -

6.5.5. FKEZE)FIRIFL 5H K

FreeBSD A#ZE— 1 Alie SRAN, B, (ERAE—FR0 SIS RER t UE AT B AR, i,
FETT % RSR[5 2 A N AR RE AT LATRI RS SE A R BN 1 BRSO AR - A SR SR AR R {5 T
BB AINARE, B2 0T EAE KA TR X FP RE, BIRERIR N A2 MR 2B
BEA—HENCIRE, AT = A R SRIRERE - Dbt SREKATLIGEH  FreeBSD I fy[F|
JRE, EREEAFE BEIRD . REDRATEES R . ShXLERPFEENEHLIEE, HESHIEEMN
e B, REFIERNZ EBURR, 7, 7EIERENRAIA D o8 Ez AN E 6 R BRI BR R

Dl G I AR BB BGE BRI BB, SRS R AR A N T RS RT, E BRI AR SRS
NERFIERE - SXPEMEIEE SRR, 2R LB RIS, SRS AR BB S RN T
MTERIE T X 2B (AN 2 S8 T LB FIRELIE AL S .

6.5.6. SRASEA

N TICFKARMEA RIS E S, MAC FERYEF P M EER: — MERSEERF— T ehBRER . WIHER
HIEEE BRI ERE AR, LR SSEEREBIMER 7 — 1 5 EC IR SR AT AR HaE
MAC HEZR MG B N BOR BN BT, 2 SRMARER Zaf . SYSINIT YA — MNEMREL AN A, #5—1
TR IR, SYSINIT th 2 — MEMMREL . EHBE MIEIL L —N, EfEREA R0 —
DRBSERBOIN L X, B8 RGBSR S AREM EIEASRRRTRE (FIan, SREEERTTZX ALK G
PIFRCTI AT BEIRAN R ), BOE HAASRIE BT R A AR (F LE SIS Bk HBEAE R S5 S Z BN
) o KR, WR—ADERPIRC AT B, SRR ERE R & R

6.5.7. N[O &

NZARSS 5 MAC REZRZ M TR EAA MR E: —&, WRARSS MM — RS APLIERI MAC fE2R & 2 H if
Wikds; o, WREARSS T MAC HEZRFRME—MRIR &0 R R TL R L 2 CBURES W IITEE - FRid
TEEFH MAC HEZREZMPMCE B O BT, HH, AZPEEMRN R AT REHEEL,
AT LA VE MAC HEZR [ SRS LR EZMEATIC AR SS - Bildn, 7EdtfE . ARG ER . BT . HiE - Mouf « [
i 1P EAKSIMEAN S G AR SRR BHRES BB TR L 2L iTEE . BN, HFHEEM
HEZ R Z RN, NRARFSHE S A MACHESR, DUER RIS EORARYEEL B CRObRE (AT LLEET 77 i
FELZEMMCPIETE) EEXERE . BREWLZSMRPRBARFE BNV REHRE, B
PRI — AR R R, i, ERT AR G LA - TR 2 AR -

42



5 6 2 TrustedBSD MAC HEZE

6.5.8. FKIZES

WNER PR A RIS T 21 SR ASER, X LUK A SR 2 R HHEZR A — > B BB B R T AL

B, RHEARSER. HEl, BETEEmEE, HHUE SRR ERFORFAER A &
RESE - TR AR E ) H S AT RE AR (R - VIR « B RN RAGFAEESE) |
T B — T e NE A SRR B RR S 8RB iR H— MEN BB EIER . —RIBIT,
5 “UiRgdads AL, REMEETERE ERN AL o REAFRNEIE LRIES RS REE R
SHett, ERRERERY, TS LHRRESRU, FXNMFm. fiim, fRNERAET
KRBT IEXN 2D L2 REHTHE -

6.5.9. fRiCsZH5

SETRELN GIMNZEIICHITT FERTR—E, MAC  REZR9 AR A A et T —4EAT
EHEMILRIMCIARGAA - WHPMCRRE, partitionbRiRAF - JLEMEIRIC - EEBMEIRC - X[H]
(AEEHRA) - . MEMiL. KRR WEEERE, MCRIEESERATEREREIREIRTT K,
T [ s SRS AL ER BEAS 52 42 P 57 3 52 SCRIE T 506 SO SREX TR B0V 3L . FL P AR P fe it —#a =i
ETFAEIRIC, HREATRNRRERN TR ENA S SOFRERIMEROR - RFE, MAEFAT
LAER ZEIRCILE -

NP EIRTC SE B A CAE R slab MR struct labeLEHREEMI - ZE5H 2 — NEIE KIERIREH, B
TLEEH > void * FREFMI—> long BB G254 - FIBHRIC A B A SRS ERAE 7] MAC JEFH, RE¢
SBL— “stot” {H, {ENHERD B H M RIARC TR AR ML A ERS] - T
e )77 25 [ A0 SO 52 4 FZ SRS SR i . MAC REZR [ SRBR BB (L T — RF I R B T3 A%
R AR SRR AT ES], B, WREWIRIL - RCEISRE/ BRI SR o (XL
O, ATCUSEELEN T P BE A AR - MACHEZR S 228 A\ 1 B AR A — DR FAHR AT R TR AT — 198
[FHZA ZPRCHITEEE, I, SEIRERIREENS By AR M TR RENERGER «  HE— R shatt
REEEIREEH, TEREPMERITEEH LR SRS ER T BT 5/ - 45 1) MACHEZRSEE AT RE & X Lt 472
.

PIIEHA D R EGEFH — MEIRVR SO, AR — DA CRIER B A SREIR SR, IR R,
MFTRES RMGRE, FHERBEEHIIMC D ECRE IEN SO EERE) « BN, WREMLSE LAEH
W B oA e PR B E B R R — D EFRBL BATRE LI MELL . BEEIFEEAE PR M AR S
(Mbufs) ELEFPRICHIERERICICKR, SR L B ©xf Mbuf FEATFRMEAIE K ) MAC HEZR{HH 51
. BHASIREE AR G P SR I BRIC B SRS R AL FRAR AT IR A s B B O Rl v A, X
AL KIS N B E A2 A7 AE SO TTIEAE W AR AU F SRS A AR SC R BSOIE AT A0 3] - MAC HEZR [] SRS £
iE, WEBIIELEIPRE slot BOEL0EE NULL, SEEE AT LUE R EBIRIIIGLAIFME . FREERM
5, BN Mbuf SRCHIFE IR SRR, B EPME R Sh SN SR L nl g7 4L 7 Mbuf
F{E 7y NULL FIFRICFRES -

RTFIFRFRRPRL, NAC HEZRAESUHF T R IR N E D BLR A . HEARE, § RBIEMET
TLRIZE S5 VBB T ARIEN vnode |22 2FRIEHIE & BT RIER — 20 — — BT, 285 A g UFs2 30i
RYUCHF - N T SEIAR RS RER G (RIS RGN R —MRE) | RIRYRE & AT Rk
fER— (8EET) §RBMR . ATREME, vnode HUELH A —MRL (v_label) 5By, FERA
LG  vnode LEFYSCEILES, SEEE AT LR ESR ANZRM, FFAEFRER N HIITE - i,
AOAERUOAT VI FIERIGER, TSR ERT B -

EE

@ B, R MEARIC RS RV EE, MESOZER 5, FORES slot 178
B AGIEWER, B S 30T MACHEZER FRic SEBS 13 — EEIR IR E ™S IR
il -
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6.5.10. X R A IRHA

MAC  fEZR[EN AR T —HAGAM: PR RESEAT mH T E MBS TR rre R ERIN A
AP HECHF -

XEFRCEE ARG, B2 — MIRCRSHY, struct mac, {ENBIASE. X PEMRIERE— DR
H, HPFgPITREE T —PMHNA MAC FRicE . B PITRXEWE AN : — NP ST, fIH
REBLEE - B KBS LA RS E M — MEERITLR AT, Xk, RFE, Hia RS T M EEM
SERITEREMER— BT . SRIRBOIRE AL AL, ENZAMC AN P IR hRiC Z AV ER i
MITAE, SXMSEER AL TARE T RIE L LM EE RGN - D EEASTHAE R BN N E R AR, X
Lo SR R BT USRI N A BB IR AL BRI RE, ITTRIAL T P AR P 0 bRic B B AR -

FI il f¥JFreeBSD AZ R T 51 MAC M5 RS

* mac_get_proc() H T &) 4 FFRER L 2R -

« mac_set_proc() FIFiFREZ A HA R L 2 PRic -

+ mac_get_fdO) T EWH SRR AN G (30 By . EEUHESE) MZeimc.

+ mac_get_file() FTFEIHI I R BRI FTHIAR AN A2 2RI -

« mac_set_fd() AT IHERELHTHHAFTATGIFAN S ( 30 BT . BEXHFES) NZen
ide

+ mac_set_file() FHTIEKMEE 1 R A RAZ T IR X G HIZ2 AT -

» mac_syscall() iEiI B HZAGUAM . RISERIRGEW £ NME A GIR AR AT T R RSN, H
FRZHEE: AR T . BIER SR BOZ RIS N S -

« mac_get_pid() T EIBHMRESEEN A — MR Z 2R -

+ mac_get_link() 5 mac_get_file() ThFEMHF], FU&HBESHIIERJE —TUNT S HEERT, & RHREZ
FSHRNZEMIC, TEERFREREIEHFHZ 2R -

+ mac_set_link() 5 mac_set_file() IEEME, REYBESHHIREG T AT SRR, iE¥EE%
FEHENZEIME, MEE R EE U2 arid .

* mac_execve() 5 execve() HRERML, FURHIFE L AT I S PAT — DR FPIT ARYEE NANERSEL X
BEPUTHRNZEINE . BT HIT— T S BRI R Z 20 EE R i .

* mac_get_peer(), it —PERTFIRTMENLIN, HTER—MZEERTHFELERLZ2IRC -

BT FRAZERZ AN, AT LR T STOCSIGMAC Ff] STOCSIFMAC [ 4843 [ f ioct] 2% 2 45 8 F SR 25 s &
MR 2442 OO Z2 2 FRid -

6.6. MACRESIRIRIN R 451

TSR] UL B AR, AT AR IR, RSB SRS B TN SR BB 4
D, - BEHE T — AT A TS R . BTN, PR B SR L R pf
BIRAE, 3 BAEL TR BN RISV RIS . /MBI & F AU 5

¢ AT R E S

SRR RS H S S

o Al SRER A A EEAEARROSEEL, Hotn, SRER TR L AEES
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© AN XFFTIENAENT R T R TRIIR L - 4 AT EHER I SRR
© AR XTI R A PR AR AT W 1 LB O R R RE ISR
* SRMEHE KBV R B R B SE IR

o PSRRI « LR F RREURN SRS A P 1 P

6.6.1. SRERETH

SRMERELER 7T L F MAC_POLICY_SET() KA R « ZZESERA T LIE: NiZkmEands ([ RGIHE %K 52
BT RICRESE LAY MAC A\ REUR ERHEE; RS SR E R i Ein s fn, R
E MAC HEZRHE LISKIE BT B 07 SO0 HoE T30, 30N, aBWT RETE SRAEZR Do SRE 1 BL AR LIRS slot {H -

static struct mac_policy_ops mac_policy ops =

{
.mpo_destroy = mac_policy destroy,
.mpo_init = mac_policy init,
.mpo_init_bpfdesc_label = mac_policy init_bpfdesc_label,
.mpo_init_cred_label = mac_policy_init_label,

7% 500 @/
.mpo_check_vnode_setutimes = mac_policy_check_vnode_setutimes,
.mpo_check_vnode_stat = mac_policy_check_vnode_stat,
.mpo_check_vnode_write = mac_policy_check_vnode_write,

B

TR, MAC  SREE A REL R &, mac_policy_ops, BRI E R ThRE R AU R E A
OpREbhE . FERER “CAORESH NTH, FRARTHA O RETh R R 52851 5% -
SIEHEMAE AN D REEH 4 .mpo_destroyfl.mpo_init. BN SR [ R AE 2R MR E AT
B, .mpo_ini tRHEIAA, to/EHEMBIA O RECH REM T - XFRFR A TSRS B LS RIE A O
ITREL, TR M BCAIGR (L RAE,  HLAn RS R s Bt I wI iR 1L - I — A IRBS IR, RFiE
F .mpo_destroy FIRREMUKES S ELHI NS s E s iE e Bl R T By EEAb A O A FEE
. R ERFA A O REEHERRL RS MAC SERSEER B FB: XFREHACT, (H5 LR,
B ELR SRS W AT A RS . DABE S0 B B el B AR e A AT -

Z P AT S A ISR AU ER 24 38, R0 T REMSME— PR LR, DA RIS 3 - RG24
WIFAFERIERET - FERBEINEAEEE, KSR B4 T REHAM A SERGH - 75, 4
6] F PR SRS E BN S B & Z T -

6.6.2. REBITE

TR AR RS SRS, AR VFSRBS R A MEON R sy, Bt B 5 5117 MACHEZRSR (i A -
Hil, C&EXHREHE=1:

MPC_LOADTIME_FLAG_UNLOADOK

FORZRMSREAER T DI B o AR ARIRBUZIRE, MIFTRZ RIS SRIELE R - AL 22 250
HPRZ, T XANBEAEIZ T IR IRAS R 7T fE 2 R BT -

MPC_LOADTIME_FLAG_NOTLATE

FORZRISRER DA R G5 | S BRI T IMBATWIAL - WRIZIREVORE, ILAERTEISRZE
EMHZBEREESCRF . MAC FEZEFRIEYE . ARLEHFEON LI RGN St AT Z 2 nC et TIE,
T X ANREALER & H R EFRI IR L 2 2R AN S RIS R AT FE 2 R BT -

MPC_LOADTIME_FLAG_LABELMBUFS

FORZSRIGIRESR N Mbuf fEE LM, BN EIRE TR AN 17 25 (8] S 2 5 A 4 BL A -
BRETEOLT, MACHEZRFF ANy Mbuf MEEPRCTERE, FRIERGIFIEM IR = DE — DA T
VIR o X FPEIATERCE SRR FRZ0T Mbuf IFRER, EEHURTT T RGMBIERE . AL, FEFLESF
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PREAE T, W LUEI B 0%,  MAC_ALWAYS_LABEL_MBUF, 55| MAC HEZE Mbuf ()% £ FRE 5L
FEhE, TS B RE IR E -

S PR T MPC_LOADTIME_FLAG_LABELMBUFS WEERERE
MPC_LOADTIME_FLAG_NOTLATE FRiRHYT SRS RE NS IE A 0 FE T A H &R A
RIS NULL f Mbuf 222 PRigfest. SXRE AREIE SR R E AR AL B /Y
Mbuf 7E—FFE Mbuf ZLFHCHEIREIRINEZ G, HZRPMERREH R R
2. MARKIRAEM ST RAETERZ ArgonE (A, SRR gERmen) | A
P i Mbuf BOFRICA# % B2 BLat 7T LS 2 RALE -

6.6.3. SREZ A O EIEX

MAC HEZRIIEM RIS TR BLDURPRBIMA C eR AL SRR A E A O g, AT RN 5=
JARSEAE, et - SIEAIES, MAOREG CEZRRSRRECSEB R U7 R HIR R H A D
B URATEENRZ2VMCRIHAA D RE . thsh, B~ mac_syscall() AH K%L, ORISR
MTEAEMHFOARAS AR T, §RAZED -

RESRR WG G N BIBR T AT A AR EA DR E,  WENZBUR TSN, IERZAFIN
BRI B SRRS o iR A\ BIFE N D BB PN ROZ0RE S AR 1 B, ELE PRV R AME 2o Gt
RIINBRE, DIRRSEOEBRIMRENE . FHl, BFARMIZEE, SNEEFREL T, EAANORE
Zlg, BabT—EE, ARty R kETenl, (ERXHAFERIE TN TETEE (625
MEAGMEZ2IME) BRTEr. HRNEBER, 7US% MACHEZRA O BREIAE R I .
SRS\ R BRI 2 BIFR T 3 RAR B M 22 2 FRC TR TR 245 SRR AR o Xk, RIS SRIE H A7
BRI ZNERLER, HWEEETIMCIEH EMRE . EAREERX DRSS MACHER EZBOLTE M
SRR LR R HL A RR A Y

6.7. MACRIEA O R SE
6.7.1. BRAREIRA RN
6.7.1.1. mpo_init

void mpo_init(conf);

struct mac_policy_conf *conf;

<A EWE B

SREEINEE1F . SRR IER A RIREER DR8I, Rt JmiRA, X EANE T RS0 AW AUE
o QR EAL RIS IR LM BOH AT AT REIE AR FH ZE A A6 o BCHRAE . AT LR B TRFE— 1 S AR R
SYSINIT() i F2 & H AT

6.7.1.2. mpo_destroy

void mpo_destroy(conf);
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struct mac_policy_conf *conf;

o

boAE

< AR

KIS INB M . DAFHRIREER LR, RTHEEETF-
6.7.1.3. mpo_syscall

int mpo_syscall(td, call, arg);

struct thread *td;

int call;
void *arg;
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A D REER BRI S R RSO, XSRS AN 200y B ] F P AR R A0 — BRSO MR S5 T A
THMRGEN - BT FPIR U RO SRIE AT 4 7R e 1R (L EL BT HE AR S5 RS RE SRS, BT 28Rl
N DR SR ORI SRS - M SCHURTARSS Y, % 2R A Bl TS MAC HEZRIE FAH L A7
RS EYLE . T3, Ba— DRSS T RMBUNE S IIRE, A4 EROZIA AR R HE 5 UiR
HIRRE, LIS MAC HEZR A M A0 H At SRS ARG 2
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AR AR B A T BT copyin ()% DL AR ST FH AR -

6.7.1.4. mpo_thread_userret
void mpo_thread_userret(td);

struct thread *td;

o & e

%

(=

FEFHZA L AL, SEMREEREES AL AR R [ F P S (] (RGGRALRE - FHOREISESE) 2T MACHE KM
AFETAE . EADISAREIRCA RIS R ZEHZA D RE, FAELHEAGRAREREY, HFAREER
I ZIERHE BRI SIR); ARAPRMEATREROR ARG R - FHAE SEiC R HAbEdE - A%
ANHEEL, XHREEIRETEREE 7] REPEFAE p_label izt — P RE B BedipI R R, %
B AR I TOF_ASTPENDING R AIERELR fIPS_MACPENDMET AL, SR IFFFJEE— X} userret A pRALH)
VA < EIZ A DR, SR AT DIAEAR NS (] B [R5 B R S B E R A - SRR GRAE A TR
%, TERESHEE 1 ASTHRAEFIUTIRE, BT AST ATREIRE 2%, T HAME 2 AR N
FHRE PSS AT RELEN -

6.7.2. 1#1EFRIC
6.7.2.1. mpo_init_bpfdesc_label
void mpo_init_bpfdesc_label(label);

struct label *label;

B
i

Hbel
W
N,
H
i}
Hr
L
id

H—FE G LR bpfdesc (BPF f#iid ) #IMGMARIC - AT LAREAR -
6.7.2.2. mpo_init_cred_label

void mpo_init_cred_label(label);

48



5 6 2 TrustedBSD MAC HEZE

struct label *label;
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A= DHNE LG E BRI IPRIE - 7T LUREERR -

6.7.2.3. mpo_init_devfsdirent_label
void mpo_init_devfsdirent_label(label);

struct label *label;

B
i

Hbel
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0
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A—AFRE SR devEs  RITHIIAMLFTIC o 7T LABERR -

6.7.2.4. mpo_init_ifnet_label
void mpo_init_ifnet_label(label);

struct label *label;
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¥bel
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= DHE LG AR L& O RIR LARIC « AT DABERR -
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6.7.2.5. mpo_init_ipq_label
void mpo_init_ipqg_label(label, flag);

struct label *label;
int flag;
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malloc(9);
=

i
1

B

R—DENEEFILE P 5y 7 BEAS I HUARIC - HA A flaghi(r] FEIM_WAITOK 2{M_NOWAITZ —, H]
S BE SRR IA (L YR A T R 2y malloc(9) Tk A REHR - 1P 43 F EAHRAS M4 BCsR el o R AE AT HERER 4%
FORMPAE N REATHY, R SEERACRD ) ot i S RTINS (] AR« 1P 93 Fr B 2HPAS 7 HE R VBRI
I L3R H R R IUGR [ -

6.7.2.6. mpo_init_mbuf_label
void mpo_init_mbuf_label(flag, label);

int flag;
struct label *label;

B
i
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malloc(9);

E A=W
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R
i
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6.7.2.7. mpo_init_mount_label
void mpo_init_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.8. mpo_init_mount_fs_label
void mpo_init_mount_fs_label(label);

struct label *label;
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6.7.2.9. mpo_init_pipe_label
void mpo_init_pipe_label(label);

struct label*label;
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6.7.2.10. mpo_init_socket_label
void mpo_init_socket_label(label, flag);

struct label *label;
int flag;
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6.7.2.11. mpo_init_socket_peer_label
void mpo_init_socket_peer_label(label, flag);

struct label *label;
int flag;
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6.7.2.12. mpo_init_proc_label
void mpo_init_proc_label(label);

struct label *label;
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6.7.2.13. mpo_init_vnode_label
void mpo_init_vnode_label(label);

struct label *label;
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6.7.2.14. mpo_destroy_bpfdesc_label

void mpo_destroy_bpfdesc_label(label);
struct label *label;
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6.7.2.15. mpo_destroy_cred_label
void mpo_destroy_cred_label(label);

struct label *label;
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6.7.2.16. mpo_destroy_devfsdirent_label
void mpo_destroy_devfsdirent_label(label);

struct label *label;
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6.7.2.17. mpo_destroy_ifnet_label
void mpo_destroy_ifnet_label(label);

struct label *label;
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6.7.2.18. mpo_destroy_ipq_label
void mpo_destroy_ipqg_label(label);

struct label *label;
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6.7.2.19. mpo_destroy_mbuf_label
void mpo_destroy_mbuf_label(label);

struct label *label;
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6.7.2.20. mpo_destroy_mount_label
void mpo_destroy_mount_label(label);

struct label *label;
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6.7.2.21. mpo_destroy_mount_label
void mpo_destroy_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.22. mpo_destroy_socket_label
void mpo_destroy_socket_label(label);

struct label *label;
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6.7.2.23. mpo_destroy_socket_peer_label
void mpo_destroy_socket_peer_label(peerlabel);

struct label *peerlabel;
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6.7.2.24. mpo_destroy_pipe_label
void mpo_destroy_pipe_label(label);

struct label *label;
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6.7.2.25. mpo_destroy_proc_label
void mpo_destroy_proc_label(label);

struct label *label;
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6.7.2.26. mpo_destroy_vnode_label
void mpo_destroy_vnode_label(label);

struct label *label;
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6.7.2.27. mpo_copy_mbuf_label
void mpo_copy_mbuf_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.28. mpo_copy_pipe_label
void mpo_copy_pipe_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.29. mpo_copy_vnode_label
void mpo_copy_vnode_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.30. mpo_externalize_cred_label
int mpo_externalize_cred_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.31. mpo_externalize_ifnet_label
int mpo_externalize_ifnet_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.32. mpo_externalize_pipe_label
int mpo_externalize_pipe_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
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struct sbuf *sb;
int *claimed;
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6.7.2.33. mpo_externalize_socket_label
int mpo_externalize_socket_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.34. mpo_externalize_socket_peer_label
int mpo_externalize_socket_peer_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.35. mpo_externalize_vnode_label
int mpo_externalize_vnode_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.36. mpo_internalize_cred_label
int mpo_internalize_cred_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.37. mpo_internalize_ifnet_label
int mpo_internalize_ifnet_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.38. mpo_internalize_pipe_label

int mpo_internalize_pipe_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.39. mpo_internalize_socket_label
int mpo_internalize_socket_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;

char *element_data;

int *claimed;
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6.7.2.40. mpo_internalize_vnode_label
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int mpo_internalize_vnode_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.3.1. X R AW RITICEHIRIE

6.7.3.1.1. mpo_associate_vnode_devfs
void mpo_associate_vnode_devfs(mp, fslabel, de, delabel, vp, vlabel);

struct mount *mp;

struct label *fslabel;
struct devfs_dirent *de;
struct label *delabel;
struct vnode *vp;

struct label *vlabel;
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6.7.3.1.2. mpo_associate_vnode_extattr
int mpo_associate_vnode_extattr(mp, fslabel, vp, vlabel);

struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.3. mpo_associate_vnode_singlelabel
void mpo_associate_vnode_singlelabel(mp, fslabel, vp, vlabel);

struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.4. mpo_create_devfs_device

void mpo_create_devfs_device(dev, devfs_dirent, label);

dev_t dev;

struct devfs_dirent *devfs_dirent;
struct label *label;
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6.7.3.1.5.|npo_create_devfs_directory

void mpo_create_devfs_directory(dirname, dirnamelen, devfs_dirent, label);

char *dirname;
int dirnamelen;

struct devfs_dirent *devfs_dirent;

struct label *label;
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6.7.3.1.6. mpo_create_devfs_symlink
void mpo_create_devfs_symlink(cred, mp, dd, ddlabel, de, delabel);

struct ucred *cred;
struct mount *mp;

struct devfs_dirent *dd;
struct label *ddlabel;
struct devfs_dirent *de;
struct label *delabel;
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6.7.3.1.7. mpo_create_vnode_extattr
int mpo_create_vnode_extattr(cred, mp, fslabel, dvp, dlabel, vp, vlabel, cnp);

struct ucred *cred;

struct mount *mp;

struct label *fslabel;
struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *vlabel;
struct componentname *cnp;
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6.7.3.1.8. mpo_create_mount
void mpo_create_mount(cred, mp, mnt, fslabel);

struct ucred *cred;
struct mount *mp;
struct label *mnt;
struct label *fslabel;
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6.7.3.1.9. mpo_create_root_mount

void mpo_create_root_mount(cred, mp, mntlabel, fslabel);
struct ucred *cred;

struct mount *mp;

struct label *mntlabel;
struct label *fslabel;
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6.7.3.1.10. mpo_relabel_vnode
void mpo_relabel_vnode(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.3.1.11. mpo_setlabel_vnode_extattr
int mpo_setlabel_vnode_extattr(cred, vp, vlabel, intlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
struct label *intlabel;
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6.7.3.1.12. mpo_update_devfsdirent
void mpo_update_devfsdirent(devfs_dirent, direntlabel, vp, vnodelabel);

struct devfs_dirent *devfs_dirent;
struct label *direntlabel;
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struct vnode *vp;
struct label *vnodelabel;
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6.7.3.2. IPC WRIFICEHIRIE
6.7.3.2.1. mpo_create_mbuf_from_socket
void mpo_create_mbuf_from_socket(so, socketlabel, m, mbuflabel);

struct socket *so;

struct label *socketlabel;
struct mbuf *m;

struct label *mbuflabel;
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6.7.3.2.2.nmo_create_pipe

void mpo_create_pipe(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.3.2.3. mpo_create_socket

void mpo_create_socket(cred, so, socketlabel);

struct ucred *cred;
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struct socket *so;
struct label *socketlabel;
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6.7.3.2.4. mpo_create_socket_from_socket

void mpo_create_socket_from_socket(oldsocket, oldsocketlabel, newsocket,
newsocketlabel);

struct socket *oldsocket;
struct label *oldsocketlabel;
struct socket *newsocket;
struct label *newsocketlabel;
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6.7.3.2.5.mpo_relabel_pipe
void mpo_relabel_pipe(cred, pipe, oldlabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.6. mpo_relabel socket
void mpo_relabel_socket(cred, so, oldlabel, newlabel);

struct ucred *cred;
struct socket *so;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.7. mpo_set_socket_peer_from_mbuf
void mpo_set_socket_peer_from_mbuf(mbuf, mbuflabel, oldlabel, newlabel);

struct mbuf *mbuf;
struct label *mbuflabel;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.8. mpo_set_socket_peer_from_socket

void mpo_set_socket_peer_from_socket(oldsocket, oldsocketlabel, newsocket,
newsocketpeerlabel);

struct socket *oldsocket;

struct label *oldsocketlabel;
struct socket *newsocket;

struct label *newsocketpeerlabel;

B
|
‘ gitdsocket
H

90



5 6 2 TrustedBSD MAC HEZE

B
i

£
#
F

oldsocketlabel
H

K

i

7

i

fgwsocket

&

=

%

=4

%

Wwsocketpeerlabel
“ynewsocketiE

=
£
i
i3
R
g

RIEE ARDEREE R F I, 9— 1> stream UNIX 5ERFIRENEIRC . BYHENNER TN Z [T
TERERS , X R ECRAE P 3 7 B B A -

6.7.3.3. Network Object Labeling Event Operations
6.7.3.3.1. mpo_create_bpfdesc
void mpo_create_bpfdesc(cred, bpf_d, bpflabel);

struct ucred *cred;
struct bpf_d *bpf_d;
struct label *bpflabel;

Bgf_d
1
bpf
THi
iR

?

BT
Hybpf_di

91



NI

B
i
=
i
5
i
G
i

RIEEAREREEIRSEL, JUBER) BPF A TR EMRC . S ERETTIT BPF iR & T iy, e ECR oo
H -

6.7.3.3.2.mpo_create_ifnet
void mpo_create_ifnet(ifnet, ifnetlabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.3.3.3.nmo_create_ipq
void mpo_create_ipqg(fragment, fragmentlabel, ipq, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.3.4. mpo_create_datagram_from_ipq

void mpo_create_create_datagram_from_ipq(ipq, ipglabel, datagram,
datagramlabel);

struct ipg *ipq;

struct label *ipglabel;
struct mbuf *datagram;
struct label *datagramlabel;
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6.7.3.3.5.mpo_create_fragment
void mpo_create_fragment(datagram, datagramlabel,

struct mbuf *datagram;
struct label *datagramlabel;
struct mbuf *fragment;
struct label *fragmentlabel;
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6.7.3.3.6. mpo_create_mbuf_from_mbuf
void mpo_create_mbuf_from_mbuf(oldmbuf, oldmbuflabel, newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.7. mpo_create_mbuf_linklayer

void mpo_create_mbuf_linklayer(ifnet, ifnetlabel, mbuf, mbuflabel);
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struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.8.mpo_create_mbuf_from_bpfdesc

void mpo_create_mbuf_from_bpfdesc(bpf_d, bpflabel, mbuf, mbuflabel);

struct bpf_d *bpf_d;
struct label *bpflabel;
struct mbuf *mbuf;
struct label *mbuflabel;
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6.7.3.3.9. mpo_create_mbuf_from_ifnet
void mpo_create_mbuf_from_ifnet(ifnet, ifnetlabel, mbuf, mbuflabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.10. mpo_create_mbuf_multicast_encap

void mpo_create_mbuf_multicast_encap(oldmbuf, oldmbuflabel, ifnet, ifnetlabel,
newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct ifnet *ifnet;

struct label *ifnetlabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.11. mpo_create_mbuf_netlayer
void mpo_create_mbuf_netlayer(oldmbuf, oldmbuflabel, newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.12. mpo_fragment_match
int mpo_fragment_match(fragment, fragmentlabel, ipq, ipqlabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.3.13. mpo_relabel_ifnet
void mpo_relabel_ifnet(cred, ifnet, ifnetlabel, newlabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.3.3.14. mpo_update_ipq
void mpo_update_ipq(fragment, fragmentlabel, ipq, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqglabel;
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6.7.3.4. HIEFRICE IR/

6.7.3.4.1. mpo_create_cred

void mpo_create_cred(parent_cred, child_cred);

struct ucred *parent_cred;
struct ucred *child_cred;
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6.7.3.4.2. mpo_execve_transition
void mpo_execve_transition(old, new, vp, vnodelabel);

struct ucred *old;
struct ucred *new;
struct vnode *vp;
struct label *vnodelabel;
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6.7.3.4.3. mpo_execve_will_transition
int mpo_execve_will_transition(old, vp, vnodelabel);
struct ucred *old;

struct vnode *vp;
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struct label *vnodelabel;
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6.7.3.4.4. mpo_create_proc0
void mpo_create_procO(cred);

struct ucred *cred;

R0, FrE NS, ARG
6.7.3.4.5. mpo_create_proci

void mpo_create_proci(cred);
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struct ucred *cred;
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6.7.3.4.6. mpo_relabel_cred

void mpo_relabel_cred(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.1. mpo_check_bpfdesc_receive
int mpo_check_bpfdesc_receive(bpf_d, bpflabel, ifnet, ifnetlabel);

struct bpf_d *bpf_d;
struct label *bpflabel;
struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.4.2. mpo_check_kenv_dump

int mpo_check_kenv_dump(cred);

struct ucred *cred;
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6.7.4.3. mpo_check_kenv_get
int mpo_check_kenv_get(cred, name);

struct ucred *cred;
char *name;
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6.7.4.4. mpo_check_kenv_set
int mpo_check_kenv_set(cred, name);

struct ucred *cred;
char *name;
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6.7.4.5. mpo_check_kenv_unset
int mpo_check_kenv_unset(cred, name);

struct ucred *cred;
char *name;
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6.7.4.6. mpo_check_kld_load
int mpo_check_kld_load(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.7. mpo_check_kld_stat
int mpo_check_kld_stat(cred);

struct ucred *cred;
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6.7.4.8. mpo_check_kld_unload
int mpo_check_kld_unload(cred);

struct ucred *cred;
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6.7.4.9. mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl(cred, pipe, pipelabel, cmd, data);
struct ucred *cred;

struct pipe *pipe;
struct label *pipelabel;
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unsigned long cmd;
void *data;
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6.7.4.10. mpo_check_pipe_poll

int mpo_check_pipe_poll(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.11. mpo_check_pipe_read

int mpo_check_pipe_read(cred, pipe, pipelabel);
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struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.12. mpo_check_pipe_relabel

int mpo_check_pipe_relabel(cred, pipe, pipelabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
struct label *newlabel;
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6.7.4.13. mpo_check_pipe_stat

int mpo_check_pipe_stat(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.14. mpo_check_pipe_write

int mpo_check_pipe_write(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.15. mpo_check_socket_bind

int mpo_check_socket_bind(cred, socket,
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struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;

socketfigbel
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6.7.4.16. mpo_check_socket_connect
int mpo_check_socket_connect(cred,

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;
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socket, socketlabel, sockaddr);

113



iR

B
i

socketfigbel
i

i

L

g

sockadgf]

#

bil

REIZLEN (cred) EERENCRHERET (socket) EEF|MAE sockaddr . ffTy, JRE0, LR E—4HER
grfiderrno. FUCKRARIERIRIGH: EACCES, THHCAFHOROL; EPERM, HITFHRAUNERIFE L -

6.7.4.17. mpo_check_socket_receive
int mpo_check_socket_receive(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.18. mpo_check_socket_send

int mpo_check_socket_send(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.19. mpo_check_cred_visible

int mpo_check_cred_visible(ul, u2);

struct ucred *uil;
struct ucred *u2;
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6.7.4.20. mpo_check_socket_visible

int mpo_check_socket_visible(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;
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6.7.4.21. mpo_check_ifnet_relabel

int mpo_check_ifnet_relabel(cred, ifnet,

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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ifnetlabel, newlabel);
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6.7.4.22. mpo_check_socket_relabel
int mpo_check_socket_relabel(cred,

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct label *newlabel;
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socket, socketlabel, newlabel);
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6.7.4.23. mpo_check_cred_relabel

int mpo_check_cred_relabel(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.24. mpo_check_vnode_relabel
int mpo_check_vnode_relabel(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.4.25. mpo_check_mount_stat
int mpo_check_mount_stat(cred, mp, mountlabel);

struct ucred *cred;
struct mount *mp;
struct label *mountlabel;
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6.7.4.26. mpo_check_proc_debug

int mpo_check_proc_debug(cred, proc);

struct ucred *cred;
struct proc *proc;
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6.7.4.27. mpo_check_vnode_access

int mpo_check_vnode_access(cred, vp,

struct ucred *cred;
struct vnode *vp;
struct label *label;
int flags;
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6.7.4.28. mpo_check_vnode_chdir

int mpo_check_vnode_chdir(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.29. mpo_check_vnode_chroot
int mpo_check_vnode_chroot(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.30. mpo_check_vnode_create
int mpo_check_vnode_create(cred, dvp, dlabel, cnp, vap);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct componentname *cnp;
struct vattr *vap;
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6.7.4.31. mpo_check_vnode_delete
int mpo_check_vnode_delete(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

void *label;

struct componentname *cnp;
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6.7.4.32. mpo_check_vnode_deleteacl
int mpo_check_vnode_deleteacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;
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6.7.4.33. mpo_check_vnode_exec

int mpo_check_vnode_exec(cred, vp,

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.34. mpo_check_vnode_getacl

int mpo_check_vnode_getacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;

label);
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6.7.4.35. mpo_check_vnode_getextattr
int mpo_check_vnode_getextattr(cred, vp, label, attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.36. mpo_check_vnode_link
int mpo_check_vnode_link(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *label;
struct componentname *cnp;
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6.7.4.37. mpo_check_vnode_mmap
int mpo_check_vnode_mmap(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;

B
i

cred

127


https://www.FreeBSD.org/cgi/man.cgi?query=mmap&sektion=2&manpath=freebsd-release-ports

iR

T B FH R AR BB BLR 24 € vnode vp L protfg i AR 7 ZUE A T B .
6.7.4.38. mpo_check_vnode_mmap_downgrade
void mpo_check_vnode_mmap_downgrade(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int *prot;
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6.7.4.39. mpo_check_vnode_mprotect
int mpo_check_vnode_mprotect(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;
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6.7.4.40. mpo_check_vnode_poll
int mpo_check_vnode_poll(active_cred, file_cred, vp, label);

struct ucred *active_cred;
struct ucred *file cred;
struct vnode *vp;

struct label *label;
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6.7.4.41. mpo_check_vnode_rename_from
int mpo_vnode_rename_from(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
struct vnode *vp;
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struct label *label;
struct componentname *cnp;
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6.7.4.42. mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to(cred,

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
struct vnode *vp;
struct label *label;
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int samedir;
struct componentname *cnp;
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6.7.4.43. mpo_check_socket_listen

int mpo_check_socket_listen(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;

B
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6.7.4.44. mpo_check_vnode_lookup
int mpo_check_vnode_lookup(, , , cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct componentname *cnp;
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6.7.4.45. mpo_check_vnode_open

int mpo_check_vnode_open(cred, vp, label, acc_mode);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int acc_mode;
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6.7.4.46. mpo_check_vnode_readdir
int mpo_check_vnode_readdir(, , );

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.47. mpo_check_vnode_readlink
int mpo_check_vnode_readlink(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.48. mpo_check_vnode_revoke
int mpo_check_vnode_revoke(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;

B
i}
cred
S
{E]
1
e
&
&

vnode

Uphel
*
i
Fr
0

B RE AR K B AR S IR TR MR 48 %€ vnode BT - D, MBR[E 0; B, sR[E—errnoff . #iX
FEFA B IR MRS EACCES, FHTHRICAICED; EPERM, FTAURAE

6.7.4.49. mpo_check_vnode_setacl
int mpo_check_vnode_setacl(cred, vp, label, type, acl);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;
struct acl *acl;
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HEMXEEEERRE AP ESE vnode [NLEEXRTIN ACL.  FZh, NWLRE o BN, RE—
errnoff . W HROENRSRIG: EACCES, HITHRCAIEHAL; EPERM, FIFAURAE .

6.7.4.50. mpo_check_vnode_setextattr
int mpo_check_vnode_setextattr(cred, vp, label, attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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B
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uio(9)

MR EEREERETEIOLEL E vnode FATE LT FHEL TR REERIE. ERTRENL
& 2 PO B SRS ER AT GEFR 20 EL G B M SERBO MRS - 51, B TAER B A KRR BT A 7]
REFAERITE S,  SRISBIREIZOB SARTER Hulort FEERMUH RS - WRIEAEDUT— MHERERIE, MIZ%L
uio F(EHFTAES NULL. ey, TILR[E 0; BN, JR[E—errnoff . FIXFEARIEEIRGHAG: EACCES, HIT
PRICANICES; EPERM, FHFALBRANE -

6.7.4.51. mpo_check_vnode_setflags
int mpo_check_vnode_setflags(cred, vp, label, flags);

struct ucred *cred;
struct vnode *vp;
struct label *label;
u_long flags;

HEMXERFEERETEN NG ER  vnode RELEHIFE . M, WHEE o, BN, &EE—
errnoff . U IOEHRYRS: EACCES, FITHRCANLAD; EPERM, FTFHURAG -

6.7.4.52. mpo_check_vnode_setmode
int mpo_check_vnode_setmode(cred, vp, label, mode);

struct ucred *cred;
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struct vnode *vp;
struct label *label;
mode_t mode;

B
i
cred
S

e

[E]

(=5

chmod(2)

HEMRXEERFEERETEIRSEE viode HRKERNAEME. AT, WHEE o, BN, &EE—
errnoff . U POEHRYRAG: EACCES, HITHRCANLAD; EPERM, FTFHURAG

6.7.4.53. mpo_check_vnode_setowner
int mpo_check_vnode_setowner(cred, vp, label, uid, gid);

struct ucred *cred;
struct vnode *vp;
struct label *label;
uid_t uid;

gid_t gid;
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MM R E A EEIRE TR E vnode HYSCH: uid FISCHE gid B NAEME - IRTFES, HES
BUErTREBOR B (-1 o BTy, MLRE 0; B, R[E—Perrnoff . LM RIBEIRYRAD: EACCES, AT
PRCAIEED;  EPERM, FITAURANE -

6.7.4.54. mpo_check_vnode_setutimes
int mpo_check_vnode_setutimes(, , , , );

struct ucred *cred;
struct vnode *vp;
struct label *label;
struct timespec atime;
struct timespec mtime;
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MR EERFEERET B E vnode BRI RIFRE R B LG EME - ATy, MHRE o; BN, &HE
—/errnoff . EEUFF ARG EACCES, FTHMOAICEL; EPERM, FHTFHUPRAG .

6.7.4.55. mpo_check_proc_sched
int mpo_check_proc_sched(ucred, proc);

struct ucred *ucred;
struct proc *proc;

B
"
cred
&
75
(a5
N
groc
&
i
®

AR EREERETANECE A EAENHESE . 2, WHRE o; BN, RE—Terrnoff. &
WA RGRIG: EACCES, M THRCAILAS; EPERM, FITRURAGS; ESRCH, MTHRMEAR WIS -

See setpriority(2) for more information.

6.7.4.56. mpo_check_proc_signal

int mpo_check_proc_signal(cred, proc, signal);
struct ucred *cred;

struct proc *proc;
int signal;

kill(2)

HEMRERFEERETAEN AL EMRERELERT - K, MRE o; N, RE—"Terrnoff. &
WEHRHERGRIY: EACCES, MITHRICAIEHAL; EPERM, FITAURANE; ESRCH, HTHRHBLAF WL -
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6.7.4.57. mpo_check_vnode_stat
int mpo_check_vnode_stat(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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vnode

Uphgl
®
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it

AR E R EEIRE T E RS E vnode BT stat #E . Dy, MBRE0; FHN, & [E—errnoff .
FEWE IR IS EACCES, FTFHMCAILAS; EPERM, HITRRA -

See stat(2) for more information.

6.7.4.58. mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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AR R M 44 R S A RUE A5 /Y mbuf o Ty, NEREN 0 B, R[El—errnofg . FIfEFHAES
YRS EACCES, FHTHMCAILED; EPERM, FHTHFRAE -

6.7.4.59. mpo_check_socket_deliver
int mpo_check_socket_deliver(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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B
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mbuf

mbuffigbel
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MR ER T RTENNG E R mbuf AR - AZh, MLRE 05 BN, iXE— " errnoff. X
FEFROEERGRES: EACCES, MITFHRCANEAL; EPERM, FITFAURAMS .

6.7.4.60. mpo_check_socket_visible
int mpo_check_socket_visible(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;

NENFE SERAR B

sofiketlabel

5 A

R
ic

WEME % T ARF B Rered BAEERUEA RS ERE, Han, Hnetstat(s) #1 sockstat(1)fif F AR R ML 5E
LEREHVE T (socket) o T, MBRME 0; BN, iRME—~errnoff . I {H#H MRS EACCES, HT
PRICANICES;  EPERM, FTARAME; ESRCH, MTHRMAT WL -

6.7.4.61. mpo_check_system_acct
int mpo_check_system_acct(ucred, vp, vlabel);

struct ucred *ucred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.62. mpo_check_system_nfsd
int mpo_check_system_nfsd(cred);

struct ucred *cred;
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R A 5 T A A R A AR nfssve(2) -

6.7.4.63. mpo_check_system_reboot

int mpo_check_system_reboot(cred, howto);

struct ucred *cred;
int howto;
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HEMXEREGTENLIEETAER RS-

6.7.4.64. mpo_check_system_settime

int mpo_check_system_settime(cred);

struct ucred *cred;
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MR P R G AP E RS-

6.7.4.65. mpo_check_system_swapon

int mpo_check_system_swapon(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;

B
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dred
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1
7N
swap
15’8
&
Hapdl
K
B
)
bR
e

A R BT RSN — MEyswapil &) vp -

6.7.4.66. mpo_check_system_sysctl

int mpo_check_system_sysctl(cred, name, namelen, old, oldlenp, inkernel, new,

newlen);

struct ucred *cred;
int *name;

u_int *namelen;
void *old;

size_t *oldlenp;
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int inkernel;
void *new;
size_t newlen;

B
i

cred
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f
RN

game
r?l%rmel n
sysctl&)
old
oldlenp

¥pkernel
R
it
n

1
B

I
len
sysctl(3)

8 R 1 56 AR 75 RZ R RV FERATHR RE 1Y sysctl(3) 55 .
6.7.5. tricEIRIEA

=P ARG AR R HAT BN, RS A ERIICEE . N RIES W ST H
S, HTVIRERGE, BAGKEFRER A A AR, RE, WRES MRS D B RIC
PEATIER . EHPRMCA O R EOE F R g SRR AN G - M RARCTRHANESHIRIL, 1ENRAS
B REPIMCERIERRNCE e RbRHCRERS, Fril, AR TR BEOE R A s &
W, HMAR B S RPN AF -

6.8. NHERR LGN

TrustedBSD MAC HEZR 6 & T —2HSRIS TR AVARIL R, BIFEEHMEITICLH MAC H RO %, X RGHEEIR
EHEERFMEL. TP EC MAC FRICHRBESCRARY login FEpREY,  DUMGE T S ST A1 RRT AR 0T 52 (3t
R UMM O%) 22 TR . AA, BEEZXTHMHEZFEREHIIENEEHRE STk
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6.8.1. REZTLXAVHRICEIE API

TrustedBSD MAC $& {it i) K & FE R EFN RGTHA . VPN AR —FS— 0 SIS TC SR 14 DR B
S MAC FRic . Wt, RFHRERFAT UM E B MERIERIPRIC, To/R It 505 X8 SRS i SO RF T 2
Hiomis . Y@ TR, i ifconfig8), 1s(1) F1 ps(1), {3 FHIXLESRRK oK AHE O B ML 548 - SCHERT
HRIRMCE R - X APL T 308 MAC EHI T H, N, getfmac(s), getpmac(s), setfmac(8),
setfsmac(8), F setpmac(8) . MAC APIFYi% it 4 i 7] 3% mac(3).

R FIREFFALER A MAC FRic B Mt NP, FIRREFIE BRI SAPRE (mact) ;2
T C FRBEMINRIER, (ERCER B ioE, AT rAr EoreE A AEsA . 81
MACHRCH—HRCTCR AR, EFENTRE— N (&7, H) BJtdH . AT HE D RIEERR
TR E — MFERAT, HENTRTMEA 51%4 55 B AE R H SR #0077 T . SRASh
FREASRIPRIL, EARMETCRR R NAT /H, TTRZALLES 06 - AR AT LU# ] MACHEZRFR {1
{ APL R — L EAVRCAENTIE AR 2 A TR . B N ERRE DR Z 2Rk, N
FRIEHIPRE DA S TR TR B SR AL eSS - it @R RATEMNM IRz —. A
mac_prepare(3) Fl— I G IARIMCITRERSIEK: 50, H Nmac.conf(s) BLE A in#isg TR
BEWEN ARG - NSO ERETAE, FFARFNMARTFENAE RO TR KK AE I
T, WAER AR E S AR IHE B R 2R -

V- =2

R

@ FHIH MAC FEANSC R AR BN IPRE TR, IrE BBl AT I T 51 R 3R
T FNEREXBIRCE R BCUR TR &, WA R TR, AR RN
HRIEEARIC - WRNAREFREEIEBISCERE, AT LUER R AR Ao A AR
AR T BB -

6.8.2. WA FIEEIRC

F P BN CEBERIFMCE N, setusercontext(3) | HUFTHEEBEECH, M login.conf(5) Hr i) 5 54~ H
BORRBIMRILA MAC & bRiC - = LOGIN_SETALL #iis , B{% = LOGIN_SETMAC #iRATfTE €Y, X%
EMCRMEAMA P LN SRR E -

FE

@ AT, 7E4 R RIS T, FreebSh 54 MAC HRic M login. conf fFF /2 B4k
SRR, RIS EORUREE . d ZERCRTI  setusercontext(3) APIRTiX
(BT

6.9. /&5

TrustedBSD MAC HEZR {15 N ZARIRGELL —FPEE P RO T3, 528 RO 250G - EN LRI A IVE A%
WS EYE, REMEFHH MAC HEZRIDBNAEI I 2 bRiC B, RSEET R . REZRER I RSP GEE T
KNG ATUAER ESCIAFhoRmE, anAH BSD BUERIEEIR (credential) 5ICHHRIPHLEIRISR, LUK
FREMZ %M (40 MLS 7 Biba) - SKIUFZ2RSHIEMMENR, FTUSEBAH, UTHRIAESR
ERRIIER -
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R, XGRS T TUE RS i — > B
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W, T BBREAE— P ABERS R, RE T EPLEIRE . ELITUNCEEEMASIE .
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vm_object_t

AFFEEREEI (G &FERD) - WG HREREE (EEENELRUAS A E
FEARRERREE R TS AR SN « M HGIAFERAEASIRER T, iS5 . FreeBSDEVM ARSI
B ROE UM AR BRI RS — S B AE(E, I E R — TR/ W E R SEPREE « XA LU S
U B E fRT BN T B/ Bl — D DU R

7.2. G —RIETF(E B E M R—un object_t

FreeBSDSCIL T Gi—H) “RAIAFER R (VMITZ) Biit BAR . VMR RATLLS R RPN f7 5 77 =0
TGS & ——EEEH (unbacked) « 2CH (swap) ~ YIEHSCA - 0MF - T UM RS MR VMR REH
BNBIE— RS, P LOX R RS R — 1 -

VM G A ISR B il (shadowed) « B TAT LABEHERUEN H & R AIVMAT SRHER AT - F1an, W LUE—13C
BVMB R, BRI VMAT SR TS, DASKBIMAP_PRIVATEfimmapQ#fF - SR ARV EH AT
DA SRS TR A RER LR, RIS AR &l (copy-on-write, T HBIHERGD , LIRAE Hibhh=
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R, —vmpage_t SEMAAEE—DISZIHEES — PVMITRAEREL . VMU G AT LISC RS 58
(ZlibER= IR DI

7.3. XHZRGERN/ i —our R

vnode VMAf 5, WIS VM, —FEAT TN H CiviEHE (clean)/ FiFHirty)F8., MAMKE T
S RGTE R/ RIEEAE . flin, HVMARGERELD — Y TURE O M SEPR ey, VMR
BHEGAEILFIEESRICRIZIRC N CEE . Boh, UHERGIE GRS 80U e A& 7 BR &
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FIACHEAT X S R ) SR AR T R RIS IE R Gk A7, struct bufglbp. 2 0fFRGIFHREN — VM
KGR RIERS,  ER 2 ROX DR RENXER B Bstruct bur,  FF Hfstruct  bufrh TTBESEIA
RZREN A RVM) o [FERER, BEELERN /i OB H e R VM R AR S BT Blbufsstl fhp . 9R/E %)
buf S5 R FEAT R /R R - N RRIvm_page tEER A/ B RDEFE AL L o U RSIGRAFE
2 XNTXHRGEDEFEEHR, NIRRT VME ST (hard) g E R AT -

FreeBSD{R B — £ UL EE S fF R A7 fillstruct - buf sy, (H X Ehbullitl (R RZ 2 il B ) -
XL NAL AN ORI, HABRBIRAFEIRATEE ST - PRS00, VIEEIRRFZ vm_page_t{f)
— P IhEE, ARXERAFERFANIIGE . R, AT XHFRTRAWAARLCERA /L, iER R
TR HETEA/MHATRRRE . (R, HTEFRERT XHERRREATRER, FreUX A &R

a7

7 .4. HER ET_I- DLI ﬁ_vm_ma p_t, vm_entry_t

FreeBSDR 4 TURLEM MVMALGE P50 T Hiok - ZHRAIFTE IR AT U E R (on the fly)sE, JFH
B F BN R IRIER) - FFERIVTUR, NN KW, FHERBUR AT BCR); X TR AR
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FreeBSDj i vm_map_tFlvm_entry_t LEH4KF UL A 77 o vm_objects i & itV EI BT 73 SRR - TR EIE
[ vm_map_t/vm_entry_t/vm_object_t fFEIRMI A A - X EFEERA T, HERENE P I
H#%5 vm objectfiREX” HARIEH) . vm_page_t W 2B IEAES Z AHREKAV TR « = TUERBIA
FARF,  —fvm_page t45Hg (AR AR EERRE L - pmaps . SR, HITH TRRIKEK, FHEN S HETE
W E— TS 25| F Rl — vm_page_tZffl &, XA SEIL T B [X faf(board) iR AZ 1L — -
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7.5. KYM7ZfigBR 5t

FreeBSD fif FIKVMAF U AR A I NALEEE 14 - AEKVMA SR BN SR U R GT % AF - R S struct
bufSE AR SRR -

AMELinux, FreeBSD/ANKFTA MM N RIS EIKVMAT o X R bRE FreeBSDR] LITE32( - & | & T 4GB
MNFECE - B, aifomu GFEEE: FIREETE “NHFEEHEIT . “Memory Management Unit”) &
fBHIRET], FreeBSDIENE b AT ITES2M P& HEHREZSTBIINFALE - R, KEHG2F 5 HAELE 4GB
W, XARERE—TFILA -

A JLRLAE] T LU BRKVM . EIKVME) 3= BEALH]E X L As (zone allocator) o [XIMSMACER & B EKVMAY
RER, BRI AEE RN NER, DI R —Fh RS (A BE o R AT LLFE & vmstat -m
— b BIKVM I X1 0L -

7.6. 1iZ2FreeBSDHIENANTFZ R A

% & B[R %% 7§15 FreeBSDA] DL BTN B AL - —BORR, R i
Tjiimaxuser sFINMBCLUSTERS,  {RANFREMUETARELAVEE o X LEPN ARG REIL BRI (— B0 BefaEfE  /usr/
src/sys/i386/conf/CONFIG_FILE 7 A . ffE A] FH AAZED BRI A AR A] £E /usr/src/sys/1386/conf/LINTH
#HH .

HE—PRAGHECES, VRA]RERR 2 fimaxusersfi(g - HECHEEF AR 128 . EE, 1TEH
finmaxusers FA{E AT §E T EAGINKLFRAT FHIKVM A, IS FETCIEETAN AR - Hlif-Rfmaxusersisy
— I EBEREIE, HHARINE TR, WINVBCLUSTERS, SR ANFF E B B -

UNSRARE) R B DL AT HO B ROL% VRS 2238 i NMBCLUSTERS I « %{({E Vi [l 75 £ 102451]4096 -

NBUFHLJ& (R HIMLI R ST IS HL . X SRR E RG] I RBRET S R Gk /i & A7 KM R R «
EE: XSS —RATEEMRR X PHSEATE3.0-CURRENT A1 LG # AR BB AS I T,
TEHAR Y FHR0WET o AR RAESSENBUF . iR BTHET - N/PHESSEEER IR
HRGIHRME KRRIEZ FER TS AP EDTUR, 1A R # AL TAEZRIRA -

ERETEULT, FreeBSDINIZGR RS RAMAILET . IRAT DAAENALEC B SU A Fimakeoptions  fEREfEES
(debugging) MMLALIRE « R, R—MAREA-8,  BPRAFIREED RO L= AR RN (B FL )& TMBE],
EER

makeoptions DEBUG="-g"

makeoptions COPTFLAGS="-0 -pipe"

Sysctlft it T BTN N T 2t - IR AR B S L Msysctl . R 5 VMIEEHIRLE D
B o

BATR VM RGREE RN B —L . B, N2 RAREAEURS/FESIU{F R4 - fISoft Updates .
e /usr/src/sys/ufs/ffs/README. softupdates B =T il B HIFET -

Hik, MALERWEZHCHER . RN SEG I YEEE DR - B, &E4,  ERER
) < TAE WEE L. IR Y ERD2ETEANFRHEER;  BRE EBAFERIE, T KT
%o VRN SRR PSR AN FRERE TS KR, XELUERAEREEFEHET X
T o MRRACERG RS R E (crash dump) ,  H—DRHS RLAEDEFEAF—HK,  /var/
crashb 77U &1 2 (8] R A FE ] «

NES | i 52 5y [X AT LMREF BIBE4XEUR RAVARGUERN, (B AR AT FANFSAR S5 28 K5 242 32 TR R ETR
SR -

151






%5 8 & SMPng & 11314
?}]1’; ;J.ohn Baldwin #0 Robert Watson.

8.1. 4&ie

X3 SO H A SMPng ZER AT 5T T4 . EERNE T EARNREMER TR, HEEX
T FreeBSD NIZHIFS S HUTIRAL, 8 NRIHE T AERTTHBURN, F#k T ES DT RAT5IAL
KRR R FISCERFF AT LR ER,  RJE RN SE IR, A DU R 8t S s SR b, JF
T R FH RS S S0 B R RE ™ AR R B AR -

XGOSR E Y, RN R LU S SMPng 15 55 KBt 5oL . P RTFE
AT HENERER, ERNSZHHEFTENE - KT OSBRI, 185 Z AT -

SMPng f B IR IAZRENS A HUT . EA L, WEE—MERMEHREF . EiLNZEER &R
BT, BATFEMAFRLUHTZEAEEFESINAZINIE, XEFEFE mutex) « L2 /HuM A
(shared/exclusive 1ock) « {Z5 E(semaphores) f15%{£45 & (condition variable) » WIERAE T AT E
‘B SMP RiE, 1HS A RER —T7 -

8.2. EAT E5 FHiFyEMANIR
8.2.1. [FFIRFIESTIATF M

KTNEMARET RIS CEFRENAE, P —THAMTESESTERNN SR @S
Z, WAEAENFE-ZEEER, NS M AR TR . R, Ao
FETRIEN BRI T,  (EHNRIENFRIER B . 52, W ARIE CPU KK
W RBURF BRI BRI S EINTE, TR BRI B R (R AOEEE, X THER BN
ARABAEY CPU Bl Al I - FFH N CPU AT LAFE HARBUR A7 BUAE B SR 1 RS DR B H P i R Y
RIS E,  (BAREE CPU ZER—HR T EHUTIE T#R0E, ISR —4 CPU WLZGRIE, H PRI
E, DIRAFMETEROEMEEHRIE, M4 CPUATR .

i, FORAE—REEHS, WRETF @ —2R/RRIER FRIEIERT R, HHE—CPU Ltk
JRFHRIER,  H'E CPU BIfFMESR AR IR AF HLL AT [f] —REE P2k BTG 1#RIE, DLW Z
JE W EERRTEREREAETRS -

BBk, EOE R THRAE G BN E AT SRR D - Bl #ES3HL sleep mutex B, 3]
HLS/1 (A atomic_cnpset [f /L atomic_set JEFTF NTX_CONTESTED il UFFMINRRIRE, Rl 1M
mb lock MEREIE R, FBIGHTRA. KT, BATESIRERRRTNA, b fEERIE
PRI R R R, ST atomic_set Y, JRARAE SRR (TR, MAREATET
PRI — . SOHLSAUEY atomic_cmpset SR AH LR IUEKIBRBBIIR, A X IR &
TR

BE, BETREARF-UCERSE— I NFRIT. FEETHEHZ BTN, st s e mse s
BT i, RFEEHN LRGN, RS, AN KRR RIET .

8.2.2. iz 5 5

BB ATEG GBI . XWAREE], AFERREL TN RSN EE . AT, R
HERELIEHMME),  ME MR U2 2 itF—2EME. ERAARREOBHTRME#RE
HHEZA BARKEITTH

F—MEER sx 8, ERLVHTSSIE N FHHEME, TS I =8 SO o B A
T,



EBRRZ NG R

BAUTENG BREE . TR Z A BORRYT R BRI . S, AFRBE AR — MBI - SR,
WREGHIERE, WHEERELELTENES . X2RRREGRIERQN, EHTaELEFT =50
HARRHATATREAEF A« Biln, SCHREFEFHE RN 3 proctree_lock sx BiAIAFE mutex (R . FE A A
BB SOARER, FH proc B{RE N7 - (H&, HE LTy, FIin inferior ;XRFFEIMT AT
FHEAREN EATIR, WS RE BB ARSI T, B, BRI A TR
HIZE RPATIRIERS,  Z AR Eh FPRIURIBERL -

8.2.3. LHIRSHER

IREHFEEHBORRIF TR EZENRE,  FREHUTEERIER, EARMNIERE R Z A H b
Bl FAEPUTIREZ RIS . SRR EZEARAZ, XA FEZ TR . H
i, ERTEIGIG A RIS R Z |, RS AR EBPIR -

8.3. M Sixitiic
8.3.1. XY FRMRHIRLIE

5L HEL LM UNIX® NRZFTREIRARLL,  FreeBSD 2T T AL BAE F ML OERAE LR 3L, X
MRS L P AEAE B BB BHIE - (B9 TR L EMIEIR,  FHITHEREE N, & LU ARt
SRHBITH . B, FWERRFANMHUTEA, DRESEEEARERE . 1A, BT OB
DA ZFE—FWAAg, W ERAARNRIR, AR S EURIRMB,  DUE R LT P R T
I -

F i 7E FreeBSD Fi T RE R R B B HITARE - XHEMIFENMWERAET, B HrS T2 iiT—
IRSEEER) BT SCUIHARIE - AERAINEIR, WAL, FIPEE TN SRR Z T, D%
FNAAR I ZE BOR B S 25 A REPUT -

9T ORI NS [A] [, FreeBSD NAZERAEK A 110 VA BERMS . HAT, HARIRIR mutex 5 % 4
Wi A4 RETRIT N LeRE,  (BR?X HARETE FreeBSD b SCEN N I ATk 10296 o 2CIR B SR -

FARFTR K R A R FPERAE IR S SRR R SOP T . MR, R 2 EEAE I BRSO
PUT - XL ERR R, IIEMGERb Ay CBRE” PUTAERRR, By RIEIRCRAI AR A T
INTR_FAST SRS bRICIX L HRRFF - B AT VAR Bh i fl & O 1/0 & IR AR —RA . T est
BREFEEMEA LT, HmMEITEANGERGHEES], B dm R AEEH B 5 nutex.

WE, EE-MEOVEER LTI,  ATLAE MD AR . ROy PR AR R ENE LT
SCRRTEY,  BTUE A LUERAEEHERER) vmspace (EMANFAHIEZSE) - Hit, ERER T
L, OIREIP T AAR AR R vmspace, T2 S SR WTERERT vmspace . BRI H T L RERY
vmspace A7EFRITANES RERIH K, BRI AAEAE P T ARE N FHE FH: vmspace Z B2 A R FHUTH - [
A REEIUA] REE P AR P ZE B SE A R A . IR L AEFHZE . MIE BRI PRSES
REM B LTI, Xk, B U PR RARE T -

XA AE T RN TR AR R AR, T HSEIIBRE S, R RIS AE R R E I REE
WA RCRA - HEDXEUAREE AT R, T HESL LW RER M SBMERE TR, B LR R Ik
ACFRREFF RS SLEN B4R B (Glant) FREE,  TIXFRHZER MR ERARELE . H4b, Mike Smith 1R
AT R T AP AR

L AT BREFE S ATy, — N EE W LR SCHIE TR E R (predicate) fI— N E B B RI&RE R
XHHATHIA IR (handler) o

2 WRAW BRI ER, MM, SUTZEE. MRERRERE, W% R
SEEE, NEONAPENRE . REFREE, sSCEHWeE TR, MERsT R EER -

FERX— TRl SRR RN L XM R AEFH SR . RO AR & A AR X — 15

X, FUEESEFTR, NZEEMREREN L P X TR, DT —2 528 Pl b
2R, BEEEBRREN LT U TE -
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83.2. AZIEHEIRRKX
8.3.2.1. AMZIE HEN

NG HRIBESRE A, HEARARR CPU SNBITIRAERESm I TIE. SR, EOEEBREILTEX
B HLmHE, B —EERAHE TR, UETEILEL TS SBAMEL.

KT RRINZIE S TR E.  EREFERTHNSEF ST, KRETHRERETSTE
BIIEAEDUTAVERE - QnARRXFEAIE, ST — IR N SOt LRI IR T 12 2R -

RUEBRESAEIR SR ORI 2R, BN AR Z 2 e 51 - fIa0,  aiRFFE Biie mutex
WISREREE &, TR R G R — i€ mutex, FEEMAR—E B TE, EWBARTRZRERT
BEAGEBIANLZIBIT T - Besh, FELERED, GIanE Alpha Ef) exec X gtREHbhE 2 (A1 4 52 AT I E AOFCRD
WAREBHEHT,  FOVER AR SEPRI LN IR E . X EACHET, 2ol A I 5 ORI
S EE ol

8.3.2.2. IFFRKX

i 57X AP ) SHE R AR IR A XA & BRI . W T2 SIS . BT YRR IMHE
ELFENEE setrunqueue HLRIBIT G - critical_enter f—FstIy AR E —LERERIL, FHE
KR HERR - GnRVEM setrunqueue B E TIX MR, TITCIRHIEAAEM Y A4l L EA e R Rk, #
AERERSE . KM, BTWFX S BhE mutex sPHTRS LTI, T HAER RG> B e
mutex, PG X APLLAUCRARE - HTXADEE, HETEIPRA TETE, A NGE A4
AR

T RATREARREMR NS (], AR X AP EIE G ROEE, TIANERERES - WRERENGHENT, FRER
2T, MEARELTmAX, WERE-SEREIRE, FRE — PR TR ERE. F5&S
BimFIGREE, 2REX—E, WREHEL, WHAREXPHeN, DairEm it msizT

YRIZAT -

T 251 4 — 0 B g mutex B R AR . AURIRE AU B PR ED, TR NPT REZ B
i, DUBER AT REAR A AR ER s M ROfE O . BT, X —HLH1RZE T in 5 [X API | cpu_critical_enter
Al cpu_critical exit pEHIFEALHA . HETIX— APL 2 7EfTH FreeBSD F 3(#7F-& LA AFIE#/E M
T XMOTEFANERMLE, EEHESEE, BERESHEMMESEI. b L, X—HbB) API AFRZEE
SEEFWT BN ICPR B mutex . R, b TEEE MR, CERRE T 2R E nutex,  E
EAFEFTAIRRX Lo FFE M MIAPT ARl B S MD APL, 3 HAEFE ZL06 F ' ) MIAPI ] 5 JiE mutex
LI ATRE 2 E I ARCR - IRBNTRLRA TiX ML, T MD APLATRERF %, URE
Hoy— B APLIX—ZE5E .

8.3.2.3. igitHihE
WHITEREIR, M0 IR E AR MR EERERT, R T — S R A -

FAERE, BAUEFAFERE CPUMTFE. BBEATERMA CPU, AFIB, HA A R&RAMIE
Py 4, B LERERRLHE 2. R CPUB L —{L5e0on 1 (AR ARLZITRE, e, Bl
i CPU A IR BX —]A&Ae,  XRERUE P MU= IVERARAEI21T T - R, WEMR 1> CPU fEi 5
B HEAE, Fild PTEAL D CPU L H(ES, HEmMMRMIFD TIERUMTom e . Bk, Herres
=it CPUB I Hm L e M AR - HEB XM 2L ARG NFIFHPRAS, A0y CPUB &E34T
IR 1TAE 2 AR Leke -

B AT RO IR TS LSRR N AR RIS R s - FERTTE BT E LRIE S EMERTE RS, K
MRS 2BOLENENT (BAEHR LA XEHHRRT) - BT, WFEENKPHITHERE, FREZASM
FTARFERIR A 2 ORI AP - B, WRNGEHNX LR HFIITH SR AR ERE, T
N A RERFEIXLEERAE S EEARIREHIT B R 2 B & o aXHE—k, CPU Bl BRIV R 77 LIBL &
WEARRIT - ANOREIZIGIERT AR, EXHFEREHFET A ERNIRBEFER - s, W
RN ARG R B 28 50 [ P S RAR N AR IR IR BX 2 S5 s, L RERS 525 A8 ARSI | R 3C
e Wb, BOAMBOLT, HAELEHERERAARENRAAER, 185 1CHEA & LRI HATeR R (E -
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AR

JE FET R BTE NI AAE R 5E 246 S TR A # B, RAE2REHEZNRESRME (race
conditions) . FEMELMERUXLE TSR BATS RSP, KEBILEER - Bit, FATRE 7tk
T FULL_PREEMPTION >R f5 FHET XS BT NAZEAERIIE &, X — I EZH T H -

8.3.3. 4121

i, AR M—A CPU BzhE| A — 1 ERBEMIETR - IR G, X HSERE L
&, Bl msleep BREIZF FASK A 2% 4 . HE, EREHAEA, ST RER AR ERH]
By, HSEGETH . WT CPURVE BRI Z X AT RE 2R — L (RN, [RIJ9FR curthread FfI curpcb
DIOMNOERE AT REAE SRR A . T AAERERSIEER, BERZARYE CPU RVEEED
AT - X EAER LR TR, LURISTEER CPU RVEHE -

HAETEA TR AN R XA T, BFOVEfIREm i B3 ERE, XERTRER—ME T E K
PR, BRIE R X ERR B2 IR S BT es BRI . WM, R T A— AT, HRUER H FIEE
FERACHIRT, AREREE 5 — CPU.

IX4H APT 2 fEzEt], EHIAERIRMAL . X4 APL @GR K%L sched_pin F sched_unpin. X
A REH T EEEERE AL td_pinned. WIFRETHECNTE, NIEERHEHUE, MEETHETR
HEITHANE, RETRERIRE . FrEMREELSREIH, MERRIEESRIZEE A8 KA
sched_pin I fTfER) CPU L3217 . HTHAEZEECSEHETE, MAFEEEEEZERSEEEI
17, BF#H sched_lock Bl A 23k E1TH4L, FLifn] td_pinned AN0h 8. sched pin pREia R ET
b, T sched_unpin MIE RS - 8, XERECIRELEISE, HHEES e HITER ks
CPU . FBHMEEEEHEFFSEMN CPU £, MR {# A sched_bind F{] sched_unbind .

8.3.4. i (Callout)

NAZALH] timeout FRVFANRLARSSTEM BREL, LAEDY softclock BR{E AT —i PR BT . FFRET AN
R R RIS R H AT, FRAERZNTR RE BOR IR [ P SR B R A -

ARk timeout GRER) HEiFH) 2 RHFEH—2)F nutex, callout_lock fRIFHY; AR timeout iR,
RS E S RX S mutex . 2 softclock MEFERY, ‘BRI R, HHHBBENATL . Fkf
BLWiE, softclock ZFES7ERFFTIRALAT timeout [A]3F pRETA B SEFEN callout_lock mutex. YWNERLETE
W 1% & CALLOUT_MPSAFE #7&, MITERA W KAz i, A2 lemY, HEZERR. HF,
callout_lock mutex & {EREL AN FRFII FEIRERTG - softclock ABTEREGX 1> mutex I > JEH /O HBERFF R 1
—HOIRE - ASR/EH T DIAGNOSTIC, &R HUTH A& H00x, W@ THE—HE, War&4E
g

=

8.4. 15 E LB iR A
8.4.1. £1E

struct ucred SZNRZARIV IR, Tl 1E D N A LAARE D9 S 1) B U7 [P P B < = BSD-JIRAEF)
ROCKA—F “EREH> FREDRCETREGE: F—REEMETREES 5, MRATRENHE
PATIER, MBI SRR AR - B2, WEERZSIH - BTESTIHRR T SSB R EH ) E iR
WERAFT 2, XFMR SR AT N - BT BRI R SMP i, X —RAH AL T KRR8I
BiE, WRHAERKEERNREREA LB, R s £ G L= RS R P A

THREMEIE -5 AN, $OANRATZR);,  ARriBEER R RESEE, TR TRESER AR
BFM . cr_mtxp mutex [ FLRI struct ucred 5| T, DIEIPH—EUE . (R EIRSWAER, 20
TR REPRSFERGI A, BN E AT RELEX A6 B ATH 28 35 i i R rh ioReg -

struct ucred mutex £—Filt mutex, HTFHEREZEE, Tl mutex #isLHf .

HTZHATURESRE, TREFEEL N2 URE, M —MRREH td_ucred, FEHEN

HE LR YW, AT AR TR proc B, KB AEHHRIEL S p_ucred,
L G BB R B 5
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WRSR BT ARG AR A AR R SR AT U R, M td_ucred A URIET N 2 BAREAI(E -
IXFEAERS B S B UR (IS I B0 - NS BaEE R E AN, REERAREE IR Y td_ucred fREF
TR AR p_ucred,  DAERIEAZI; ]2 I BE 28T A0 0%

8.4.2. XM R MR TR
RN AR -
8.4.3. Jail 511K

struct prison (R7F T F T4 ARLEIE Y jail(2) APL B Y jail BT EIREHE(E S o X ELTE jall RUEHLA - 1P
Mok, DIR—SMRHRE . XDEWERE ST,  EOviE X — 5 RS TE T 272 MR
G AFEE . T — mutex, promtx RGN FIHFTELIITH jail G519 kAl 222 R AL F ViR -
g AR jail BN ZI &AL, AFFHFHEHERE) struct prison ghrl UFIAELXLEME T « K
TEANTEBARE EBHRIERSC, 7L sys/jail.h fEREH#E] .

8.4.4. MAC #E%2

TrustedBSD MAC HEZE 2 ) struct label fAFEZ4Ed— RYINIZIT S AOEHE - — R, INAZ ARG label (bR
%) Bl SEX R NAZR SRR BRI R . Flan, struct vnode fi) v_label FR%E HHHEFTHE vnode
I # vnode BRI -

PR T BRAZIPENRON SR PR 251, MAC HESRB R Z4E T — A B S CIEM ORISR SR . R
W8 LA EUH — 1> 42" mutex (mac_policy_list_lock) fR§7". M T HEMS RN HATHUAT IR £ Ur 4= Hl
B, ORISR, AT, MR D ARFEE LR R IX D mutex. MAC ATHRIER]
TR P AN B (AR A I mutex - FEEERAE,  FIANSCHE RS0 G L OPRERRIE - RFEFAR) . BBEHCR
BEF, BIANTEE AR SR SRRE R, FRERFR M mutex, T HESKGIHIHECNE, LOBSRIEH R H
PEATIEEL -

R TR EEFREANNEIRENSAE, FRHE T — 152 E nac_policy_list_not_busy, (HiX—%{FZE
AR ARERE R L THR A RER, BNARER5| 2B PR . AT SAER MER PR 1E
WiE T R AR SR/ BEOTER: 5 sx BURRIMTET, SRR N ERTALRE T LUK
JE, TR AV EE EAE MACHEZR A O (BiAER) A8 A H8 1R 0L -

8.4.5. t&IR

ST R, AT REEORER T — s, TR L=/ OX) 8, FEHRFEE
REE (CIHE=EHb 20, B EA TR T JLAJ7 (580658 A A 2R R X iR D 1], X EER T DL
7t sys/module.h | HAEERAEH RIS T o X PMPIRIT A EZE module_t (DI T7 K F8D
4R modulelist_t JXRPMEEMMA, DI . ZEE G — DRI SOBisRng, FHE(FHEIEL kern/
kern_module.c fJECHS o

8.4.6. Newbus i& & #t

newbus ZGHEAT — 4> sx 8. AT RFFE I (30 B (sx_slock(9)) 15 #1— 77 M RFFE M (5) B
(sx_xlock(9)) « NHBERE—M AT ST LB, THMNE AT I RARIE TR L8 A L0 B AR B8,
X eI H AR 2R HkR, (40 device_get_softc(9)) . HIMH AT AT - FH3F newbus HIELE
MBS TS R, EBAN B S LB ERH, mABCE RS -

84.7. 518

8.4.8. #HIZF LTS
- ARERIREE
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ﬁ
=

- proc Bk H 5%

- EERGUA A AR RV A Y proc I, 4 td_ucred
- PERE (AR E

- M TE

8.4.9. \{E 2

AEETHTT EER M TIREZ KT sched_lock {5 EFIER -
8.4.10. Select 71 Poll

select Al poLL i A B K 70 44 PRI 98 2 X0 PRI I — B T A UL R SRR T R T
AT .

8.4.11. SIGIO

SIGIO iR 55 FuvFut REI sRAEMT R SR T i)/ SRS A 2L, o SIGIO S5 HtEH .
BRENENZ L, RAvr—tRau AN s1610, X MHREGHRAN NEE (owner) . H—30Ff
SIGIO JEF IS 5, AREL & —FREHFBL, QIR GAREMIMIT NULL, - )R — 5 [ FidiX — M i struct
sigio fUFEET . X —FBtfH—% /7 mutex, sigio_lock fgif". A SIGIO 4E{f AL, WL “f&5H”
FAfEX—F B, DI RA I &I AR 80 73X B BRI

B RKEARSGARANTEMN G, B — struct  sigio Z5Hy, FHEBIEEZNRITEE -
BE. FE5EE. BE UARTXEMEN—REER. SRR ARE S — 1 CEM struct
sigio 4IRS, XFEREARE posigiolst, TN EARZENIE pg_sigiolst. XELZRFEHEN HHEAEEL
PREHBIERYT - PR T LR struct sigio iEREEIVIRRLA LA sio_pgsigio FEZHh, FE struct sigio
TRZ T BAEM IR AR E . RS, AN RELIUEH S SIGIO AR RES, &7
SRR AE A SIGIO STHFFRREL, N fsetown 5i funsetown RpELEM A%, LIhEREALEMEBIM 2R
SIGIO B2 [A] %€ SUBIFP - B H AT LU $ i 4510 18 LRSI T ECRIAZIX R R, flan, e TEER
TERY,  SERSI RN E SRR BRE, BT U2

8.4.12. Sysctl

sysctl MIB 55 & NINRZINER,  LURH SN R UAGTRA R Tt & - X251 % 2/DWAFMEiE
FHIRIR:  H— xR a4 S B BRSO R, H TR SR sysctl 152 L5 [A] A N A AR B AR
BRI H . BT sysctl R EHESH (EEBZ0 WEGOTEIRURIEESEL,  sysctl YLl ATxIEX
LR BAHRA) EBUE S . HET, sysctl (E— &R sx PRI sysctl BAERIRITIL, R, XL
BEHERBIRIPE, FHEERELERIPIE . X TR0 RIS N8 LB sysct] #X2B5)
I SC -

- TRENG sysctl B EFTETHERIERNY, MELHIEIEE . copyin Al copyout EEHE, HH
copyin~ 8. EIHE . SHE . BB. copvout. —fHY sysctl HJE copyout IH{EHHE ] copyin
FrSEIRHEHE, (H9Ra] LURF I AOREES . SRT, XTETE sysctl (b FHAR PR FH 58 — RSl 8k e BB 7y
M, R TREE ML .

- W FEFEIED,  sysctl AT LIk — 4> mutex $551F) SYSCTL_FOO ZHNGEH A o 3X0F Z 4L sysctl #2H
e WFHEH sx B BiEmutex, BEEERE—RIR mutex 7 SMEOBISERS, AT LA SYSCTL_PROC 3 i,
HRIERIERR_ LB

8.4.13. {£%BA%! (Taskqueue)
fE55EBAF] (taskqueue) i I EFEH 15 2 FBHIFH TR KRR A8 - taskqueue_queues_mutex & FiF

f## taskqueue_queues TAILQ f8)i . HiX M RAFEEHIHE — mutex BT struct taskqueue Z5#4 {4
F o FERCALE AR EIE R H BZETRYT struct taskqueue FREIR A SEENE - NIERAHZE, FHIESM
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o BB PR S TR BB RINE, R LBEA R E7E kern/subr_taskqueue. c 1|
SN FAE -

8.5. LI ijiER
8.5.1. {RARFAZ!

IRERPAF & — P TR FL — 5 F0EiE (wait channel) b RIRZEFRS|RAEIRLEN - R RFEE L,
BT AR S RAER 2 H — MRIRPASIZEH . HEEASEE D EHEN, EXRIKR
PASNEEA R LA RN SE Rl - 555 il B SRR A0 PREREAS TN CR A7 AE— D ERS IR -

PRERBAZERS R H OR A7 T 6 & 20— B AR A R B A PRIREA S - XA _ERIHRIE
sleepqueue ({RERFAZI) BE. EEE T —MMRIRIAZIREER, LDIE—BHE mutex. LA HAE mutex
HTFRIFIRIREASIER,  DUECHE EARIRBASISE I A . — DS frEE A2 R MRS - iR E
ZNEREAER S RnEE L, WIRIRAS AR RIERER SR — MR Z SN 2T AR . S WIKIREASI
HBREAERS, AR EARME— IR ERIRIREGRE, M2 IRIGEIRIRBAS A2 R 2R BRI RIREAS 454 - &%
JE— M ERERTEKILIZFTR ARG EIRIRINS ] - B T2 ReE AT HE LURIAN A PRBREAS A [R] A 1R e S AR B
B, AR B ITEAS AT B 2 #5775 HAt AR AR A RAREAS -

sleepq_lock pR#y 2 B (11 € S frilE _LARAREASIBER) H i€ mutex . sleepq lookup pRELZ7ET PRAREASIAL
IR EREEMFEFHEE . WNREHRIIERIREAS], E2iR[E NULL.  sleepq_release pREIZII4EE
S FHEE BT RERA B HE mutex FEATARE -

FFEAEINAMKIREAS | iH5T sleepq_add SRSEAMIA - X EREISEEIESFIEE - TR DRI SERrEE R
mutex FJFEEN . SFRHHRRGARE,  DIE— RGN . MARECZ T, NET sleepq_lock JyfkiR
PAFIEE LB . NAREFHEEAZEE mutex (RIFE) (BEFEHERBIRT), NRFF mutex FEEHIRE
NULL. 7] flags (FRi5) SEONEHE T — M REFE, HLERRERENRINAZI BRIRIASIfREY,  DURIK
AR 752 A T ) (SLEEPQ_INTERRUPTIBLE) o H fif VB W FIE B A PRAREAS Y. @i msleep FiI wakeup iR
B GRAREA S (SLEEPQ_MSLEEP) | LLFZ B 4 425 5 (Y R AREA 51 (SLEEPQ_CONDVAR) = fRHREAFZEALAN
BREZM NS HGE 2R TNE M S10E . WA sleepq_add FORES, NBH/RHBFERERR) sleepqueue
BEE T sleepq_lock AT EBAZ /5,  FH O ISR ek BC7E PRRIRPA S L PR 28 2 Wil R BT 5 Fl T ORI S5 RridiE )

interlocko

il L 1A sleepq_set_timeout A] LI (RARIXEMRS « X P REHISEEIEEFHEE, DU LUK B Ehi g
HOn AL [A] - AARIRIRRI B D BIRRIE ST, MLARIE ] sleepq catch_signals pR#f, X4
HREE—MSEESFHEE . WRERECSEERARES, N sleepq_catch_signals KR [E/F 5% ;
HEBUT, HREEMZEO0.

— BRI AZIRIREAS | H, BLATLAGEA sleepq wait pREUHZ —FHFHZE T . HETEHRA T4
LR, FAMNBRTHAXE SR EALFEREN - WBIES, SRR SERERESTHTIRIRR
Ao Hr, sleepq wait WREURIHMER, HFYATAAEN MR (wakeup) W% BAMKEZIT
sleepq_timedwait pREUNNZETF, EEIHBIAREREAMMEE, & AFRAIFEH sleepq set_timeout %
BAHEIS; sleepq wait_sig pRELASEFF BAMMEEE, E0H HAKIRUHWT: T sleepq_timedwait_sig pR%(
& AR R - GAFIF sleepq_set_timeout T E AR, AR AOIRIRMH WX =Fisk it 2 —. B
HIXER RS — DN SRR S FHEE - PRILZSL, sleepq timedwait_sig f)5H — N SHURE — /R
{6, FRZHIM sleepq catch_signals i 2 M E L IRRES -

WREEW EAMIKE BT, SEAREESEL, WERRHESIREE, RRRIRAD . MRERER
PRARBGEE I 5L P SRR R B2 TTIT,  WISREIMRI) errno £(fH . FEFEFEME, [HH sleepq wait
HAGRE o, EHHAAEASEIEEEREGH2ZERELR, MNERE T T — KBS RRIR . [FRf,
ISRAE A RARIT AR, FRRIE% L, M sleepq timedwait_sig RfiR[E|—FIR & 42 HEI B BE R
Rt mFREFERASE 0 M HfEMH sleepqwait_sig =f sleepq_timedwait_sig RZHUATFHZE, NI
I  sleepq calc_signal retval SEREEGHARRES, HBLEFEGEIREE. BEFHHH
sleepq_catch_signals B38| FES RS, NIENSEUELS sleepq_calc_signal_retval .

e[ —REREE L ARERAOZRE, ATLLE sleepq broadcast &l sleepq signal pR %R B MEEE . X 15
S EI A ISR BRSNS - RIMEEZ AR LS (priority) S2EEIZ D, LIR— R (flags)
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+=£#%7] (turnstile)

ZHETR R EWEIZTIRIRIASIRE . RSB ERRRIMLIEH,  RFHIKE SrEf it et
SEER BEE MHELERAZHE . RESREEATRENTON S, HUBAKIREAS %
AR MENR IR0y o Biltn, SRR RBONNIKE ESRIREAS AT - sleepq_broadcast p%HF
WE TR ERIDEE LM IEAARE, T sleepq_signal NI AVREEEFHEE LI Se i m s M LA -
FEFIX LR R J,  RUE S f# A sleepq_lock i fRHEREAS L% -

PRERGAE AT LB I sleepq_abort pRECRHITHIRMIRT - X1 MECAEAERFE sched_lock i A fE
VM, AL TRIREAS 2 I . EAR 4 AT LIEd (A sleepq_remove pR & FE € HIPRHREAS
Bre XPRBEFEM DS, ARIREEMZIE, ©RELRLTTEE RIREE R RIREAS Z R 7
HUEE . ARG AEI MRS Z £, BRI T 57— frmE I RERAS L, XA s ECRF A 4
AT B HR [E] -

8.5.2. TF%%|7] (turnstile)

- 5ORARBAZ B LB ANANTE] -

- B if) /245 /Bt (lookup/wait/release) - 445 TDF_TSNOBLOCK 5 A& 4& 1 o
- SR L% -

8.5.3. X F mutex LI —LEL4R TS

- FATRA R ESR mtx_destroy() 75 mutex, FRTIEZ 2T EMIRAHRELENRHFH?
8.5.3.1. B mutex

- A Im AR .

8.5.3.2. {KEE mutex

- ik mutex oA B TE A A

- AAFERFE BRI THEBR, W] L% At 2% mutex f mtx_lock .
8.5.4. Witness

- BRI 4
- EAfT TAE

8.6. HE1E/
8.6.1. FAKTIREFN ICU %

- struct isrc

- pic JX5f

8.6.2. H'Eo]dl/iEFM

- BRI interlock [£45 sema_wait?

- S N IR HEAERERSE sx 87

- I — ST IR A 5 TR A
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MOBEEE Y AR PN, R RERSUR S e e CPU dyw]
W, MFRERNREFERIE. R FRERVSERRMYN. BmES
FIMZZEIRMNE, WREHEMZ DA MR,  WInERSE
EE"Jf’%}E%E%EL@Wﬁ\ FRBRTATRY, Ha] DIFRE R R FHR(E .

Z LRAE.

HAEEA . WIRESRAFR R HEE . X ARIE R T T RE K
2 WARHR

N ARVFEER R . 8 critical_enter(9) API 3775 AFIE H
M X o

ForEs/PEEX.
% ML

NFFRIEEEES G NFH R EMNE -

FoREYE/ FARTR -
% [ MD.

AN ERAE.

ErHIT R CHR Y & AU AT HOIRE RS . XL T LA
BRI, SR RSARATE . AR
TR AT AL SRR -

—ME L ERINZEAE . BT, RAEPARERTER SRR
RERE -
Z W&

A RE S A B EE T msleep &Y tsleep FHEEH I AIRIREAZIRY, #R
Lk ANRBRAR -

Z ILBHZE .

ALPRER PR — MR R ARARA (3 AT R A A8 B82S (lockmgr) {77
sx Bk H Al FreeBSD H{UHRIATRARE . 2, FL sx 8f, fin
allproc (£:#Ri#748) F proctree GHAZH) R A H AN AT ARARE -

Z ILIKHR .

Hy struct thread FTRIAMAIZEAR - LB AT LIFFEBL,  HHHEMILAIH
(FE'E

LRAE ] AR _EARBRA A RE SU AL -
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£ 9 E 4855 FreeBSD iR ZIXGHIEfF

S{E : Murray Stokely.
ErtitEFMintro(4) : J6rg Wunsch.
iE ..

9.1. @M

ARERE T AN yFreeBSDYR 5 & ENAEFF - RIEFREE XL LE T XHFZHATHRAGHEHE
REVRE, ks, ITENPL, KRR MERE - WEReEF-Z2RIERSH A TEHRF eI SR ]
PRAE . WEPNERDNRE, BEREEF BRI &I, TSR R ERRZEE I . saiksh
FEFFAT DOBER S n it R0, B i sh BN TR ‘k1d fEFRERINE -

RUNIX®ERAE ARG AR ZHOL A B 3 1 moR VTR, A SO0 RS « aX SO AE S
AGHZ IR B H AL T /devH N o fEFreeBSD 5.0-RELEASELLFTH) ZATRRAH . Xidevis(S) B3 FfkiH
WA FreeBSD , B MsA TRLIEFRSEIE, HHMY THR&EMESEFFLE. RETR £
BORAE T REE LI 1 TMAKEDEV B 7 1) -

WAEENEE T ] DU AR, TR i shig T

9.2. Z)EAZEHE T E—KLD

Kldi O R vF RAGUEHE BT RS PSSR AR IIRE . X AVFRE BT #0905 & Rt 1)
BHEMEEEITHAE, A T IS s AR S E S -

kld 3@ T T AR A & (R -
* kldload - N AR
* kldunload - ¥} AR HL
+ kldstat - 51|22 Fif g ik

NAZAEER FORE FPAEZR

/*

* KLDIEFHESS

* ZAndrew Reiter7EDaemonnews FMXEFEA
2/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /* uprintf */

#include <sys/errno.h>

#include <sys/param.h> /* kernel.hHERINEX */
#include <sys/kernel.h> /* HERYIIAILREERRIZEER */

/*
* fNEACIERE , ASRAbIEKLDRYNFFOENEY,
*/

static int
skel_loader(struct module *m, int what, void *arg)

{
int err = 0;

switch (what) {
case MOD_LOAD: /* kldload */
uprintf("Skeleton KLD loaded.\n");


https://www.FreeBSD.org/cgi/man.cgi?query=devfs&sektion=5&manpath=freebsd-release-ports

Makefile

9.2.1. Makefile
FreeBSDEE (L T — P makefile 1 & 3044, FIJFH T AR AT DUBCEE 4533 /RBEINE] AR AR T -

] B4t FHY X >makefilejz frmakesl GE 5 6 i U skeleton.ko, AR a4 Al UEEMBEIA:

9.3. IR ZYXENIEFF

UNIX® $efit 7 —EARMAGHRAMA P SRR - SRR ST AR, AR LR
P LB ANE E IEENRET  BIAS /dev/MAKEDEV Iy R AR A AL T REBH & T A, (B RIRIELE
TH& AR B CRIRENEERT, ATRERG 2L mknodBIE(R B RS T4 -

9.3.1. BIERTIRET R

mknodf & FHEM M SEROIERET R . (ROIIRERETRANET, WHERORE, WEMNESHEMX
EHINEH -

9.3.2. IFRETR

WEERY, s ideves, E2F/IFRGA TR PR ARE LT REYIH - XTHPR T H
THEEWHEFMEAERS  WET R, BEEHIRE T AIMSE 2R & IR e M A BO7E e A -
Devis{AfEdff T, {HOAREM LIERMNETT -

9.4. ZHIXE

FROZ SR TF BN P AR EREEE, SUEHmEuRII AP #E .. XERRETRN— R EWENET,
TR A K& 8] B4 1 -

XA B G TF2ILEREEEREME, JHSIRIEEE R E 2R XS ERES R . TR
TR, —/ & TFreeBSD 4.X, —/M&F FFreeBSD 5.X .
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% 9 Z 45 FreeBSD & & IKENET

151 9.1. 3& ] TFreeBSD 4.X ] [A] i {y 5 & PR B AR 5 £ 451







% 9 & 435 FreeBSD % &£ IR EHTLF

151 9.2. 3& ] TFreeBSD 5.X [ &} {y i & PR shAe /- S 471]
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% 9 & 435 FreeBSD % &£ IR EHTLF

7EFreeBSD 4.X LZEIIRENELT, (K Se AN T fr & 12 IR IS RGT L B — 1174
e ——
RIS, IRBIZRES A — LR, 1.
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Bz GHT=H)

HIERE R & T —E A -
FhFEBEIR
+ Dynamic Kernel Linker (KLD) Facility Programming Tutorial - Daemonnews October 2000

+ How to Write Kernel Drivers with NEWBUS - Daemonnews July 2000

9.5. RIRF(HTH)

HABUNIX® RS0 HF 7 — KRB 3R, POV - BR& RN Ve IR IR R E B A - X
RS E JLPIRER, SERIEE AR . R EHTHSRIERRT, BRNARFREATE
FEARII 2 R FEMER AR A A RIBE ] - X SECT R BARG CUERSE, BURES) & FIT
AR E RO RE . T ERIFRIEER, WRICERMH BRI ER G RERE TS
BR, XN T — B . X ANEE, BIERN AR AR TR, FEE, P
Fra Vi #E R AREFER N8 E SR MEHAFAF (Braw”) & . BTIMHFEIUE (KX) FE
HARFE IR &R —IK, WEE MRNZAERASEE A, (AR f a1/ OB R 5 B
LE)—ERSy, FreeBSD JFF 1 M7 S AL &L 1% & W SCHF

9.6. MLR ZIXENIEFF

Vil 485 g IR BN P AT ZAE FH B 10 A« e R MREHRE P2 BT NN R E bR g A
open (), Xof 4535 & F) 5 FEE 5 P RS0 Flsocket(2)5] A

HEATT, &SN ifnet(9) BRHLFM - MERR &R, LUK Bill Paul 85 )[4 JRENARF -
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58 10 = ISAIR & IXoNiZfF
S{E : Sergey Babkin.

4R A FM : Murray Stokely, Valentino Vaschetto #1 Wylie Stilwell.
iE ..

10.1. i

RENR T G GISAE SRR PR A — L - X LURRRIN RS M, RE S ABAEZI R IE
AR, NS XARRMOGR RIS . Bl T 5FriherER-IC R AT . ESLA0F] 5 7] DIZE L PRIk shiz
PR RIS 3] o epflaha BR(E BRI SRR -

10.2. ERERE
SR ISAT RN BT A B AR & SO f

#include <sys/module.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

AR T FHRISARIE S 2T RGTHIR Y -
T RGUE LUR R AT AR, H Rl i A SRR 7 e ORI
ISAJREHRE LB ST RIS R SR MM SRR LL . X TFaFh oo KEERRER, el

R

» static void xxx_isa_identify (driver_t *, device_t); j&" T /o SRIXhIE T A2 % &SI HTET -
(EXFTFISAR &, XN TIEERRAE: R EREEEZERER  (JEPnP) L ENIINE &, X
MEIFERT DASEELE -

* static int xxx_isa_probe (device_t dev); 7E 1 (8kPnP) fIEHRMLZHE - N TOEESEER X,
XAt BE AR i e BT S LE S ) B BT -

+ static int xxx_isa_attach (device_t dev); JE4ERIWIIAILIEE o
¢« static int xxx_isa_detach (device_t dev); HI% ik UK ShEIR i fEIE L& -
¢ static int xxx_isa_shutdown (device_t dev); A&k BIHITIRE IR -

¢ static int xxx_isa_suspend (device_t dev); R AT LIRS EIIERIZES - WAl LI IE 8B T FElk
P

+ static int xxx_isa_resume (device_t dev); M TTREIRIREEKE X &HTEIIRE -
xxx_isa_probe ()l xxx_isa_attach();:Z LR i), HARFIREIRTE S 1 7 20T LU IR LI -

N — AT R S RS BRI R -
/* ZRMBEFHER */



Device_t¥g%t

BLALRIEE g xxx_softaiR— Mk FFRERISEH, CESAE NIRRT ER MR BIR#ALT - B
LRI 2 BIERERN G MRE DI —Dsoftciihff «

WNRARENRE P EON AT AN, AR P N el iy, A Load_function() e ALEAT AR B
REFFRFER IR EHEEE TAE, HKfload argument{E Rl — NS & fE#it % - IR AT
BN (BEIER, EUAEEREEINET) | W XN S RE R0, BRI SRR R T

‘}[

RN TR A R S POPHIR A T S 1), AR AL AUE L— M E & FrESCRFRIPnP IDEEE - X MR
JRBNAE B SCRF PP IDAYEIIE LA FT SRS A - 53X LD By HORE 1 R B AN 5 Ateid A -
BRARIIT

WRIKENRE P AN RPP A, EANRTE—PMEHPaP IDE, 41T FR:

10.3. Device_t}g%t

Device ti N LHHIME LHFRE KA,  XEMANA RO EWEIEFFH S & 1R BB NS
%o THEET IR RIS S T E0E:

+ device_t device_get_parent(dev) FREUE & I B2 .
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5 10 E ISAR & RN fP

* driver_t device_get_driver(dev) FKHUFs [ HAKEhAR P45 TR ET -

* char *device_get_name(dev) REUIREHFEFFHIZ T, TEFRATHT 65 HH "o -

* int device_get_unit(dev) KT S (58 MNP RERANLE NOF RIS ) -

+ char *device_get_nameunit(dev) JKEL4 % . AIEETEE . FIITwxx0”, “xxx1” 2.,

* char *device_get_desc(dev) KU & A - JEH € AR B IR % & HIFFIALS -

* device_set_desc(dev, desc)iZEHMNATE L - XM R A MIATE R descF AT, MLFIXDTFAF B FEDL

PRI A -

* device_set_desc_copy(dev, desc) WEMAER - MAHIE NEIAISMEH) ZPIX, XFEdescF Ay
BE LS AT DA T A & 7 AR F ISR -

+ void *device_get_softc(dev) FREUFE M| 5% & R BRI SRR  (xxx_softchiy) HIFs%Et -
* u_int32_t device_get_flags(dev) FRENHLE U HH &R E TR AT AR -

A RUSE A — MR J7 () i #device_printf(dev, fmt, ... )JIR&EINENEFHITENRE - © BIERERR
n BILEMES -

device_tsX L /7 1EAE X {:kern/bus_subr.c FHSZI .

10.4. BB X4 5B sNEC B AENR BIFERM A7

ISAR & A NAZBC B S P A T -

device xxx0 at isa? port 0x300 irq 10 drq 5
iomem 0xd0000 flags Ox1 sensitive

S E - IRQIEEAHABE B Bl 558 RV BHR(E - R X B ER EASFRERAR, X
LAER AT . B,  FEREIRAANTE ZILDR, A LN ik NS iC B HIRE IRQIXE - 4
RULESH L MISAR L, ATLIAEBCE SCIF AR EMis B4, Wnisaosiisal, MR FISAGL L#
R -

B (sensitive) @ —MIIRIENR, EIER LAERNTE IFBURS & Z RIS & - WIHIER PSR, BRI
MR AE B B A sh R A -

T ERISARE, REER TRESEFPHRERIINEESES . HERGTEENSG M RELAEH—
PEET - MRAGPREF— KW Ms, EXNMABSRFAAE - EES, fil:

device xxx0 at isa?
WA RE—NEESWIE -

{EXF3CFraE PrPEL R/ AT BEhRBIAE, — DECET MEBEEARASPRIE RS, WL
MIECEAT, BCE T M.

device xxx at isa?

IR ARSI F BESCRFRE B aRAI R & O, JH MmN ZEE—ais L, oA
BAHLE XA E RS EY T - BEhRAa &R B shisin -

MMRISAE R E HEIMER, ZENEGWT:
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BHR

PR &EIREFRIRAIBIRE (BRI PTEPPiR&RIPnPIRg]  GIFRE) DIEEHUFBORA o BITRA H
WEEHIEEERINEISALL ERFIRS B ISNEFRIRBI GRS 5 TS R REGE
K o TPNPIRFIGIREH AN FAE HABIKNAREF, BIAGER: AR 5 & Frids i BB se & SR BRSO -

FEFPAPHBGEPOP I AR, LIBHLEEA TR 5 -

WPRIC 9 B (sensitive) A 3EPNPI% £ 1) TR GIFEGE  GnSRERME & RS, B2t R
(attach) 5%z .

P JEPnP iR & AOFN AN E LI RE LRI EE 0075 = A -

PnPi% & MEEIR IR Ed 3, HAETHTAEANERIER: /o NFEHUTERE - [ROFIDRQ, FiEXE5E
ERRZEEAS .

WFEAPIPEE, FrAISAEREIEFIHRMGIRER 2 PO . B P BRI & RN H0E
o ZOPEIREF IR OIS Bk — MRS RIE O ATRER), SXMPEOL T, BA &S ILErshie
F7 AR - I{GIRE 20 /5T FH TSA_PNP_PROBE () HLSKHIPnP IDAIRANAE /7 SLFFAIIDSFRAELLAR, 4 RIDAS
FERFNBRE KW XEWES NIRRT, GRS EMPIP & RIRNIEF, AR KA HPnP
WA TCA ] ISA_PNP_PROBE(), X FREIE#E, Z/AEM—1 ZHIPnP DI H IR [F R -

HMFIREBREERE 2R E—NEE BHRE) |, RIIFhRE Tem(E -

AR EE A TPoPR & SR 2 MR O AIBIL . Flan, ZH0MRAED FIRTH = % Ll AR A Eh AR
RFMEHF o PIDIEIEEST HROUN R « FERRUGIRE TR FEE ERBIREFPILSE (BATEU, IR0/
WehteFr B EREAILER, IRE-IRHK, RE-2HEE K5, it TE) - RS DIENERF R EE
RIEME, AL BSTRAIR R - Hit, RNEREFFRE0, MEARHE TG

AR ERIAR BIRE D B RF — KM AR BN KN FFIRIRG RS - MR HPPHEIL—FE, X TFH—
W, WX —RHTENRERERT - BTSRRI IRSRER S REI, SA SR+
AETLLHE -

BT HRIE s R PP s A, ENASHOEEMIR (—RIEAZRE, —IK(ERPP) - HIR
RAIGIREBR MR,  XFMER M RE e SRR RE — & A2 PO & WEhiEF EEWIK. —
VBRI BECER, —IRIEN BRI -

T BENRAEIEE (APPSR ER]) BA—PRERGEE, NRNNEEEHHEenEs
JERT - HBLENLMELRANGER bR, ZEAhFTH B aRA A (6 BT 5 N0 sl & bS8l
& i F sysctlfe O 2 TR -

iE I {5 FH R £ resour ce_query_*()Ff resource_*_value() ELfEVIIAIACE BRI, MM AT DU BEH fth A
WIECE - ENIRSEILALT kern/subr_bus.c. 2Z[IIDERE A IRE)4E 1386/1sa/wd. cfL SX FEGEFH BT« {HAL
ARSEERBCERIPMETT I - FETECE BRX R BB E A DA ERD -

10.5. &%k

PG ANBINZECE S RE BRI E SRR, FHERBIN% . SAECEBEITXE S E R
FRFHER R SR device tRIEM S 2 RERBIEL TR . N TERENTHEE, WahERF T LIEEEH
resource_* pREFRIECERIR . R, EHEBEATEBAEEIES,  FIHX) UAFE—S e A

.
BERIRS B ME AR (BT BB REFIRREN] . WFISARL, & T FEpRA.
+ SYS_RES_IRQ - 1 &

+ SYS_RES_DRQ - ISA DMAJE & &

* SYS_RES_MEMORY - B £l JRET A7 25 (7] HIi & A7 TE
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* SYS_RES_IOPORT - {5 £51/0OZF {72 58 {3

RENRIMEE NOTT AR, BRI AN RZ & E AN NAFXE, B SYS_RES_MEMORY AU BERSR 5 011 - B
BRMECEFHRAT R, PrERIRERERACGES unsigned long KA, H HAERR AT R SR HIFL
# (cast) « WIRSALELE, REWTISACN]—BEELLN] - ISARE RVFIBTIRH S -

IRQ: 0-1
DRQ: 0-1

MEMORY: 0-3
IOPORT: 0-7

PR SRR O R R IG (E AT ETL R - W TIRQFIDRQEFIR, IHE—MSET 1. WERIESIHY
k.

B IRAE ISP T = MR BN
. set/get
+ allocate/release

+ activate/deactivate

SetiZ B BRI AIYEH - AllocationfRE HIERKLHE, (15 HEE&AEELH OFREEERE
WHEREEH) o ActivationfifT L ERSEMGEEEF AT VIR SR (Blan, X+ N7E, ERm
SEINZR RIS E]) -

BAETIRA A

e int bus_set_resource(device_t dev, int type, int rid, u_long start, u_long count)

W ETLE « AR 0, HNLREERG . —But Wi A type, rid, startal countZ —f]
E?EEEHT)‘WFE’J/EIW IR EIEER o

o dev- IR FFHIHR A
* type- WA SYS RES *
o rid - RAWFRAFIBTIRS (1D)
« start, count - BFJRLE
¢ int bus_get_resource(device_t dev, int type, int rid, u_long *startp, u_long *countp)
BUSBHRTEE - ACEHBRE0,  fn SR BRI AR E SONR [ 8RS -

* u_long bus_get_resource_start(device_t dev, int type, int rid) u_long bus_get_resource_count
(device_t dev, int type, int rid)

EFERREL, HHRREstartacount « HEEAOIEDLTIREIO,  ELANSROR BRAstart SIEEHZ —, T
EXIRE 0R BHRENR - FIZpRE, WTHIINIESTER, BURISABTIRAY start{E 0T «

e void bus_delete_resource(device_t dev, int type, int rid)
THERBEIR, 2HEARE L -

¢ struct resource * bus_alloc_resource(device_t dev, int type, int *rid, u_long start, u_long end,
u_long count, u_int flags)

festartFlend 7 [8] 56 HH E B A& & F RO 5 Hzcount (. BOYEREI M B — D BEIR - AT, RSCHRRNST - iR

FIRMARBOZE, WEDERE . startH0, end ™0 (&1) HEXNHFIRE  RRE LI LIETE
id bus_set_resource()iIXx B E(H: startficountgiZEfTH T, end=(start+count), XFIEHT,
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TR LRI BT IRSE R 3L, MR EEHR - RAETdEE S A%,  HEH I HISAREI R ARG EE
(HER&AREEAAFR JTiEHF TRBRE) -

JEbRE— LB, S GRS -
* RE_ACTIVE - (#1535t BLJE # B Bhis -
* RF_SHAREABLE - B3 n] LI[RI #{ % MNEhRE 7 4L =

* RF_TIMESHARE - BtJa] LI & NIRB) REFPopif 4=, b2, W M EhiEF RN 28, (B2 4
SE Y [A] R BERH A — B -

« HEFRE0 . #BLAOE AT LUER rhand_* (O MR B A AR 3RAS -
* int bus_release_resource(device_t dev, int type, int rid, struct resource *r)
« BEIER, rofybus_alloc_resource() sR[EIHIAIHE - FINNLREO, AR [EEE 1R -

e int bus_activate_resource(device_t dev, int type, int rid, struct resource *r) int
bus_deactivate_resource(device_t dev, int type, int rid, struct resource *r)

o BUEEAH TR . BEhNBRE 0, HEREISE R - iR BTURME S 2 B Y B — ISR R
JIJ35 [E] EBUSY .

e int bus_setup_intr(device_t dev, struct resource *r, int flags, driver_intr_t *handler, void
*arg, void **cookiep) int bus_teardown_intr(device_t dev, struct resource *r, void *cookie)

o RE/ D ETPWAEER SRS . RDINLREO, B IR EERE -
o - BOEIE BRI TRQE) BTIR AT -
flags - T 5ER, WFZ—:
* INTR_TYPE_TTY - ZXIm A1 R FAF KA - M spltty OBFREN] -

« (INTR_TYPE_TTY | INTR_TYPE_FAST) - ¥ AL/ NZmRAY &4, T B A L AIA0E % IR
(= E ) - EHsplttyOFFIKES] -

* INTR_TYPE_BIO- HRAiZ &, AEIECAMIZHIZS L. [ splbio OB EA] -
« INTR_TYPE_CAM-CAM (3@ FHijj[A] 77 1=Common Access Method) P Z8#4I58 . f#iFH splcamO) RHLTA]
* INTR_TYPE_NET - (4% 1 525 - fHH splimpO BRI EN] -

¢ INTR_TYPE_MISC - ZFHEERE - PR @I splhighOBEHETERFEN]T. splhighOFFMlTH

AT ERE P HTRS, ICEERR TR R T PR, - mEISNEMISCRS], BB
HERET, WASHEE T Bk -

+ handler - }5 [ AN EREFFHIFEET, FKFldriver_intr_t# i Y fyvoid driver_intr_t(void *)

o arg- fEBHMEEFNZE, RFFERE . HLCHEERTFRE N vold R EMTSLFRRTL - 1SA FilT it
BREFHRNEREHRITSIIEASE, FUE (HR) ERARER&EsoftcEH TR .

+ cookie[p] - )\ setupOFEIHIE, 2{%i#s5 teardown() If F THRIFALFAESF -
TE ST T R EBER A (struct resource *) o % IKEN) BT RS & ROLEBIE
¢ u_long rman_get_start(r) u_long rman_get_end(r) BS54 4B 04 SR IRTE Bl IR IR 45 7R -
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+ void *rman_get_virtual(r) B/ #80E BN S IR E bk .

10.6. S 4% ATFIRET

REBO N EFRNEF IS E 2 A PEGE SRS NF HTH0 - BRMRREA S (.
(@) NEMT&&E R L

(b) N AT BALEIE N

BI@, T AT RER B R ERINGS EAF 2 FRE P IR - T /R _ BRI B B N R
Hohtzs(E], F ENAFR) PPN B RE S SYS_RES_MEMORY SR - SRV Bl AT AR 5> BL 3
&, ERIREAEEE fEH rman_get_virtual OZKEL . BEE AIKENAE R Rf R #ipmap_mapdev O Tt HAY, 3
AR EEMEH IR R . B E ROy BRIRBIE R — AR -

KEZHUSAR N A BCE N7 T 640KB-IMBY B 2 [F] (1) oM E . FELRISARFREE RN FIEE
FLFIMEU R R ALE (HTFISARLL F24f it RE]) « XFIER T, WRIEYE &N ERRE
HMHELZ NG BanEd, EMEE) |, W LOEFE&FRNNEREH IO E — > NFEH - 7
% BIOS SR IF7EHCIA T 14MBE 15SMBAM A B IMEF N AE 2SI - QIERBIOS IERfMIIR 5 725, FreeBSDELAERS
IEWRAEEA] (LUFREE E2BI0S LAl gE4 HIAlR) -

oLl RREIRMHI S R B, WEMADMASKER DR BRI R H
S, ISARABEVTRI1I6MBLLT BNFE - HIR, RE i 2 (8] FofE SR DU AEA) B bk =S [ PP AT BEAS 18, &%
B A REARAEIT U/ WCERRIE - LT RGONX LR RIS AR L, T LA IS
P HETEM -

DMAJK 7740 C B/ T 71454, bus_dma_tag_t 7 bus_dmamap_t. FF% (tag) HiiA T DMAPNFFE R
Pe. BRET (map) FoREHUXLE B TRRINTESE . £ BRI LLS Ml —FREE .

PR A T B RO TR M . TR FREMIFFE Bk, T LI B ™%, (B
RYHEER -

i, BE BT A TURRE (FERNE) . R S A BERFERONER, 1hE
AT A S I — R, X PR AT -

{5 T2 O R B 7 2 o -

H—, DE—RRGFEREZERINDESENGF (LUSFT SRR - X—BAT BN T 5B EmaE
RIS R ARLENAE X o FRXEEAN NSRS H R R S CERWEFRLTESYHE NFL
B ) — B R

HZ, REMAE P EER KSR+ - XA N ST ERE, BREMFaB k. 1
AR ENBEERIGAE . R A —FHAF G ZoRkE T H (bounce page)”, FEHE4F
fl - AN SRR TUE 5 ARAERS, B & oha® MBS, R/5 NRGRTTE & 22 - =
BEHRE, BEr e N B ST, SRS HEE DLEIEN AT & RIS AA TR « SR RA7A0 S5 0T 2 18] 7% D1
SEFERRAER A o X — B T RRERmpERZ £ BREREN B X, ERfeH, HE%mX.

TAEAEDMANAF ERIRECS :

e int bus_dma_tag_create(bus_dma_tag t parent, bus_size_t alignment, bus_size_t boundary,
bus_addr_t lowaddr, bus_addr_t highaddr, bus_dma_filter_t *filter, void *filterarg, bus_size_t
maxsize, int nsegments, bus_size_t maxsegsz, int flags, bus_dma_tag t *dmat)

BIESHIRE - AR EO, HNLRE R -

* parent - {CFRZELANULL, NULLH TR ZRE -

« alignment - SR 25 AR 44 PR I AZ X AR STZEK < “no specific alignment” BB 1« (ST LU I
bus_dmamem_alloc()fijA~2 bus_dmamap_create()iEFH -

181



RN BT

* boundary - WEHhAR,  HEAFNAEES D . ¥ T no  boundary” 0. {URIFHT LIS

bus_dmamem_alloc()Tfij /2 bus_dmamap_createO)VEH . I H2H0F « R R LIIEEEDMA T =
AN (WHLZE%, DMAMEHISA DMAEHIZHRIEM AR & B S) . WHTDMAR A R,
FLLIANAER T64KB (6471024)

* lowaddr, highaddr - & FHfi HLARG: o XELE A TIREI AT T AFS B EIER R vF TEE - 5

BT & SRR LUS AN R 58 R T 7 ST -
* % bus_dmamen_alloc(), MO%|lowaddr-1f A HbEAN A ARV, B A HEAS SR A -
* ¥fFbus_dmamap_create(), [f][X][lowaddr; highaddr]Z 4MIEE MR A R AT V5 1R] - ERELZ N )
%ggﬁﬁ%ﬁ%ﬁﬁ@ﬁ HERE RG] - AR E R AL IR REL, WA X AR AR
© WTISARE, EHE (REITEEE) .
lowaddr = BUS_SPACE_MAXADDR_24BIT

highaddr = BUS_SPACE_MAXADDR

« filter, filterarg - RN EH S50 . qnRfilter HNULL, M4 iEH bus_dmamap_create( )}, #A4NX [A]

(lowaddr, highaddr]# - ANAT ] . ), [X[F][lowaddr; highaddr] Pty 454> B it i 18] O DL 42)
BN RB AR A, HEREREA VI « HERER) FADy. int filterfunc(void *arg,
bus_addr_t paddr) . = G{7E AT LA DT R B AT R E0, R E AEZ(E -

¢ maxsize - EITHHRER LK) RAAFE (LT - ARXMERESE, sE T UER

K. OXEER R, WTISA &X ME T L4y BUS_SPACE_MAXSIZE_24BIT .

* nsegments - B SURF T B/ SR B AIBRECH - AnSRANINPRS], ) A R (A {E

BUS_SPACE_UNRESTRICTED. UG ACHREE X ME, T FFMRZETEE LPrfRH| .  nsegments(H55
T BUS_SPACE_UNRESTRICTED HUHRIEANRER TRFrnstibhsys, AT LURFENIER PR - nsetments )
SEFRBR ALY H250-300, F i MIERF S ENHERI H (BEIF ToIELE W SRR 4 2 U/ W ki
X) -

* maxsegsz - & RIS EU/ IR BB R R ST o W FISAYE & (5 A {H 2y BUS_SPACE_MAXSIZE_24BIT .
« flags - FEARAIAIE - ESLERATEESS H

* BUS_DMA_ALLOCNOW - Sl bRZEIT 155K 73 B BT AI e 21 f) S 5 DT -

* BUS_DMA _ISA - [LERMIFLA)— MR, (U TAlphatilgs . 1386HL3%EE LE - AlphatilétiIpTH
ISAR & FPN S B FX MRS, (BRIPRBEOE iSRRI B R T -

dmat - 75 a1 5] OB bR 25 AT A ) FRE

e int bus_dma_tag_destroy(bus_dma_tag t dmat)

BB o AZHBRIE 0, AR (B EERAD -

dmat - FEHBAIRZE -

¢ int bus_dmamem_alloc(bus_dma_tag t dmat, void** vaddr, int flags, bus_dmamap_t *mapp)

18

D ECVRE TR —BRIESENF X - W BRI R R/ N IFRER] maxsize . BEINLREO, FNR EEE
R - S R TR0 P E ik, (BRI 2 Hi 2/ F bus_dmamap_load() i H AN %, -

dmat - $3%

* vaddr - SRRETERERITRES, ZAAREZS R P TR ] 5 L X S A A A R i
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+ flags - BEFREOALIET -« PfE— RS BRAIERR

* BUS_DMA_NOWAIT - 40 5 A 77 ANRE SZBIAT FIUGR BN EE R - AnSRILPRSICEE, WA VFEIRE BEAR,
EHEINFRTH L -

* mapp - ¥ [A]3R [A] FIHT BT A A O FEET -
¢ void bus_dmamem_free(bus_dma_tag_t dmat, void *vaddr, bus_dmamap_t map)

T Hibus_dmamem_alloc )OS ACHIN A - HHET, XA BRI AISARREIFI N FRRRULE S - B, &
WY EFREE N ROAT RER I (A R PR EE A AR X8 - ANEER Syt RS Le X s, SR /5 T [l
SBLE . X REIRE AR 24 3 bus_dmamem_free(). 7EIRMT RS ST LI -
* dmat - $%
» vaddr - NTERG N AZ R L
+ map - NFATBLST (BR bus_dmamem_alloc()iR [A]fH)—7F)
« int bus_dmamap_create(bus_dma_tag_t dmat, int flags, bus_dmamap_t *mapp)
IR QIR LUS AT bus_dmamap_load() - AZZHMERIEIO, ) 3% (Bl FERED -
* dmat - $5%5
+ flags - #1p FRFEARAIALE - (HE A SE SO AEMBESR, BRIt H A S0 -
* mapp - FE A [E T A AR TR T -
« int bus_dmamap_destroy(bus_dma_tag_t dmat, bus_dmamap_t map)
PHERBRES o FINMBRIEIO, AR A EE R AD -
* dmat - 5B RERATPRES
* map - KB EHER RS

e int bus_dmamap_load(bus_dma_tag t dmat, bus_dmamap_t map, void *buf, bus_size_t buflen,
bus_dmamap_callback_t *callback, void *callback_arg, int flags)

TR 22 v [X B B A (A T8 55 Y bus_dmamap_create() a3 bus_dmamem_alloc()) QN7 . 221X BIFT
H THEHHEHSWNE, BEEEMFEIREMENR, HRIEARFE AT KETTE - 20 @Y BRI R
HIEUCH, JRRHEE DL EREL - [EH R A AR 7 X R - RS B SRR 1 X 2 S BRI
PRI L AN SR 5 200 SO R 1 DCONRESL RN ARAS, PRAESR RN, 2 st v X mT PRSP 38 FH [ ek 5 - 2R
[E Y R EOLEIHAT LR E 0, anSiE SRBHRA , S ReROREAT, NBR[E EINPROGRESS - f5—FMEIL T,
SHEBA 8 B e B8 18] (4 [R] 2 AR B AR 5 £ 35 -

+ dmat - }3%

* map - PR}

+ buf - G [X A% Hb AL

+ buflen - B [X f 5

+ callback, callback_arg- [E]ifF %N H 2538

1] 3] o P R TR

void callback(void *arg, bus_dma_segment_t *seg, int nseg, int error)
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+ arg - 5{£3845 bus_dmamap_load()f¥jcallback_arg fH[7] -

* seg- BrimiR AT AEE

* nseg - ZUHH AT AL

« error - FORBHNR N WA EFBIG, NIFRE R VFRIRAEE BTCIEANEIM X . XFEIL
MEAT AT IR E AEREF TR AZL o MXFE IR KRR PR E . IRTEA AR
SC, PRzh RRFPAT DILE B8R, BRI X 2 R AL S A

BEAT B -TE ST TR

* ds_addr - BBl

. ds_len- By

« void bus_dmamap_unload(bus_dma_tag_t dmat, bus_dmamap_t map)

unload the map.

* dmat - §33%

* map - fNEHIBLT

* void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t map, bus_dmasync_op_t op)

SEa it TYEE RS, RN XSGR TTEETRY - WREGE IR iR X 5 BT
KRZ P LHREEGERS I LAE . TR B 5 a0 i XA R -

* dmat - $5%

* map - CNE A

* op - EHATHIRISRIEARAL.

* BUS_DMASYNC_PREREAD - M i% & £I| L& [X FIL4R1E 2 fif
+ BUS_DMASYNC_POSTREAD - M % %58 221 X it E2 J5
* BUS_DMASYNC_PREWRITE - M\ %% [X 51| % % 15 #:VE 2 il
* BUS_DMASYNC_POSTWRITE - M\ 21X 5| H & I BEZ 5

2 BiJPREREADFIPOSTWRITESy 2548, {HRRAIBER T, KUt IRhiER? HNREREEEAT
Fibus_dmamem_alloc() X5 KN ANTR [ -

M\bus_dmamap_load() Fiffl I Bl R £ 2 iy,  BEACH R AR TIY « HF BRI A vE R RS 1B
SENED BFH o XREH Ti3864R RAGHY B BUEL H BSEPRIRHI1£79250-300 (A% J9 4KBIRL 2 F P 45 F K
N, BEEAZERIRN AT, M HELHE HRAER) - HTEEETRASEmMAE, Fitixd
6 AN ERE LR E . FBiE, NTREEEEFMS, B SR EH KRS .
RN BT IR L DA/ IR ERZM X, MR = —F 0 —FR AL HE,: Mg X —i
g, RRERLE, WEMBZRM X T — s, WtxE -

F—DEBEEE R BEE ATREFR RIS X A/« WnSRG [X AP i) BrA TUR AL TS Y8 EAGESE, W AiE
BT SR HIBRR M IX R Jy(nsegments * page_size) o 4, WIRSTFFRIB B ASH J10, NITE386
AT AR OR ST I e R R DX R/ N9 40K o U 5iA B B KD ) R BEAE AN s R 1 {6 P — RS R B -

WFRREFIRAAN T B/ e, B e P A BRI R B i) 1B 0L TR SR RE PG X RN,
MR IpIER: MRTTIEEN TR R X, wAERKEIEE T o 2 Bl — MBS X ARy R 776 -
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T 2 5 B A Y B R RS, ARYE T BT A B AR E AN R o FRF R T BRI (R -
ST MEERI RS, XA E BN RSX:
bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload -> bus_dmamem_free

KT NIREHRE PR G st 25, HF BRI RN X .

24 4 Fhbus_dmamem_alloc ()0 ML, %33 Bl 0 el P O e LN N AT T
bus_dmamem_alloc () F s F ) —4F « XFRENL T AT DAARIEEEAN G2 10 XA E R — A~ B i s (BRI [l 8 ]
DIETIERE) |, I EERESLAIHIT GKIZEA 2R EIEINPROGRESS) o X FRIE LT B JH K%L T 2B R
SRFY L .

AR

REBEERE AR, WHERER, EREEMIOERATIE. KRGS WRALEZ MNFEXSE, WS
EAHE MR —MEMFENEIRDEE (SRR FFALA FIRE PR B — MRFIER -

LN R P X 2 fbus_dmamap_create() QI ABRETRS, FT EARIRERER, BRI AUREUS AT It
S5EE REHTRY - REBEERG T AT
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s = splsoftvm();
error = bus_dmamap_load(
dmat,
dmamap,
buffer_ptr,
buffer_len,
callback,
/*callback_arg*/ buffer_descriptor,
/*flags*/0);
if (error == EINPROGRESS) {
/*
* PUTOEMRIELARFRSEIRNED.
* EABBREZFNINIT T splx()Stsleep () A LKA,
&
}
splx(s);
}

AT SR TR T I 5 Al

L S g BRI R DG AORERGER  (FIANCAMIESR) | T A it — 2 A B RO B K Eh
PP A S, FRSEHRES ﬁwﬁ'lﬁ?k ZRAFERZBOMNIFEL « HTREHEIER, REEER
PAFI ERITERSERA BT RER DM EF

2. WARIERZAEREOREIN AL (FIINTRRE ERGRIETEER) | WHEEZWXKERT LiER
BhriE, HER tsleep(). F = EIHREH ML, TR HIUTAEHARERIINE . WRZE T FP
PR, EROZA M MEEEME . FEXFOTET, EEREEE TR LRLE (R BT AT
Ul) BB TR ARG KSR AT P A A B - [EIRSERL Ja, TRV e Rt BE B A A7 i ) BEECE AT
FrE BIAL 2 -

10.7. DMA

ISAj5\Z%HiDirect Memory Access (DMA)Zj@IDMAEHIEE (KPR LREA] HRIRA, HXHARTCRA
1) SEER . O T ELLETAISAS T R E, SRS AL A R P R B P AEDMASE I 25 P . 5B
&, FreeBSD f2fft | —E %Y, iXLE AR L EDMALR HIZS i) ZERA 0 i s AU BN AE R 1 e f -

R AR IR AR L L B BE AR & - ERPCLE A0S & —HE, AT E SRS S A
ik EAIEIEMDMAZRISHHEE  ME—FEREEME . FTUOI TR, EIMEEGE I MDMAE ]
fre  EERIKANIEFES, RSIDMALE SIS I MAE—E R BT A 40T R EGE — P DMAEIE )
TR -

void isa_dmacascade(int channel_number)
FrE #— P RE B Mg SRR TR - M E B SEFRS, AFEZE I FIDMAKE S TR L -
TR AR R, BEIERIMAGE 2 . IR

¢ int isa_dma_acquire(int chanel_number)

PRE— P DMAEE o AIIMLBREO, AAFHEE SR B B € IaEh e P IR MR EIEBUSY - K ZH(H)
ISwa%%‘BTﬁE#\%DMALJE PRI R ROE A BB s B A SR BEIR AR D AT XA ER
B2, BRBMIDAER - RAER, N5 EEE DMAFFERf Zpanic .

* int isa_dma_release(int chanel_number)

FERSE B OR B FDMAGE TS « BERUEE R A ATUNEER IEEIEAT PR % (5350, BEBUEIE R R &L AN EE
B AR E ) -

* void isa_dmainit(int chan, u_int bouncebufsize)
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7B R B (M RGRR I X o ESREVR PR/ NANGE IS 64KB. LUJE, ANARMEHEZ M XA A
SEYIEELLE), BOBMISA  BEA VIR FILE, sUSBedKBAA S, N BEhEARHE KiK.
RS AT & A mgm X (B4, B bus_dmamem_allocO)ZECAOARLE) | N AFFE
Fisa_dmainit(). {E{ A% 2 iksdid DMASE il 25 (& L B HE 2 AR U7 (E

+ chan-HES
* bouncebufsize - LIF T T [ i X AR/
¢ void isa_dmastart(int flags, caddr_t addr, u_int nbytes, int chan)

HEf R BHDMATE B o SCPRJA Bhi% & _ERRHZ BT R F B s B R EDMASE lES - ERES T X ER
TEEER) HAEISANTFEE 2, WRARN B EH S 5H X « IR EGREITIX,  (HRGREITIX
S Hlisa_dmainit() iE, B TIERIEEA/DAG R, MRS panic. FiER B MR #HZ%
XEEOL T, Ef B ohPs DRI i [X .

o flags - (T #EHD, HREHESERAIBRIERIZETY . J515(iB_READA] B_WRITEH f+
* B_READ - J\ISA 4k 5 ] 77
* B_WRITE- M\ NFSHISAR % |

* BRAW - U5 ENIDMAEHIZS R 2 C &M X, HAEGTMS R BEHURLEAD, BFREE
e —%im X (MR, JK3) BRI REAR &R A — MemZ AL & X P rokds) - Rk
HIRE, ZHEOVS—IRIFRAR, AR N —IXEHZE LA isa_dmastart() . HAEAN #
PR B o X B FHB_RAW A S -

+ addr - B X b hE

* nbytes - GPX KR MAVNTET64KB NAVFRENO: Ky DMAFEHI SRR 2 F## 7 64KB, TN
RIBECHEE B0, M EFE AATTMARCR - N TEESFTMETAER, KELFANHEEL,
R Ll E B Rz T - TERRERILT, & — DA -

 chan-3@ES
¢ void isa_dmadone(int flags, caddr_t addr, int nbytes, int chan)

WERIREEETRE. FEANF . REEHRGRZ M X EHRIE,  NPRAEUE MR M X F5 TLEIJH 1R
ZiMIX . 285 isa_dmastartORMHEE - RIFEHBRAWIRE, {H'E— R A& NHisa_dmadone() -

¢ int isa_dmastatus(int channel_number)

AR [5] = i R R TR AE isa_dmastartOHitE TB_READIUIGHL N, IREIET —EA2ET
Z o EEE RN TS ANEMIIERM X P KE - EXWHAERERSRE SR T e i
REIF TR WRF TR0, MR AT HER R -

e int isa_dmastop(int channel_number)

JBCFF = R R 3R (B3 R e e ) 7 1T %

10.8. xxx_isa_probe

X BRERI A R EAAAE - ARG SO AR BLER RS (WPl N7
k) U E BT AL AT R IR R SR -

MTEREMEL, WRAREIIENLE, S INEHE BRI, 08 R AR H A R, R 2R E]

—MEERER - FRREAN FENLIOREE ENXT0. HABEHRE fERRHAb S - Talifi(E BkE
AT o REEERANE PR E T FIRAD -
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XXX_isa_probe

HPnPR & SRR MR O R TUREE - flan, NESKSER R 2 RHRAE O MBS 0 - i
P SRANAE FERRF TN - ARG RE R ER A E RIS R AP RIS S (el SR [EI0fY B EhEE
FPEERAEPLER, BRE-IMHRK, RE-2HEE, &%) X, (R0 s ficeishie
FRabBE (HCR S NERGIRE S SRE-1) | TWFERGSCRE AR & R e e B (R R
MEIEEFIRE0)

BTN TR o softcl RETE R BIRE Z B0 BC 2R FRINFIREREERR, MR AS D)
BOHPEC - ULanR I R, SR L PRIERGE o BRI R E R rE IR, Bk
BE T A RES R IE AR AT 2 HBOE B - nRIKNALD) 2R, #ORTF B A GURAFHAELUR 5%
fIfE xxx_isa_attachO). HARINEHREFFIREIT(E,  BUABECRIL T RIS R & oA H L E B IR & 90
e Htixfh BN RO AHERERRERTAE R RR, HERZNREEER FIREPERTETEN] -
Zixxx_isa_probe() iR [E|0F, FERBIFIREA B — NFER, MEFMHRENINE) B R = X -
EAEBBBRS FAERLRENEOL T, VIS PR GIGIRER (B 0FNE IR A PAT Z 1A CRFF BT
I8 -

B LU & R PR TE ST 18

struct xxx_softc *sc = device_get_softc(dev);
int unit = device_get_unit(dev);

int pnperror;

int error = 0;

sc->dev = dev; /* HEEEE */
sc->unit = unit;

R REPNPI A « RRERIEE — N EPnP IDFIRAIRIATHY « 3% 65X PMRSIREF SCHF AYPnP IDAILL
AT AT LA H A R X SEID R % & B 5 FfA -

pnperror=ISA_PNP_PROBE(device_get_parent(dev), dev,
xxX_pnp_ids); if(pnperror == ENXIO) return ENXIO;

ISA_PNP_PROBEFIZEEAN T : AIRF (& HIT) BURBIENPAPITE], TR EENCENT « AIARH(FE PP
TE], EATERIDAEER ) £ —1D, NEREENXIO. 5, WRBEAEFESCRPP HILECR ) —4
D, MER[E0, F HHdevice_set_desc() N FHBUE 2 TR TIRE -

WF B BN R P OO R PP &, MIEILE R T

if(pnperror != 0)
return pnperror;

X T AR PP IR SR P ANTE AR, RN IREh R P 2 B82S 1) PP IDR, HUNFRAEPnPR HifHS
1BFIENXTO .

R GIREE 2O FERLEDRIEIR, WI/0MAS, RAIMHHNR . NPT ARBESE, KT
A fER BN A AL TR - PrPix& i) A BIRAEPIP 7 RAGHUCINE, RRESEFAFEHCK
BWEAT-

BHE VISR ENRDEEMER S - REFRLEREATFNLE ETFFHTREEAER (RE
PNEFTE RS EHRRNZRE) « B EIE Bl 12 HSm 1A (E:

sc->port0 = bus_get_resource_start(dev,
SYS_RES_IOPORT, 0 /*rid*/); if(sc->port0 == 0) return ENXIO;

Hei LA R AP AEsoftesE Ry, DUSRRERGEA « i RBEEH MM SO, WIS RE A B S 218
MITCIEEARZ - RBANERE] wwH, MWHREFHRAIA . M5k, —SaRehfer A=, ZXEm
PrEFRERSRE, -
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% 10 B ISARFIKENIE T

IR, MOX LA E NOZ AR A identify OFIRE - (BRIHER — N IE S A HR WA A7
Heprobe OFSERLELT: QIR SXMPER ik — L EL b BURAS & A - IR BIARILHEAT sensitivefffr. B
VR E AR, RJER Hibi . [Hidentify OFIREAEFTHHNZA $AMH, HEENAS%EBBIER
BEHATREPALIX LR -

WIFE, AVERIRGN O USRS E R 040 (PPN | Bl NEERESUHPEEX M
,%\ °

5 S BLHF G — v R A A (FRpk(Estartflend ER UL “FEIF A Tl iTbus_set_resource() #E
HIARLE(E” )
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xxX_isa_probe

BUAE AT LAV (] 1 BRI B AP 2, Bl It el DLLLE M s 5 A BRI B & B S B T E R
PREEAEH R - GERBOH, MR AT REE b A A AE X Ml B, S Mt EARAIE %% -

KN B EE R FIRE A 2 B P A TR R E o X Z RTEA T BRI AT IR, R
DADELAYOSEHR - RN FIFE LR IRAREK ASER , R LRIFTE SR AR N SER - SRR & AT
IXEIS EIAMESL, AT AER & AR L E SR, VR LADREEER, HHhE B RIRRES, A& —
SLRRSNS (R IR ER AT 4. RUE BUEDELAY OFE (R HLES EARER I RCR Y I e, HEERACPURIAFE,
BERREOE R —E HIREMRE -

ARG B AR E TR B AR TIE, EF IECEFHRN W . (EAEBOXHE -

HHAGT BT Z IR & BIBETIZL S, pREL xxx_probe_ports O AT RESLEIR&HliA « (B AR A — s
T, MR LIRS R GER . 9%, X PaPiltd, PP R BN EHNA -

BRI BIFR R = 80 SO R L B A A R X BT R BRAVE R, BCE BRI - B0E - AR E
E— MR LRI - FRNEIRER S R AT AER AR AR, XSG EE R FIRD G, 1 TE
T AT LB A b B 2 R I R R A

N IERT DAEENRXBCE SCIE IR, BRE N R R L s v] LIRS R I BLE R Ao P HUCECE - iRW
MEGERTAT AR, AN WRUEY mTREA P IRBE N X ECE SO H B Bk, (B ARATTHLE
HOETH2, MR ALBERZA . — P SKBAEIT AT LX)
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% 10 B ISARFIKENIE T

KM, RE S EIRQFIDRQT FH A B R -
WR—YBATIER, ARG R AR BRI B A -

BE, BT FE BRR SRR E AR Bl TR AR 5. softcs B 7E £ 28 AT
BB, BT R MR R E T B RN BRI #R T -

XRSEREHIRMBITE - BIRABBAS M7 5ER, R EME—1 Wb, HERATEER T H A
F:
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xxx_isa_attach

10.9. xxx_isa_attach

LSRRI GIREIR [ ) H B AR GRS D IKENIE T, MIERBITE 71 SOR IR P SEPmER B R 5E - N
REMBIFRRE | MEEEGIREE BRI ALTsofte, WEEHMFEMFIREIRE - R, WRE
MGIEE sRE0, TRIREMIEIX M HERBIRER = AR R AR Ao - A SRGISRE A (E, K
NP AT REAN 2RI -

WRAINTERL, EREFIRRREO, EHINEE IR -
EERBITE AR SRR GIREAR L, K — Lo AR IS — RS R E+ -

RGP ECFBOE BT TR BTR - T Y DA A W IRIDR B AL OB, IR BB AL - Bl 1A 2R
MERECAELE T TERREGE, R ENREESsoftedh - IRRMFIRRE T T —EHn
BERIBEIR, AR ERROE (EFEHRAIER) -

DMA% 3K 8 (DRQ) LU BT AR S HE - T isa_dma* O eGEURHATHIMAIL - Hl40:
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% 10 B ISARFIKENIE T

isa_dmacascade(sc->drq0);

T E SR (RQVE PR - BRT SMECLASh, EBNEERFRPITALIE BB R Y 5T R - 75 EHISATKE)
P, HAGIALTETGE RS ERRFEHITT . HAENRENETF, ZRAE, ElfEE
R g softcffgt . — MREEMFFAET A EMsoft B SN ELE, Msoftc UG BITSRE S, MM
HIT S B softefR RN - [, XA~ A WERAT AR SLNNARFELRS —, HAreilt=R
B BPERREHACHRN, EE DEMEMESEERERE, mMeEf] ZEm Uk ERRAINEhE
FPARH -

RN TR 2 S A FFEATOMA, X RN TE R 2 #2 HiA 7 2050 B
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xxx_isa_detach

SECT AR RIBIRIE, BN HHIAIL - Wt LA REE I BrE e, BRREATE/EN -

BT RG0R B EEH & EATEN R GI R B RN & A - B R IR SRR FPARST B — 2250 TR A 0l
SMER, HRFTRER, BN

WRYIA L GIREBENEM AR, BUOREHHR Z HITTENE RE L. -

RGN SR — PR RS ERBAT IIIAE T R G0 - SRl IX D PIRAE T 2R T I sh e Fr A 26
B FRTUCE . BRIA . W4 A . CAMSCSUE AR & 4555 .

WS E B TAEIEH LR E AL

Ria, WEMTFHEI . REERRET, A BRN S B A . BRI — P H5L. githsoftefiibsy
FATZRREA, FIEA] REHR R B T LR R B E TR -

LR IR 2T -

10.10. xxx_isa_detach

ARIRENRE P R X KA, HAKEh R B 5 o T sk, ) AKEhAE i B BRI RE ST - AR
PESCRF IR, IR MRE R R . (BISAREASCRARTR, X MR TISAR f AR &
o HEINETFORED RSN AN, BRZEIT EE BMANNERERF =2 b £ RS0
FTEOL T A BRI JREhfefr, H AT MMHEEER, XEERERE I 5o ERE FL
NMERG - FH—NEREE AR TN EARIKEF K 10 S EER LT EZH A EHRME -
THREIRENRE R — BB AR IE, AR SR T A RPLE L5617 OF YRGBT TR afi=iix
WRADBALFR) - R, HTEEEEE, SRR EGE-

WRAENIE RO S, RS BIRRIRE0, TR E R -
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5 10 E ISAR & RN fP

7 EPBREEENER . ZMKE - EEE R BN N 7RG E - IR E SR EIT TS,
WA E W NERE: TR B B RIS AR AT 0 B - AR IR TR E N T RET
S 2% P B RE T AR SRR FPAEE BT - 38 5 1 5% P (BA PRI 0

struct xxx_softc *sc = device_get_softc(dev);
int error;

error = xxx_detach_subsystem(sc);
if(error)
return error;

N2, WANEFF] RER BB AR R A — B PR - AR IL AR R E TR R, ZEFHDMAEE AN
T LOBE SRR IR N AT « X T ARSEBIRFFM S, X IER KA GIREAT T, B RIKEhRE T A aiE
K BIRE, BATREFHHEMALT -

XxX_isa_shutdown(dev);
BB E BRI R E A -

xxx_free_resources(sc);
return O;

10.11. xxx_isa_shutdown

Y RGE R AR ARG - B R AR BRI . N T REEUSAR & S A2
PRENME, WX REOFERIELT, HNNEEHERDN S WERIAL - BF S &0y
B PPRRH, UREERERFREFRERSQNE (S TREERAE RBMERESIER) - R/
ZROUT, RS a8 H 2 HIDMARI i, FHE LR AT R e fd MFER - BB ERGRTRELE,

R FA TR AL -

10.12. xxx_intr

HEISR B R SR BRI 2 VR AP T B pR R - ISARERACRF it = (RERFIRIG LIS
PRI SERR Ean R AP B R B A, JLF AT AR (S R W ok B HCisees « ORI, AT A B s R R 1)
& AR e AT AR - IR, I B RN R[]

ISASRENRE PRI E R B & T S1ENS & - WAECEKST, = WHbus_setup_intr ORFETAKENTE
AR 7GR AR EMSE - RIEHNE, ERYRIGMLEN softcfiFatt . Bt rhiiat 3K
HOBEHE B T A6

static void
xxx_intr(struct xxx_softc *sc)
{

EisfTAEHbus_setup_intr ORI RASHIEE  BIFWTIICHR L - XEIREZHITE H ik R XA+ i
AP R HAE AT -

TGRS, TR GRS AR

while(xxx_interrupt_pending(sc)) {
XXX_process_interrupt(sc);
xxXx_acknowledge_interrupt(sc);

b
PR A P R RS R 1808 BB R, (EANBEIR FRIT RIS N, JRE I RGUM BTN .
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ARERf 18 FreeBSDIy [ 4PCLE 2 R 7 9w 5 I sh R P T L ROBL A

1M1 17N 5%
X LHIE BR 2 TPCUA R AR Qi A I R B % . BB INEkikld 2 B2 m b —4 .
11.1.1. RBIRENFZFERRB(mypci. c)




IR ENRE FRIR S (mypci. ©)
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RHIIREN R Makefile

11.1.2. R_EIRENIEFFAIMakefile

WERARF LTSRN Makefilefg A—PEZ, IRATLLEAT makedg oI eiiefr . 0F, IRATLLE
frmake load RFYXahFE A4 E] 4 B IEAEBITHINL A, Timake unload ] 7E3E 85 I EINENRE T «

1M113. E3HF

+ PCI Special Interest Group

» PCI System Architecture, Fourth Edition by Tom Shanley, et al.
11.2. Z4FIR

FreeBSD-fy AL S 1 SR BEURFR AL T — PP [r] 06 R AGHLE - JL AT & #REMARIMEL (PCL, ISA,
USB, SCSISE%E) MIEZTA, FHiXEida& FEMATCSERIERE (FIanNFE . Pk, =E
DMAJEE) -

11.2.1. EthibEF1Fes

F T RPCI% & s FH S-S , REEZE MPCIEL B 23 |A] 7K EX Base Address Registers (BARs) » $EEUBARM Y]
PCUE S8 HAH T H S 2 AE R £ftbus_alloc_resource () .

fltn, — A IR EhRE P AT BEAEattach () pR B A LSRR AR 7Y



http://www.pcisig.org/

118 Pl &

FAEUFF AR R A AEsof te g5, LMELUSATLUER EATRIZ&EE A -

IRIGHLRE S IX LA Sbus_space *#y—iL RFEEFTFE - G, WIETFATREE ST AHREER
e, FRSBUR T R e B 17 3

KU, FTLUH TR S 55 45

IXLEPREGLSAL, 16 A2 AIRRATFAE, VR L AHR I H] bus_space_{read|write}_{1]2]|4}.

FE

@ 1E FreeBSD 7.0 FIEE F A, 1] LLFH bus_* pREisk (0% bus_space_*. bus_* pREUH FH
ZHUZ struct resource * 551, AR bus tag FIAJH - JXFE, AT LLKF softc it
i) bus tag 1 bus FIFFX B AR AR E A, K board_read() ME(NE -

11.2.2. AR

P 442 FROR 53 BB PN 7 B BL) 77 2T R R SR RAD AT - 58, AU S IEIRQETIR, A
JE s E T A PR EOR A BLX N TRQ -

IR, K B#&FattachORERIFI T H I EEGAME -
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ER BRI B HIRE R AR — L0 . R TSI & 1 R T i, HAERF R TR —
Hbus_teardown_intr() RE|, {RELGE/REIFECEREASEWAR, FEMERREEHITT X4+
W Zb PR AL LR FE AR C R B o BT L BRI AORT DARERR, 8 P L pR BSOS AR DU RES A AL A B R

11.2.3. DMA

ATEEF, REMATHLERMA M« AHEXEREEE S 552 FH]bus_space_dma*()pR%L. = FfT
X DU FRFERTARS, SXBURLATRER KA - SR, H ATAPLEAWTELE255h, Fit—H Ef1EE TR
Ja . BN — TR AR AR T T -

FEPC L, 8T R FEDMARSNE 1% L AT BB e Bk, PR FreeBSD{f Fl EEAUN 773 H AL R I
Ik, XA . EBHE, B REL vtophys ORTLIFF B A -

SRTIX R I p % fEalpha A SA—1E, 3 HEATEIERZRE—1 Fiyvtobus ORIRREL -

11.2.4. BUEN B RIR

BiHattachOME D ECAOPTE RIRAE R EE . DAV NMOEIR, B RIS 1 N 2R UERH 2 BCAR L&
IEFRRRE, XM IREIRNAEF £ Ia RETIR AT LAGER -



£ 12 5 B 1A10] 75 7ASCSIHE 8

4R FFM : Murray Stokely.
iE ..

12.1. &4

RSO B 1 % FreeBSD TS A ARENRFRISCSINUE KBN T A, ASCRIA R 15 B MLl FIEN R
.

* ncr (/sys/pci/ner.c) fWolfgang Stanglmeier and Stefan Esserfg 5
+ sym (/sys/dev/sym/sym_hipd.c) fiGerard Roudierdg 5

+ aic7xxx (/sys/dev/aic7xxx/aic7xxx.c) fJustin T. Gibbs#R &

FIMCAMECTEA S (1EF Justin T.Gibbs, [IL/sys/cam/*) Faffsk . = —LBfRi ik dof th 22 i,
Ff BFEZR 2 M Justin T. Gibbs fCRS A —F R EHUFRES,  FoRFHARC # “recommended” .

A LA RS B2t AT - REBI G P ESREAT, HH FRRREBEERS, BENRAE
DT - SXAEE R T LI B i SRR RS - W T BEIEMAEhIER, HE TR REE R,
FH FEMERe SOSERE AT THE, W TSN 2 Rorr) BSRRE, sigal e
H & & TR EABE T o EA SRR R R MR 203 o X LR H DO BA A FRIR S
BEnEmAERRI . EZpE, BESPMERTSEE T, aFEEET, AUERENRS) B
FhikEl .

12.2. BAAERMEEM

CAM{R I 7 (Common Accessethod) « T LIKSCSIA 3 T4k /OIS - XV HHT A% &35
PR AMRHIL/O MR OIREN TR S BT IR AR 7 R A3ISCS L+ DB /S AF T ECA 1445
LR, XHREIREEE RS R SR N/OMATIES (SR . XF, WAREEN
ESL

© SPENREIER - ShER A (RGEL, BEWF, CD-ROMEE) [IKEhiESy
* SCSIE: IRHR(SIM) - JERERII/OE 2%, ANSCSIELIDE, MIEHL S LS E N EN TR -

G R ANENRE P NOSTRMUIE SR, R E A 185 e Jy SCSIn & 73| H-1F X LESCSTf 4 %3 3| SCSIz 15
PR SCSTHE ORI SORHX an & ffidsn SEPRfEMF (BE Qo RSEPRAEF A RESCST, T2 FIANIDE, M5
X LESCSI 4 L Ao B (1 native g &)

BT LB VSR 2 Y 5 SCSUE LSRN RE T, L AL T AR A ] 5 W SIMEK £ B2 2% FE BT O % -
SR A SIMBR AR P 75 2 EL 18 4N RICAMAR SRR S5 31

#include <cam/cam.h>

#include <cam/cam_ccb.h>
#include <cam/cam_sim.h>
#include <cam/cam_xpt_sim.h>
#include <cam/cam_debug.h>
#include <cam/scsi/scsi_all.h>

B SIMIREIRE - AU 58— MBI R ICAM T R GUEM E B2 - IXAEBRENAE ) xxx_attach() R £f
(BLAEAILLR ) xxx F T ME— ABKENAE - 24 7RI ZR) BAMRISEAL - xxx_attachOpR%LH 5 I ARSUE L B
SHECEE WA, BT ARERXE R -



18 FH AR5 1

XTI IR TERL: BRI ELS SIMKER 11E KA
struct cam_devq *devq;
if(( devq = cam_simg_alloc(SIZE) )==NULL) {

error; /* —LELMIBREEIRAVREE */
¥

Ak SIZE REATLHIASIFIR DN, EREEESHIRAEREE - & SIM IKSHFRFE SCSI R _EREWIHATLL
HAERIEE - — BT LA N A E
SIZE = NUMBER_OF_SUPPORTED_TARGETS * MAX_SIMULTANEOUS_COMMANDS_PER_TARGET
T AN THISIM B HHARFF -
struct cam_sim *sim;
if(( sim = cam_sim_alloc(action_func, poll_func, driver_name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devq) )==NULL) {
cam_simg_free(devq);
error; /* —LEEIRAIENE */
b

ERIRBNTNRERIESIMIATF, FATHRAL deva, PINEN TR ETEIEMEMEMER, mWHEREIET
NNFF -

UASRSCSIR B Z A SCSIE L, B H AR EE B E /Y can_sim 4514 .

—MEBRFEE, WRSCSIRA AR —4SCSLR &AL E A M, BN RFE— | devabitgib &4
SCSIfE2k? FECAMCIEITERE P28 M E S0 HE— ™, ISR AMEE %k .

+ action_func - FE [ IKBNFEFF xxx_action s E AT -
static void xxx_action (struct cam_sim *sim, union ccb *ccbh);
struct cam_sim *sim, , union ccb *ccb ;
* poll_func - F5[aINENFEF xxx_poll() s AL HIFEET -
static void xxx_poll (struct cam_sim *sim);
struct cam_sim *sim ;
* driver_name - SCRRANENAZFAIZ T, BI40 “ner” B “wds” .
* softc - FR[AXNSCSIR IR T RN FR A FFRITEE! - SX BT LS # IR Bh AR 7 R IR FAEHUR -
* unit - FHIZREAITT S, QN THEGIEE “wds0” B AT R 0 -

+ max_dev_transactions - JTFREAEF N ENSCSIHFRA ekt & (simultaneous) EESSEL . XME—f%JL
FEAEETL, HEIE SCSIRA TGRS tAh, WRPNEFHFEHIT N HSHIFENES S — 5
%5, ALV EAEE N2, BLIPAMEESG IR E 2k .

+ max_tagged_dev_transactions - FEFERIARTE, (A2 EFREREIT - FREESCSIER & AR EZ N HSMT
R BPMES BT DE—IRE, HEAERNEE . YIRETHFEES, © FERERRE—
AL, XPESCSUERLE: (FNAREhART) BREERIE WP FESSENK T - WS BRI ER KRR
& o ERURTSCSIERLERHIRE

B TATEM S BATHISCSLE AL RS K ER AISCSLE 4 -
if(xpt_bus_register(sim, bus_number) != CAM_SUCCESS) {
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5 12 5 38 H V5[] 7 IRSCSIE 8%

cam_sim_free(sim, /*free_devqg*/ TRUE);
error; /* —LEEERAMIB(RD */
}

WREARSCSIG Al — Pdevaghitly (A,  FATRHHEZREENREEZ IR, BORHE—KEL) |
NS %S SZ&N0, BNSCSIF EEREEN AT AFRS . FREEFE € H CRM i cam_sim45H .

X ZJEHA B fIES 5E 2 E R EICAMALE - HIAE devaffI(EF LI E 77 FEFTE LUR MCAMA i i FT A
UUsimAyZ &, devad] LIHESH -

CAMIyiX S P s fR (it THEZE . HUEHMRAKRE (SNMEKENER) . AUk BINEREREEF, T
LR HCAMT R2E0A S - ALMIRE) RFPER AT LU SRR oD A EIR , X AR S i A A et
EH BB -

XFPEAER)— N T T RUE R EE AL . BDFESMEMLL “path” T X BN ER AL E - BIre
EREM BEASREITES OB R L . HINESOBRET URER RREHES (X%
&), FOAEEEERE TURER GBI FIHITR, AP 2 #deallocateti REE—E3%) -
FEAEMEZ], AFEPEEIRES, shBSEREERELEN, REINESSEELERONTHE, HHXMT%
AT REAFAE A — D RIRUE RIS AR AT RES R NN AT - ST RAEMEN, BINTEELAH/EL LF xR
AN FBECAT AL - IXFERA TR RESE ATy LU S LB M B ORI TE, B LUS N 1 R

struct cam_path *path;

if(xpt_create_path(&path, /*periph*/NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM_REQ_CMP) {
xpt_bus_deregister(cam_sim_path(sim));
cam_sim_free(sim, /*free_devg*/TRUE);
error; /* —LEEHIRAIENRRD */
}

softc->wpath = path;
softc->sim = sim;

IEWRETE SR, BRiRETE:

© SMEIREIENEFFAIID (BTHRA—MERE, futht =)

* SIMEKZNREFHIID  (cam_sim_path(sim))

s XEHISCSIEFRE (CAM_TARGET WILDCARDHUE EFS “FrFdevices”)
* TiXEHISCSILUNE (CAM_LUN WILDCARDHGE BEFE “FrELUNs”)

WRAENEEF NRED X DR, ERAREIER TIE, BUAEELL T BATEPR (dismantle) HB4SCSI
S5

FAHEsoftesh iy RAFBAZ TR LI LUE (EH - X ZRBANRAFsimiE (BRE I RBATIER, MATbiE
M xxx_probe();R I ZFHE) -

XA B R E SR WIA BT R 2 — 0 - O TIEFEBHIERT R, L8 T — 1.

KFFSIMBKENAERY, B — MFIRESGBRIIEAE: (I BVREEEOA AR T « XMER T B SX %
FHISCSIH R AT RER MF LR - BILFA] J9iX N EEAF A CAMEE— B o Gl i X R R AIE SRR R
CAMFEHIER | ICAMEE, ERsGBEIcA:  (FE: 2F PRI RISAES)

struct ccb_setasync Csa;

xpt_setup_ccb(&csa.ccb_h, path, /*{L&EEK*/5);
csa.ccb_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST_DEVICE;
csa.callback = xxx_async;

csa.callback_arg = sim;

xpt_action((union ccb *)&csa);
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IAEFRATE — TFoxx_action() Flxxx_poll ) HISRBHERF AL A, -
static void xxx_action (struct cam_sim *sim, union ccb *ccb);

struct cam_sim *sim, , union ccb *ccb ;

M RICAM T R GEHIER RIS LT « Simflfiih 7RSI, CCBYy  iHRAG . CCBAEZ CAM  Control
Block”. ERIREZHFE LHIKIEE, B NEFIARKLERUNESHASE . FrEXLLFRT FiEE2E
NFEERPHICCBLHEL . (B X —BOMRMER, EBT5%E30)

CAMBR ST HFSCSHZ i 25 TAET &% (initiator)(“normal”) - #x, 3CHFSCSIEHIZE TIET Hin(target) (L
scshisg) fRat. X)L BATRB RS L EBE G RATED -

FEXT I EERZE (Ma)igul, 7718 SRujRgE i sime A HEdE
+ cam_sim_path(sim) - }{f2ID (&0 _E1H)

¢ cam_sim_name(sim) - simft] 4% 5

+ cam_sim_softc(sim) - ¥g[ajsoftc (RBENRRFIEEIE) SRIFEE

¢+ cam_sim_unit(sim) - IG5

« cam_sim_bus(sim) - J42ID

AT IRA A, xxx_action()A] LLFEATX L pR AU 2] $IT 5 FIHE A © fsoftc B FFRE -
TERAIRIIPAFAEAE ccb->ccb_h. func_code. (I, 8% xxx_action()f— K AswitchZH A

struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
struct ccb_hdr *ccb_h = &ccb->ccb_h;

int unit = cam_sim_unit(sim);

int bus = cam_sim_bus(sim);

switch(ccb_h->func_code) {
case ...:

default:
ccb_h->status = CAM_REQ_INVALID;
xpt_done(cch);
break;

b

Mdefault caseifAIFRA AT AIE S (WRIRIRMGS) |, @mLHRER #iXEF| ccb->ccb_h.status H,
3 HiE 1 Y8 xpt_done(cch)EEE -~ CCBR [H| E]CAM A .

xpt_doneO)AA M xxx_actionOH i Fl4anl/O1E K] LITESIMARENFRFF /S E HSCSHE 28 HhrHE
Pho (4 BIEVOIER? ) RE, HikEidlpost) —MHEHES, TR HIERAALIE B L5,
xpt_done () A] LM Iy &b FER 51 AR A R A -

SKPn L, CCBIRAAZ DI E — MR A, TR EFEMIRE . CCBHfEi@saxxx_action()filFE
A, HBUSIRAS CCB_REQ_INPROG, FoREIEAEZEITH « /sys/cam/cam.h Fiig SCT HERAKPRSE, €1
ROZREAEFIERMFORIERAPRAS . HHEEBRE, RELR LR —PHRESE (ko) M—Largg
BREOREEIN 2K (D BERRAL (i) # “frk(bitwise or)”. #2SESTELUE BiFE4MITE - SHENTHCER
LAFESE IR BT (Errors Summary section) ] - A REAIR AR A

* CAM_DEV_QFRZN - 4 GPFHICCBRY,  fnARSIMEKENRE FPAR 2 — ™ EHER R (Fan, XEhARFe SRR R %
BE R TSCSIY) |, BR Y HIxpt_freeze_simq() 74k 1HRKIAF, IS A AOE AR © APE AR # b
HAICCBIR [ HICAMEAS, SR J5 7 (Al A CCBSE B X TR i F xpt_done() o JXPMHTFR 2 [ 1FCAMT
AYULEENRE WEUREA -

+ CAM_AUTOSNS_VALID - ¥Sii%s REEHESE, HCCBH % BHEFICAM DIS AUTOSENSE, SIMIKZ
2P W BN TREQUEST  SENSEfr & M i% & fililitsense (FBHERGERE)  #E . X2l
I, senseHUHE RN Y B R AECCBHT HA% B L IEFR -
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* CAM_RELEASE_SIMQ - (L) F* CAM_DEV_QFRZN, {EFHFSCSIfEHIZE H 5 HAldl (BB FIFIL . e
WPEHIZRHIFTR IER 2 Pixpt_freeze_simq() {1k . SIMIRSNFEFF Se X FdBRIE DL, HoEiDIRESE T
BUBEARAICCB JEAICAME , {22 AT K 2 WEHE D) -

* CAM_SIM_QUEUED - §SIMf§—> CCBRAFIEREAFIIS B L B UL bR (Bl CCB HPAE AR |25
CAMI Z:45) o BIZELLBPRDV R FECAMCRS R T (6 A, BRI H i) S0 T217) -

B action O RVFREAR, B BERE - U5 ETE [F 20 A0E I VRS SIMBIL & BAF R ZERL - BR T Rl
REEERRSN,  CAMF REIRMAL T pRExpt_release_simq()F xpt_release_devqO)FREHFEMEIRINS, THA
F CCBfZEEICAM -

CCBLHREL &4 T F B

+ path - FE R EEIZID

+ target_id - iR H FRi% 1D

« target_lun - HF{i% 4 (JLUN ID

+ timeout - XM & RN BIFE, DAZ=Abit

+ timeout_ch - —/~ > SIMIR By T2 /7 A7 R IS (b FR R EL I 77 (B 2 BT (CAMF R 5% B B I A I EAE A1)
+ flags - HRIERAEA B

* spriv_ptr0, spriv_ptrl - SIMIXZIFEFIRERARIFE  (FIansEEH|SIMA SIS SIMFVE #HIER) ; 52
BrE. EAMERECATELE:  spriv_ptrofispriv_ptrLEA %A (void *), spriv_fieldofl spriv_field A%
Hlunsigned long, sim_priv.entries[0].bytesH] sim_priv.entries[1].bytes>y 584 B E A A/ N—5
HIZET R0, sim_privibytesh— N (% A/ NS

FEFCCBRISIMANE F BB ER N ENTE L —EEE XA T, HHERSREF P HEAXEEE X
HIZF, BB T EDXAE:

#define ccb_some_meaningful_name sim_priv.entries[0].bytes
#define ccb_hcb spriv_ptri1 /* BFEEIEGHEIR */

BROH LA & R AR R -
« XPT_SCSI_IO - #71/0%E %
HX&rccbffy“struct ccb_scsiio csio”sSLff| [ T2 - BAITRE:
» cdb_io - (8] SCSIfiy & L2 P X IR EL R ih X A 5
+ cdb_len - SCSIf & &
+ data_ptr - SR EIRE M X FEE (MRERASEVETEER—R)
+ dxfer_len - FRf& i ryK 2
+ sglist_cnt - 735/ 8 B AITEL
« scsi_status - 3% [5]SCSUIR 25 (1 77

+ sense_data - 4 iREIFHRAN (RFFSCSI sensefE BRI GXFMEL T, WFEEE #ECCBRIEIR
CAM_DIS_AUTOSENSE, NI ESIMIKEHFEF < H 555247 REQUEST SENSEAF4)

+ sense_len - ZRX K (QUERALTT K Tsense_datafty /)y, SIMBRENFEFALAT H MR AEIME)
(B —mHEh, 2HECRAE)

+ resid, sense_resid - {4 R EHE G HIEISCS sensesR[AEER, MIEA] BB EAFR R CRIGH) BRIt
o ENERRFAREIERL, FRSEETERBLT (B0, iTESCSHERIZSFIFOZ i X i
WP H) , BT CHERRIERT B X T RIhsEae s, N TumpasE Ho.
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)

* tag action - {f [ FIFREE TR
+ CAM_TAG_ACTION_NONE - 45 N fifi FH T

+ MSG_SIMPLE_Q TAG, MSG_HEAD_OF_Q TAG, MSG_ORDERED_Q_TAG - {625 T-i& 4 b= 5. (1 /sys/
cam/scsi/scsi_message.h) ; {WAHIRERA, SIMRENEF Y1 H CIFREE

ALFEE SR E FE AN T

BE - EERRER MR RN, BRGSO T AR AN L

FA TS E T AR 2R e 2 S0

WG D EFA VA BIER T EIEGEN (WRHE R ERIRE) o R BEATRRED LRSS SIMEA
F, AT FEAVE —MEEAERME, I&E cCB, TERCAMEFCCBEFIALIA - LIS S BRA AN, Lt
IR [ H AR 1% E. CAM_SIMQ_RELEASE fif fjccboRfRVRSIMEAS « I, AnSRFTA IEH, MPRFCCBARE 44
HlsR (HCB) HERE, HRHIREACTAR .

MCCBAHZIN BRI EIRE (R IR . B R B ERIAN DL~ 5%, AR A — P HE— bR
EHWESCSHRERE - SMIKETET AT RERIE R STRFR RS KL « FIPE RN
%o

8
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RIF B ESCSIT4 o AT LIFECCBH LI Z MU BT S\ HE R a4 AO77 A%, X277 FCCB AR RIS E - Ay
LRI XA LUEL S AECCB A B FFRE $81A1, /5 & B0 NIRRT AI LUFR R Y Btk stk PR TR
R YL, R FA ]S R A O Y B -

AHRAERBFRR: B X B Fveophys ORFERET, HHT  F5PRAAlphalE sz 2 4b, o TPClk#&

(ENTHAE GSCSHERISS IR L4 JRENFEFP [ AlphaZB g ORI RS AEME, B e LA viobus() R5E
B o [IMHO F2AER 4~ Bl Y %L viop() Fl ptobus(), Tfj vtobus() FUEEATH MRS, XFEMELFS
%o | IR BB OLT, IR EFEIRA CAM_REQINVALID fCCBZ R LARY, 4 Hi IR FPmt
SRR « B FTREBGX T (AREhARRFP o BB N S g S LR M:) PRk SwistAlpha
FEERIRAS AT o QAR EY B RER I B R B S st ik, (EARE U RS, TR FAT T AR -

AR BERIRAB R T, Ik, ATECCBHR LB fEEfdafrtl, X/ z(HCCBH
HUREPRIETE - B A ISR S i 770 - i B A LRI BRI B U

RIEFAN BRI — D chunki R BIE DB/ SEHFIRS, HFFHRE  YEMILOREMAE . SCSTEHIE
A RE A REAL TR PRE B B TR KBk o GnF0ERENA B AR TR EEER - B 16EH — IR
BREOREICCB, FEAE— T AL FRHCBBTJRAR S - S hnchunkf) R EUE: IXENREFPHE R, LB TASEN
EATRIEAASEIL - % Tt B3 (R 020 15 7T LIS B SCSI < (CDB)Zh A HIA - ip SRECLLAR (A6 F 45
MR REMESAFTRESSEL, IREMRZA CAM_REQINVALID SERTLARY. SEPR L,  EUAERICAMACHS ALl
R L% H SE 2 B/ A REST o (B /DR B BUB IR P X AIE L,  CAMA XA L AR
%Z.
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)

WX CCBA VR B, BT % #X 1 R Ellhcb:

IR HIZSRES 52 4 H CLZ1TREQUEST - SENSEf4, MR Y4 ¥k CAM_DIS_AUTOSENSE[(E {£i45
T XEER LIZECAM T &% NABREQUEST SENSE it | F 5 Z/REQUEST SENSE .«

T HME— R BT, FEATRhOEBAE M HHRE, RTH HFRW R % (SURn 22 R
B FERL-

IX ) L3R (B CCB) e £ ) — > AT ESE EN.:
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+ XPT_RESET_DEV - % 3%SCSI “BUS DEVICE RESET"J} A 5% &

BT LIRIPCCBHR B RIE (B4, HP Rl NBOLBAIS & ftarget_id.  (REATIRHISSIE(E, 5
HI G XPT_SCSLIOE R AL A& (S FEXPT_SCSLIOERFIIHIA) H A EFIEHIRY, 538 LA
SRELESCSI PSR K ARESETIY BB % A, B X MESR AT RE R A0 (FREPRA
CAM_REQ_INVALID) . fij EHLi&ERFERT, HAIRRIFTE CWiT 7% #(disconnected) () ZE S50 w1k (FTBE
W EIRES) .

B BAREIPTE M ath mAaES NN & 2K, HILENRATREmRER . s BRTREER, HAANEE
FERPRR S T — IR FIERER A -

+ XPT_RESET_BUS - /& 2£RESET{5 2 FI|SCSI 4 4
CCBHMNMERS R, M—BOHBIS &2 HIR M A simFEE PR ISCSLELE -
B NEMSRILEE FITE R & RISCSIR, HIREPRA CAM_REQ_CMP .

Po 2 ASEISERR B2 ASNE AISCSLE . (R REH S RISCSIHEHIER) I RiF A 7ERE AR IAS i BN IF 4%
AR L TE 4 A R I CCB R SE AR AR FRE 79 CAM_SCSI_BUS_RESET o X
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RESCSUZ LB NMEN RECR LI RER MF LR, FOVIREHH TEE, BN miENREN
WEREM -

+ XPT_ABORT - /1 |- 552 fCCB

ZBAEHK 5 ccbf L] “struct ccb_abort cab” s &k . HAME—) S BT B
abort_ccb - 15[ ¢ 1L ccb R E

WA SHFF W IR [BICAM_UA_ABORT o sX 2 HR/MUSRELX MR @A AR, EER T EHRE
CAM_UA_ABORT «

T R B IEM SEILXMER - B SR N FISCSIZE S5 A 1k

RIE TR EATA RIS HHRELXDCCB . XA Ll sh BATERAE  EHRsI%R, BEkSX 1Bk
HK PR32 F AROR SE AL

BAEBAIRE — THCBH BN - ERTREEURAERRS | IESE Ry HAARISCSIE 2, B IEAER
frh, BCKOFERIFERm SR, B b £ O RS BUE AR PME I e - 7 T B RE
MAE SEEFFET R, B RFHCBIRE A H LE (aborted) , JXFFUNSLX > HCBEY A IAFISCSLE £
%, SCSIFEMIZ R 2B BNX MR F BT E -
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UNSRCCBILI IEAE (R R, Fll ] — M IR RE R R AR E S LASCSHEHIg:, mmMERAIHES
1B FTHOfE R - SCSIEHIZR 21 & SCSI ATTENTION(F 5, I 2 HARKT ELEATHR LY 5 A X ABORTIH B -
I E ALY, DUFER BAR A 27LHERR - A0R Ay & ANBEER DA BRI (B, Qi 10Rb AP L, R IR
MEBITHEMEANSCSIE S . AT mLSERED SBEINEERFIE, FIBATHIHER DU F EE
SORE, HPERIhTERL, FFRBH IERICCBRRME AL (EEBEAERERCNTER) -

WERCCBALTWIHERMSIFR S, MR ERENFTILER, HEME SRR EEHRAN . SO0H
i, HARE P EER TR -

XLE R TABORTIER 2, RELH —MH@. HTABORTIHE  {FBRLUN LA IEAEE T
%5, BATLARFLUN LR EMTESIEE S5 pric ik . IR S AERITFIRE P sem, BAEPIEESZE .

KrCCBH IR B HOR S AT RER MRIFHI R, BN InSRI/OR S5-I X/ RS RES W - ME— RO
Hmﬁﬁj‘%a’%ﬁﬁﬁﬁﬁﬁj@gmﬁﬁ CAM_CMD_TIMEOUT » F/&XPT_ABORT[fjcaseiBE At &1R/1N, 14 N

‘&*
*
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struct ccb *abort_ccb;
abort_ccb = ccb->cab.abort_cchb;

if(abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done(cch);
return;

+
if(xxx_abort_cch(abort_cchb, CAM_REQ_ABORTED) < 0)
/* no such CCB in our queue */
ccb->ccb_h.status = CAM_PATH_INVALID;
else
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(cch);
return;
¢ XPT_SET_TRAN_SETTINGS - 7 #i% & SCSUE &k B HI{E
TEBE A ccb S5 “struct ccb_trans_setting cts” {EHifI S &
o valid - (7 #5, EoRR Y FEHATERE
* CCB_TRANS_SYNC_RATE_VALID - [5] 4> {% & %
» CCB_TRANS_SYNC_OFFSET_VALID - [&] 5/ %%
+ CCB_TRANS_BUS_WIDTH_VALID - 3 % 5 &
« CCB_TRANS_DISC_VALID - & & = [ /2% F 7 FF- 1
* CCB_TRANS_TQ_VALID - % & 5 F /2 F i bRz BOHERA
+ flags - HFERS AR, WIS EMFERIERR . MTSEN:
+ CCB_TRANS_DISC_ENB - [= FH I F-i%E 4z
+ CCB_TRANS_TAG_ENB - [= FHH# FRZ 1 HEFA
© FEAER:
+ CCB_TRANS_CURRENT_SETTINGS - {25 24 5ij i1 7
» CCB_TRANS_USER_SETTINGS - ig A HH P HE
« sync_period, sync_offset - Ff#FEf), WS sync_offset==0Ii& 3K 7]

+ bus width- BEHHE, LTIt (AT

R
@ 5% JE ORI

TRWAMTESE, FHRREMSENYE . AP REASIMESREFT LR EABAE, XEEAZE—
AT, BEEREFEE OFHELURIKE) HXT S8 —2F5K . WEHFZEOFA 2 SEET %
AR o (HLSCSIEHIZFM AN, CLIUKGENERER THPSEME, R EEmEE ER-

HHIE, EMEATIOR, BEAH . SR ENEWE N — RIS LAEFHNESE . LIk, X
£%new current settings” F i H R BUE MIRHIN TixeE L, ENFURMAIEDRERSEK. i, el
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W SCSIFEHlas BOSKPRRE /T PRI Bilan, Wi RSCSIEMIZFHESALEL, s RERIKEIML &, MIfE
RIRR A WIS R A B B84 -

— R AR R S SO ANE A P S RO T BRI S 1O, WA= AR 1
SHGRE R lunii F 1) -

ST (AR BH (AR 54)
+ user- P4, 1k

+ current - SERRAALHFILE
+ goal - Bt i B current” SEUFT R ML

(NMEEEyaRig &

215



18 LA EE A

UG 2 N —IREL B/ OIEKE, EAREHETTHERGIHAE, 15 anaE I A FH pR AR
target_negotiated(hcb) « ‘B A] LARA N SEEL:

EHFRXENE, RELTFERIRA Y 50R H A (goa) 28, X LUS KII/0HESS M HiFl H 1%
¥USHARE, H target_negotiated()£R[EITRUE. M#JHAfk+  (FExxx_attach()FF) Y4 Fith i {EL MM
WIRIL R BRAERDSES, BN B EL IR NSRRI R R R E . (B JRXCATRER
iR, AR

+ XPT_GET_TRAN_SETTINGS - $£/58SCSIfE 1% B fo{d

M 3EFXPT_SET_TRAN_SETTINGS )58 Ha/E - FHIE Y kR CCB_TRANS_CURRENT_SETTINGSH};
CCB_TRANS_USER_SETTINGS (qISRRIEF%EN] INERHEFRE LGS E) FrigKimEoEdEE7£CCB

SEf] “struct ccb_trans_setting cts”.
| XPT_CALC_GEOMETRY - it B £ {385 (B10S) 4514 (geometry)
% B 1EEK A ccb iS5 “struct ccb_calc_geometry ccg” i {% .
+ block_size - fi A\, DAFTIFAIRAN (IR HEHX)
+ volume_size - i\, LIETTiT AN
* cylinders - #Gj i, ZHEAEE
* heads- it ZHELL
+ secs_per_track - fijitt}, SHRLEANZHE X

W SROR E 45K 55 SCSIFE ISR BIOS AR S Z IR, H ELSCSI #4eha B RIREEL /B mT 5] Sh, TR
SRIRETCIRE BN - MaicTxxx SRENAR T A B ) S8 23 SR
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b

secs_per_cylinder = ccg->heads * ccg->secs_per_track;
ccg->cylinders = ccg->volume_size / secs_per_cylinder;
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done(cch);

return;

LG H T — B, RETT RAO TRF EBIOSHIREAF (quirk) - G BIOSIHR AL 1% EEEPROMA
ff)“extended translation” JHHR, T HCRHPRIE 5 N 24 (BUE 5 T1 - HARRAITEEH

128 heads, 63 sectors - SymbiosiZflzs
16 heads, 63 sectors - ZII%HIsE

— I8 ZBIOSHISCSI BIOSSHHH 54 . JEf R, filfnSymbios 875/895 SCSIFIPhoenix BIOS 4t 47 R 45
DL £ 45 250 128/63, T M4 A B shE kR Bh /G 4 &255/63 -

* XPT_PATH_INQ- {2 [r]if), #A)iEdl, FRIGSIMINENAE P AISCSIE IZ:  (HFRyHBA - EHLELIERLE)
YL -

FFIEAERR & ccbf s 7] “struct ccb_pathing cpi” H13 ]

* version_num - SIMUKENFEFF5, 4 i FTH INEHAE (£ 1

+ hba_inquiry - {2 il 2% Ffr SCRRRF I A RS -

« PI_MDP_ABLE - I #MDPJ¥ &, (3k HSCSI3f—LL R ?)

+ PI_WIDE_32 - % #:32/3 % SCSI

+ PI_WIDE_16 - % $£16{i %5 SCSI

* PI_SDTR_ABLE - A] DA [R] 2 (% s

« PILINKED_CDB - 37 g4 (i &

* PLTAG_ABLE - TR IR A &

* PISOFT_RST - 3B ks  (REE (ARSI 7ESCSUE & A R B /R H))
+ target_sprt - HFMER TR AR, QRASIHFNIH0

+ hba_misc - 12 ] SR 45 2400

+ PIM_SCANHILO - M & IDZFI|{HIDF i 2 14

* PIM_NOREMOVE - AJ B2 BRI & N IELEIT 2 5]

+ PIM_NOINITIATOR - N7 # & A

+ PIM_NOBUSRESET - f /2% Fi#/]#4BUS RESET

+ hba_eng cnt - WELHUHBAS [ 14L, 5E48H RM—L% RKIG, HHIE2&EH0
+ vuhba_flags - SR FiAE—RIBERR, 2 AR A

* max_target - FR KSCHFFAYEFRID (X8ALELNT, 16015215, HLFEE N127)
* max_lun - JRRSCHRFRILUN 1D (W HECERISCSIE 28 h7, BORTHIH63)

+ async_flags - 2N FAP AL B R B ALY, 2 HIR A

217
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* unit_number - EH|FREITLE | cam_sim_unit(sim)

+ bus_id- E%E | cam sim_bus(sim)

« initiator_id - #5528 H CLf#SCSI ID

+ base_transfer_speed - RAGA A4 WA HIHZE,  LIKB/sit, X FSCSIZT3300

+ sim_vid - SIMIRBHREFP AR AT 1D, LIOZE R FAF R, 6 &5 45 R OTE A ) B K A< & 9 SIM_IDLEN
+ hba_vid - SCSHEHIZR AR AT ID, DIOZERMFAF &, & 45 R 07E N 1 K4 & -y HBA_IDLEN

« dev_name - EFHEWHEFHTF, UOSEEMFERE, HSEROENMEAKE NDEV_IDLEN, %
cam_sim_name(sim)

WETH BT BRAENINER# Hstrnepy, 40

strncpy(cpi->dev_name, cam_sim_name(sim), DEV_IDLEN);

WEIXE(EE KPR E I CAM_REQ_CMP, HRFCCBIRE I FEM -

12.3. %218

static void xxx_poll (struct cam_sim *sim);

struct cam_sim *sim ;

B T S i T RGUNEERR (FlEn, REABEIEERE ROUHGE) BIUPR . cAT RSHE
VARSI R B EE X R - L E TR e e R A IR (B, iRk
PATSEFRANE, TAPETBIRE LR ARG « ARA N A BB 55 H — D B A R EoRE? 1302 H
FAFERIHNE - xxx_pol1FIREALE M cam_simRIFEEHE S8, TPCIA W IS #2 i 5 1l £ € B2 5
[ 4544 xxx_softcffEEf, ISARTHIRE HEHU &S, HItRlpE—BEERE.

static void
xxx_poll(struct cam_sim *sim)
{
xxX_intr((struct xxx_softc *)cam_sim_softc(sim)); /* for PCI device */

}

or

static void

xxx_poll(struct cam_sim *sim)
{

xxx_intr(cam_sim_unit(sim)); /* for ISA device */
}

124. R o8&
GRS T RS EAE R, TN 2 E SR REL -

static void
ahc_async(void *callback_arg, u_int32_t code, struct cam_path *path, void *arg)

+ callback_arg - 7 fiff [5] i 42 (LA (B
+ code - FRiRHE KA
* path - SRIREERTH L&

218



8 12 B 3@ D 1) 7 15 SCSIE il as

. arg- BRFENSE
R HEMER)SLH], AC_LOST_DEVICE, FHEERANT:

12.5.

PRI 1A A D) R B AR T SCSIFE I SR PR BRSNS O R (PCT,  ISA%ESE) .

SIMEREHE - B P T IR 2 AT 7E T ¢ h spleam | o (R MOR S 7ESKE) 2 PP 8 F spleam )R [7] 42 H i 5 72
S5FEF RARTHES O TREERNZLHBHERERF, FHEREE, H AR AR FE
U)o AU U B ZRE T R D AR . SEPR S —EANRERIE EA] . — MESRE IR A
AEARFIRER) A O m 4k esplean(), FAERERFFEE, WM H—DREIER XEFENT . T HR+
Wr A SR S WIRE, ATLUE L — MR %L,

XTI R B, (BRI REUE P AT RS B AR AR, XA R RE A UE
M. A5, sPLOMEURE A mIEUNTHE, FIKE R/ XA RER AL -

T IR A TR LA L R R T P B T RE AR o FeA 1R A (typical) "L -

B, HAIRELL LRTEE| TSCSIEN (AIREMF—SCSIEsk b ()55 —SCSHEHIgs5I&) - ifiXtt
FAEFF TR AR E 800 6K, RS EFH BRI LT ASCSIFEIES - A MR 2 45 AN
SREA—ADELL, XHEA] T EE, BMFE—SCSIEL BRI M EHIE: FIRES —EREMEM T £ .
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FElgR B ER AR M OLAT IFE R — M7 AT, (X AT R B AARESET(E S EISCSLR ok B 5
SCSI Sz & HEHIRAS -

AR T AR RIS VB B R SRR T A, AR AT AE 2 BTRE R IR L T R . TR, "TREEE
HCBAER I, LA TTERAS R EN - REHATIMHX MHBEAE T4
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EIEHAREHCBRGIEM, AERFE B TR B R A SCSLIRA -

RIFEIX IR SREQUEST SENSEAF &/H %, WA RN # b —TE -

Hldn4 A5 RSN, BEESERNMEMT L. EXCCB  %H%E fauto-senseFf H iy 4 1% [sense
HEARM, WZTTREQUEST SENSE iy & 3R AR LER L -

BT R E R — A ERE. ASCSIAMR (EEZAIMDRAREE B ERAER) FEERHEEE,
s BARTiEh R (FELABANHIEHEE SAEEEl]) -
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INJEHAT 5 BT [F] A9 28 F0 A 4L Bauto-sense i [A] T HE HHERAUAL AT #53% - 0, FATH — KRG -

FAB BRI T — BRI ANERNTIT, X HFFEABORTE BUS DEVICE RESETH B 2 JF & (ERIEH
1, HABIL T RIEEFRD-
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WR BB EZ AR, Bl ImthEmICAY, FREBLLUNFIBTE i

RIGBA TR E — L H A F L, 48 (processing) B F R % ECCBIRT:




%Hlf;u\'_‘

}

REHNRERE TR HRFERERANS], BRICHRET AT BRR, R A piX AL
.

if(hcb->ccb->ccb_h.status & CAM_DEV_QFRZN) {
/* FREEBAGI */
xpt_freeze_devq(ccb->ccb_h.path, /*count*/1);
@ /* BFABAXABEAR/LUNBERE S , B E(TRECAM */

for(h = softc->first_queued_hcb; h = NULL; h = hh) {
hh = h->next;

if(targ == h->targ
&& (lun_to_freeze == CAM_LUN_WILDCARD || lun_to_freeze == h->1lun) )
free_hcb_and_ccb_done(h, h->ccb, CAM_REQUEUE_REQ);

}
}
free_hcb_and_ccb_done(hcb, hcb->ccb, ccb_status);
schedule_next_hcb(softc);
return;

BT, RUE R E A TR P B L L ab
1 2 6. 1‘\\5'_:_':,
LHATY/OE RN RZ HH AT RS - AT IZECCBIRAS A IR w1 R R 8RR A - {8 R i {51 7 IR T4

B o O T SEESE L AR 2A X BT BE IR B R B — B B

* CAM_RESRC_UNAVAIL - JEEB B AN AT H G H 2 HAR g ] FI R SIMBRENAR P ANREF= A= S0« XA BY
PR B — M) 7l R S S i 23 PN BT A AR BRI, = EL T Rl AN 2 9 ﬁiﬁiﬂﬂsﬁ

+ CAM_UNCOR_PARITY - & A ANA[ KB FIE AR IR

* CAM_DATA_RUN_ERR - %5 Nai sl R A HRORR A (phase)  (B7E 57— 77 Eifi A /& CAM_DIR_MASK
RRERITIM) BT 5 f IR AT R fa i

» CAM_SEL_TIMEOUT - & A= % 33880)  (HIFANIR)

+ CAM_CMD_TIMEOUT - % 4 g S # (GBI RE6E1T)

+ CAM_SCSI_STATUS_ERROR - 4 %3 [H] {155 15

* CAM_AUTOSENSE_FAIL - i% %% [A] (] £815 H REQUEST SENSE 4 2 I
+ CAM_MSG_REJECT_REC - it #||MESSAGE REJECTY &,

« CAM_SCSI_BUS_RESET - if FI|SCSI 34 4% 55 {if

+ CAM_REQ_CMP_ERR - ¥} “/INa]fig(impossible)"SCSLIk A(phase) ol # H Al F =, s wFidt—»Hn
=P uz——”ﬂm”/\ﬂf m"fali

+ CAM_UNEXP_BUSFREE - H! 3] 5 T HA 1 W7 T 12 12

+ CAM_BDR_SENT - BUS DEVICE RESET3}4 B # % 3£ 5 B 7%

+ CAM_UNREC_HBA_ERROR - ] YK & fit) A1 5 2815 i B8 58
* CAM_REQ_TOO_BIG - i KX T2l #5 XK
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8 12 B 3@ D 1) 7 15 SCSIE il as

* CAM_REQUEUE_REQ - Jtti% 3K N 24 4% BT A PN LACRFF R S5 O T o X S HYBNAE R 1) I %) SIMiAG
T R REERAF IS8R, HF B A esimZ A FR EARm) HA ABAE KA EIBIXPTIAS o X LEEE 151
BAUESUVE SR - S RRETREAMRUE D . XL T BRI fr SR EPR SRR R, b
SR H AR E 1 4 A B B i S E AR

+ CAM_LUN_INVALID - SCSI% |38 7~ 37 451 5K 7 flJLUN ID

+ CAM_TID_INVALID - SCSIfZs 4| 38 R 3 #2155k i g H 71D

12.7. fBRTALIE

YHCBFBETEATRET, ESRER M b 1, AR A FEXPT_ABORTIE SR —HE o FfE— X B 726 T o 1F 3 sk
IR EPPRAS R 24 9 CAM_CMD_TIMEOUT [ AN CAM_REQ_ABORTED (X if 2 o 1 4 i 1 SE IR i B HH BRI SR 52
A o BEE—ATRERIEIRE: R IEER B EH TRIUE 2407 XFMEOLT R B AISCSIELL, #A
ALPEXPT_RESET BUSIER—HE (Ff HRFHSCHN WRE, WP A A EERA TiXL) - mEmR
WERSAIERM T W, BT EAEENSCSIELL . Bl G bR BB ARG T T

HPATH IE—MFERES, [F— BbR/LUNBIBTE EAETE R AER it FILHIL T — e,
AR 2R EEA TR CAM_REQ_ABORTED;Z /£ CAM_CMD_TIMEOUT? 4 ij IR B2 7 15 FH
CAM_CMD_TIMEOUT - XEMANF &8, K AWR—MERER, Marfe &l 7 RERHRERN S
15, R EITE wELN el 8 o b= e .-
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% 13 Z USBiRE
EE : Nick Hibma.

4w FFM : Murray Stokely.
iE ..

13.1. BN

T F B AT S (USB) R S 2 S AT BRI — R T i . Bk S5MRH TUmEERRFE, JFBH
TFRFENHEE T R ERHERRMN I EShostft T E L HHIK . MUSBHSHFE SELHITHE G
FrH B AR s FOPCH R T A o 3SR (Apple) 5 A\ {SUHY USB FryiMacsy BEE {4 il 7 A2 7 fth (T TUSBRR A )%
e — MR - RARPCHETEE PCERIFTH E1EERN = H— P EE PUSBIERZF T, fefitE
PR BIFERIAIRE ] o XFUSBRE (S FFAENetBSDRAH = FIIRLE |, 'E52& H Lennart AugustssonJjNetBSDIj
HIT &1 . (UHE AW 1HEFreeBSD |, FfTH BI4ES & — NERZ L Z - WUSBT RGTHIEIR L,
VFEUSBIY R IR E 22 -

Lennart Augustsson %852, | NetBSDIf 5 FHUSBSZ A AR SLEL - 53 X I TAEE IR TAE -
153 & Ardy FDirk 3o A SCRE R PFIR AR -

© REERERENTEN LRI O, SEEERIIR Y PR E, RN SN .
o BT FEIB T R RN T -

© REA LR B B il & host RET I EHITR AIBTT -

© HTREFHELM A, Fithost gL ARE R &P as A HRIRTIE -

© NERBERPTEARPRS R, #HHR—E% W LUERRS 126 M0E, X EE MM 5k
L RILITE S FIF12Mbps AT A BT - (USB 2.0#8 14 400Mbps )

© REERAFEERESHRBNRTESIESR -

NUSBF ARG LASGE RS KR & T Z MR 3% CIT K SCRF ZTT A MTLASCRF o sXEEATE AT LI USB
FETRAFFHREG - R (Apple)i@id 15 & A RIS TEF AT M HARE RGMacOSHRAT, T LASR) A R
B 3 FH B IR SRR PR SR IR AT T ARE R RN AT o AT R BB A 15 B LAfE XS FreeBSD/NetBSD
FRUSBRR ) 2 i SE A A TR - IR, VORI FP R KA AT 5 A E R ] 2 -

13.1.1. USBH Y4541

FreeBSDAIUSBIHFF Al s A =2 - IEEE S 8, mEd: LE AR E— M ERERD - B30
REAFRIRIL, SHEREATIARE,  WBEESER/ RWHIEH - B ERSREEF LB — P Eflhub,  DIE
PRIERTT AR BT HINL A% T T AR U 1 025 788 B 7 ]

FEZ A AR AT, SR EARIAL, WehREFRES, EEEE (BiE) MRFEEHE. X1
IS5 R B HIBONE B AN E bR & iE K -

TMEEEFREE (B) NS NIRRT - XLIXEFEFEM  BREGANEESMNIE M EE LR
W MATHSEIASNNEE, 5% WA SRR LAY - A1 RS 2 5 H FIUSBIR SR 7
¥ 10 (USBDI) »

13.2. =8

Tes (HO) #HHIB& LamTh . MHALIZRN . EE8WUT B, FEE™E—MWiJFE (SoF, Start

of Frame) £ .



UHCI

SOFE F T R MR e FER BRI L B - B7EmWi 4 (&, =idthost s (out) |, EUEEE]
host (in) . SR Hhostie (BRifkH) - FEIHERUSBELRGEE —Mhost. BMEIERAE
—MIREI B, BIRRICE T EE AR EIACK (MM |, NAK (i) , STALL (¥R &fF) =ift4
WEHE (RALEGEM B, && AT HEICKT) - USBHLYE USB specificationf) 558.5°F7 B AN i T LY
2015 . USBEZ bR LA P AR R KA L 3] (control),  KIR(bulk), il (interrupt)Fi[E]
(isochronous) « fEHIHIRIFIMATHIFFEA T i ik CEE 7)) -

USB /& 2 b AR & AR & R RE P (R B KT A& B = P 2 Bl HC SRR P 8 2 6L -

BB S BBAER (IR HLRR . ENHWE =1 B A fBsh (SETP) |, &
(DATA, WJ3E) FRRF (STATUS) o WE (set-up)  BHLEENEE . MRFAELIEN B, BIRaHTT
R EAPEE . RSB RTT SEAEN BORR T AR, B R IR B 9IN. E
PR OAR AR AR, T ORAF AR 11 A 2 BPIRASAN B RS B A S B Jm — IR A ISR B & £ X
45 o USBHRVE[2I UL — > Rl hubseR (X L F A7 2R AT A o K flhub b 27T & Y0 S 115 4 Hi )
hubif &2 . B AR — N BONEE & E R AT IR AE - BiRE  SREMhubZef g i —Hitk
B o CHN S RA— D HITEERIEE AL ERR . SR AREESEEN D EAEE
ayd (UNCL; ZERP/R) M OJTMGERSRE O (OHCL; FRAH, B, EZRFFH) - UHCHITERsTEL
BOR E R AN AE ) B (R R R BL S BRI, TR T REAF R A - OHCTRTU AP HIES B B iR fit
—NEMREE QR SERARE TIE, AImE ML -

13.2.1. UHCI

UHCIE % SRR 51 1024 D5 ) SRR L5 F A0S | 3% - CHAERIPAFE RS R (E R
(TD) FARAFISL (QH) - &P TDFRIRFRGE &AM TEEN — M . QUZR—EID (FIQ) 19> A%
HE—MITIE -

B ERIE— N EE D EAEM - VHCTIRENE TR R R HIRL 2 - BREIS RSN, B8R 2
Bo— Q. X TRMERN CH, #AE NSRRI NAQH, i XEQHE R WEHEXMQHLE . H
THERHBERRK, RS EELAECIT, CREIMSIRTY e ERSIHE - REHFEPTDE
s | A — Mot Fh T (e QR - AR (R ITE QETE P fERIIIQH, #2551 (& A QH I8 ) KR H i)
QH. TFHERIERSH T — MBI

X SFECNE O E S EENFET - BHI28 IS F P EUS S5l (IFEtE, B e A IR—miF R E 1 E
s (isochronous) L HfTID . IXEETDHIERE—1  5I B —WiA R W E Q. SRIF 28 MIRTQH R
TEISA FErERRQL . SEAFR—BASE, W EHQHS FIEHIB TR EINE  EHIfFmpQn. &k
PUTEIRLEHREAEMITE T, R REAQHF  HEAMETE £ . N T 77 b 252 AL E KT
&, WHESERNWRE FAERRERB W . EFmNSE— 1 TDH, HCIRZhHEF%E Interrupt-On-
Completionfif K FRiC F HITE AT I— T - QSRTDIAR| T HEKEIRE, HtmicERAwr . mEAETD
BRI, BEmT NFIEEMEKE (ME) , Betmot W OB EE 2 X sh s 7 (55
ESEAL - FRHBB T CSE e AR FRE I I BT ESS - MW ERS HIRE SRR, TR E N
B B SE R R A e A8 = -

B R HEA1EE UHCI specifications

13.2.2. OHCI

SOHCI 45 it R B A 58 - PR — M (endpoint)WTF,  JEATHEBE R A
PR SERANHET - RSB FRANTE ORGSR SRR (ED) | B LHERE— MERfR AT
(TD) HIBAZ . EDEL & S AT RIS A MIE RN, EHISEGEREN S5 - BikfEHE FEaEHTE
FIEARR IR X FFaEr, YR ETRE SR, TDRRIT BI5EMBAS(done-queue) « PUFPTY i 5.4

HHECHAS - EHF K3 bulk)sg SaH7EE N E CRIBAFIHERA - FPRTEDZER -FHERA, ZERS IR
LT ENDBITHIBIE -

iz T [F] 25 (isochronous) #54 K bk (bulk)

TR BT ERAWT - EHESERETIE  FAEERHIAARIAS, Sk ] 2HCIR B2
Frist B — M RIER S . S5 AR 5 RS AL1E D AP TEDHY LIRENORIFR—Z RS, 217 AW
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13 % USBIE &

SHTWT R . X MERE, FPEDuER, HEEEW & - FPTDEE T REN S aTH A rE
— Mg S - AR GRS, RIS IR 0ET - FRTARS GIRE 2 A
Ve, SRAESEREIAS, AR EEEFHEE, HEHEE HWrAFE 2 -

B REATEE OHCI specification. fIR55ZE, RIFRIEIZE, &4 T MIAMERTT = H& &#E AT U7, FF4Es
& HANFIR SR PP AR SS Z BT S RO BT RSO R LTS

© RERERFR
© SREHTEENEE
© TALERER R, DN E DB (detach) -

13.3. USBiZ &2
13.3.1. 3 BREEE

BMEERMTARERNEREER . BMEEEE 182 BE, HN/EE RN EFEE—1 .
BLERMINRAF RER . S IEEFITUEZ D S&E DR S ACE (collection) »  ff
0, USBHE esa] LIE — M EiiiE 0 (Fods) | FIxiEd (knob) - W5 & (dia)Fifes s 0 (HID
%) o —AEEFMIEROTLURNER, HAHAER RFEFEE . 8RO L& HED,
DRBAFREMNIRS S Fla, ERAEVLE, X R EARE RN A BRI .

B O AT LAFE E OB N . o Wi s S & BRI VRS o T TR AR i X SR ImE 775 M
WA, BN ERREEEE . 80 AR E P EE— b, B S S EHA . BAss, B
WE0, NEEAEOM—Es, FEEMEREFH. THRSE B, FHESEWEF R EERE
i -

Level 0 Level 1 Level 2 Slot 0

Slot 3 Slot 2 Slot 1

(REZR T 320 R 1941)

XFPZ KA B BAE BAE R & B — HRR TR (3F  USBHLE[2]589.677) - BfTal LIEE
Get Descriptor Request3 i1 K o RSS2 LR A7 X LEs AR AT LUK SR AEUSB B 4% F it T N BERO L 6y - XX 25 #iA
FERIV R i bR O A SRR R -

© BRI KT IREMEMGEE, WHRNE, 78 METID, SGRIRER . TRAEAMI, B
B R TR B A 5

© BCEMAT. HEESRREOR, SEFEEM KSR, DEIRIER.
© BOMATY. BOR . TRAERMN, EOEH BEORE fm S 8E -
© UERIEATT: WAL . TEAIRE, SERRRRE Kb, IEGE AP RA p S SRR
Bl s (o) IHRAF, THMNABOT A O #RRF .
UZMiES Rt .

3t B (specification) AT LI E A1 H CHFEATF KT, SXLEMAR AT LUl GetDescriptor RequestsfiX

.

FESRE LmarEE, REFmENEE - WSEF R an MR CeEE, Hikitith (B2
) RWGECGERETARIEE, BiSERER (FP ) - BlimamEmEE E P RaTit . e
AR, ECERI, BEEBE (RE TR o ST RREENARELAER . BRI AL RER TUSB
B LR (ZFP) o XA R, AT RER TR WIS R - 5 — R ER R
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B IR IIAIE B

W, HfEEEE ERENRE () AR ML . XERTRENMTHNEEENES ZL. HEH
TR AR S RN, R X R B @R, sz .

WNSREE L RO R T R SR IR IR B AN, £ EdF (OHCT) EGHCEKENRER (UHCT)
R R R/ EIfCH, I Bida — MR NTRREHKR) .

BT & R utR BT B SR AEIR A R - Flan, SRS ES R Rin{e & ] §E1E k200
FATREGE, HAGBRAR I AN FETATH - ISR A IR B ASPDIIRE - EAFE i
fEE R pEIR /D T InERNEIREFN T EZE - XS AENER T ER, FARERLE
FNFFEURE SR EL MERN . RERTEPEEHIATKE SR, EESWEN. BXaA
HEHEZEIELIET, WP HREREEWRR, BT BOEE LRSS R SR IR A g K (clear
endpoint halt device request)3i & [ S =S -

B R R R R s SO SR -

- EHEE/BONEE: BDREE - EREE, EREEmS GRA0) o WEIEZEIRE ERM
KERHUEUE - BONVEEAMEMEE DO EmOXAET T SR, PUFEUSBRLTE 2]k .
XEERATEAMACE LS. SR ELIFRFUSBHTERIEIRE it —HE A G S . FEL
SCRFEAR AT OB s s R AEY R, DUSCRABSNIIIRE -

© RiR(bulk)EiE: X RUSBS FIAEHITEAN RIS -

© PWIEIE: hostRliZ & AREURIER, WREEIRE REALE, MHNAK (BERNE) BEE. FlE
Ht O EER TR E R R PORE -

- FIPEE XWEEATEGEENERFRDEDE, FIanBREEmimn, EARIE—EFH . Hascm
PELHEMXFRA EERFEEIF . SR IR, BB BT, FlanskZ X E R
PEANEGEMS RS ETEMER (NAK) B, &6 RRMTE EEH e aiER . mFEP A
&2 RIE EINAKRE AN EEIR, Ry IR AT eSS [F P2 -

P SR AR E R QI RO B - (R AP AIN AT - Wil 9 5 0 B R USBRLYE
HIEES.6 TR « [RIZPAIRWT R HIm O VFIH AR 2238 90% HHT B « S IAI ARG M i B AE TR [R] 25 A0
B ZJE TR, FRRE R R R R -

Je R B AN B (B B £ {5 B AT LIZEUSBRIYE[2] A 5R5%,  UHCHYEBIRIAIEE1.37T7, oHCTHLTE[4]H)
3427 R F]

13.4. IR FHIRMFNEE

g (hubliB AT & DG, IRSZELSEN DN (switchon) , iR & F2HL100mARJHLRE - L% A b
FHERE, HEiz&ito. [RFSEEISBIN FERSRIE RN o« BJ5 TR AR & &4 Set
Addressisi, Rk WERABCEHILE HLORETF o ATREE £ M & WEh R SO frb ik & - B, — 1A
1 A R 25 T BEAB I ATHEZR 32 1 SCHFISDN. TA . SR, HFEZE 5 HUISDN & FCas X sh R 7 m] AESR (IExT it st &
WIBEIF ST o T SCFRRIBEMIR TGN, HSRE R, TEntf R STRe R - SCRr R E A &
BEa&m ud, ERRsErFEERRELHR . MR-IEENEZMEA, WA 210 REEFS
EEE M - BB AR E RO — T4

HTERRN S HFEN IR, BRI a R € e - REELIM, WHEMAAENH S
WMEE FESRNRE, 5 £ PREPERS—PMNEET - BT SRR O EERZ AN 12
IR E, RIS ECE D IFTE MR ISR 5 U (claim) i) 820 LS W7 . B H BT TR
BN E W2 . EHIE, W) BTN EREnt a2 RE, EAEEL, FRIESMEER
&8 CHONSE LW, HEFHBNRNERE . 7B REE N LR, AN YRR FE
WrEE, TR H RS ECEE, BEFTIF SRR EREGE - 2R SCERT, BE R 2 R
RUE R TREIIN EHE -

13.4.1. 1§ &% (disconnect)F145 E(detach)
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13 % USBIE &

WEWEF SR FHTEMESYR, MY REEIRR . USBRISOT SO H S & T A
TR -« SXENAE I MR OR 20 & ANEREIERA S -

BEAk, Wi (disconnect) f5 W E % #% (reconnect) ft)i% 2 NS 9 3% #% (reattach) Sy FH [R] A0 3% 75 L 451
BRYFELZHEEIFFINE (SHEEEWERR) | 8IF & HEME GRS TRRA T R RIRHE, X FME N

Bl A S
AIHERENAE -

ST R A R E P S IR AR ORI LR R (5 S A Gsignal B o RSB S BAER
ABEOR LT RS . RO A MO A SRR S A S B ORI, 4
F R . W CR SR AR — i B2 B connect BITE M B11, IHIFTERE S & 03
BT . B G RS P — MF BT, FEA AT AL -

13.5. USBIX 2 F I HMIE R

USBHLYEIH € LBRBVAE EAN LM E B AR - SXOTHEAIEE AT USRS - SRiERaRoR
JRARUSBE UL LM L EER Sy - MoXLE DU b AT MG 2R E AWK A s 2R BAIE - X EERITETEE
WMENFERF MR LRI R AN LB, TREIR MR AT RERIEFEE LA il - vsBiliEl2]fa
T EPEEML . A EHD)MEMETLE  QlEdR, LUDAWRE . BFHmANR - G
BEisEas  HZH - HEE (FMWknob) « JFREZEER . B— PP FRHTREEFERL SR - BHRD
ST R SEUSBE TN L E S -

IR, W Z R EIITUE BB IE AT « KT HIER FTRERT LUARRE IR & H ARG . —54
T STEAIRITE Z BTE SRR 2 (R85 i (Non-Disclosure Agreement, NDA) « KEZEUEM T, XFEIE FIX
N FP TR A -

A—ME BRI RIER LinuIR S RE RS, FOVREZ AFICLE FHa bRt & F ftlinux R 3R sh
P - BXARARLIREHRE PR iR A 100 fE BAIRE R — MFER -

Bl AWLFERE . ALFESE, s Bbs . 8RR . %5 RS ASHITR bR E R
MIESI A, FAEREBETEM -

fan, HWZE SRR B AR A A, AT REILSRAERISMETE T 2250 M o AT D 1 i T ) 4 B
AR5 BAE SR A O AR BEHID S g o M MR BRI SR R AN o 38 AT FH NI P 25 (R O, STHID
RIXBNHE PP Bl F XS RE P — i T LU B E e O X R O SR - A— DR AT LMERE— P ECE
HEZ A O BARFBSEREREF I T, X MiREE—MEERRE, FEENBRED . BT
WEGRAE & PO USBEE SR 3G — MEAF T S BRI BT, SRR AT 0 PS/ 23k O Hi 2 A
PREE Sk B A PR A & AR — P ECE P R T B E O . BRI S AR A B ENE S
WA, FEBCE] P N7 b A ) TE

fl7 BEAETE. CETFAHROTSEESETEMABNLERS, FRHIUIMIUSBROINARH - BT
IRENFEFF T A FNUSBIL & R (- T8 JEHHT, VF % % i T e i HE (connect) 2 J5 TR 8 [E 4 -

THEFPERIEE R E R - & @ N R A SIDAR IR B 5 o SB— DS PRI EER T, R
HTEIES . EEEECREN, WhEFTE . BENEEZEREEMEELSE LIFE. %
BRI HAENE /P SRR AID DU SRR AR B R SE, A — NIRRT R R
(attach)®] ¢ .

X LRI R B — M) 7 E TEZ-USBActiveWire I/OBR - 53X/~ Sih A — MBI TR . TEE
ActiveWiretf 1 b FIFEFECERAID . SR ERFPATEZ-USBIE A RJUSBER I RS AL, MUSBELEL LT IT,
FEHR EHE -

By REEFELE - WABREFEL SN SFERESIER IR - Tomega USB Zipiizfas2 5
TSCSIA IR BES - SCSIam &A1 RSFERBERERHRT, R bulk)EE L IAMmE/ & BikE, 7EUSB
2 LRLUSCSIEHIES o ATAPTAIUFI < LURUR 7 200 -

REEAERTESFF AN F R ROR i @ RAVEHE - BRIZEH BT EIBONE B LA LTRSS
B AR EEhostilk & 2 18] Boahiud - 7R3 HA B8Ot A —For ik, SMTEETEEMS
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USBIREHE FP (1[5 B

AOREIR, FHAERSRout Mindg 5 EAEEN] - MLKEMIEE 1O LZEMF 4, DUKIEREEIEER
FEBOLTROZMAT 4 - HIXERERE PN R APEE D HETUSBIIY, LE&E & EHEK
NREFBFHERE IS CABRME T T, DM ERE T SR FOREAGX 1 « ATAPTEL IHIX 47
T, B8 EIDERE O MNARAE S Z AR BRI -

o HY-E Dataf{ S USBERE SR AR IR A B, HRRT T —& Hilm <4 -
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£ 14 Z Newbus

51{E : Jeroen Ruigrok van der Werven (asmodai) #1 Hiten Pandya.
g .

#: 51| BifMatthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter Wemm and Scott Long.

REEFRE T Newbusit & HEZE .

14.1. B IRNIEF
14.1.1. RS RMIEFEM

WEMSEFRYEAN, EENRKTINERE (Fli0, Ba. M ERF) rEAEmsNE R &R
SEPRSEELZ AR T 0 o R &R T HE O (DDD & A% 5% & YRS R P AR 2 I8l SUAHE D -

14.1.2. R B RNFZFAYEE

TEUNIX®FR AR, FreeBSDHLFRRESETIR, & X T PURPRTNEY 5 &

- R EIRETRE

© FRREREERE

- B IRENTRR

- ik IR

Heig g DUEF G A/ (SR SR 20B 1T . XFRREIIREh IR AT i [X %77 (buffer
cache), HEN RAENFTIEHKBEFE TSRS . SHEHREEEEETFEEE  (write-

behind) , XEWELBIANFHHRELUE, SRGUITHAPN WERFR A SWFEP S, Amit
WEERAE -

14.13. FHRE

RN, FEFreeBSD 400 A LIRS ERRRA A, SIS &M P& I XA ZBEAIEAE T -

14.2. Newbus#

NewbusSi#l T — M FHIGUR (OB ALY, FTLIZEFreeBSD  3.0F B BRI A MION L, 24
Alphafy R B S B REDR T . BEMOE AR &R AN RS . K HOENEN RoHE
(SRR R IS A 0 ELFER (LT AT T T S 70 -

HEER AR

© DIAER

© WREFAE SRR

© B

IR IR 22— WP I AR IR R S 22 i & A R -

TUZSEERGE “IR” we, E1Fh k&, TR EMmsERAET Ll . XNTa 0 e, EE R R
HRANEZT, HELEEEEhost-to-PCIff SR . xfFx86, iXFh M &N “nexus”iA,



NewbusHf i

KfFAlpha, Alphafi&Fh  AFEESEAFKZEEE, MEAFROEASHE, @5F I, apecs,

ciaftsunami ,

Newbus | "N S A & FOR REUP R DECESLIR - filtn, B4PCHEEH Fomh— P Newbusiftfr . ALY
FEMEMR AT LIEZ T AR THIREERE R R0bus” . RGTHH HELR B 7Rl ISAFIPCT, ]
# BEHERERISAFIPCLE 4 _E A& 515 -

WE, NRIRBEAELZMEEERER Y W W&, ENETIEREIEER B — BT
FEPCI-to-PCIfFy, "EAEACPCUEEL L o JypcibN, i HE I T pciNFoRIERAT LR E2% - X
JRfEIL T PCUEE M BOSEIR,  AvF A S AU R T TUZ TN R S -

NewbusZE ) H 14 & 1H K B ISR #r ok LB BT - A0 & HEETE R B E, BEEIENA
nexus. I, FIK bnexusgENewbus 245 ME—KIEFTH FIRAED -

e

ISA & A BEARAEOX230L T HoIOui [, L EmHE  Qk&IER, XFIBN T RISAL
2% o ISAEZR I B A4 PCI-to-ISAN}, PCI-to-ISA Wit B TE KPCIER %, PCLEL&REIA
host-to-PCIHff, H/5 E|ifnexus - i XFffa] I AIIESE Z A0 FE T 7T LIV 25 (A SR AS #1E
Ko XF0x23010%% [ {15 KAEMIPSHLZS A AR PCI AR 5 0xb000023042h f1) A 77 BILET

BEIR S BL T IZE R A B BRI T i LA - Biltn, 7EfRZAlphaF& b, ISAFRIT 5 PCIAA T2 Bl 7R
f, STISAFRMT BT IR 2 HAlphafISA B ik i ETHRAY - 7EIA-32 £, ISAFIPCIFR T #E o T /2 fnexusi%
EEM . XTRMBAE, NG O 2 A A D SUARE L - FEIA-32 [ onexus, fEAlpha (f%0, CIA
Bitsunami) ERMERALE AR -

T HTE AR A AR F BRS BEIR AT A], Newbus#E4 T NetBSD[) bus_space APT . fiifi 152t T #—fJAPI
S AUErnb/outb FIEEA LS o IXFEMAIIEHAET B IR REFP A AT LLGEF P 7P BRI 27 47 3% o 1 st
ey (BUEASEME) -

XFSCRR A R T SRS ECALEI S - S ECHEIRR, IXBhARF AT LA BE R LR 3 GRS
HJbus_space_tag_tf] bus_space_handle_t .

Newbustty o /F7E % F Tt B RS0 SR D 5k o X8R .m0, A LAfEsre/sys B i3] .

Newbus ZEEHIRLE IR “2ET X 54 A% (object-based  programming)”fREAL . AL rh M & B
HEFRRH—DIER . RGBS (X S R IR & HERIRSS - W& PSR AR R 7 %
WL AZAD A o EOr R RESKHR—H AR

FENewbus ALy, 1% & T IEEIEE R RIS E AR R B . 4 H 3ic & (auto-
configuration) #[8] 1% & # % £ (attach)  BIIKENREFF, EFEABETEPRITIEE . LUFRET LUEIK
EhEfF 4> (detach), I EfTiE#E (re-attach) 2| BEFNAR BN SRR XAk VPSRRI Eh SR
e, MESE R TSR A A -

Ol 530 R T E Lvnode B ERIE SARMIAVE O B GBS K ik « B O BIRFELE T AU
(GE# i Fyfoo_if.m) .

f] 14.1. NewbusH) /7 1%

# Foo FHRG/WEiERF (GER...)

INTERFACE foo
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# 14 FE Newbus

METHOD int doit {
device_t dev;
b

# WMRSHEIDEVMETHOD () Rt —1N75i% , MIDEFAULT RIS HBIERRITSIE

METHOD void doit_to_child {
device_t dev;

driver_t child;

} DEFAULT doit_generic_to_child;

HEOPHRER, ©rd— k30 “foo_if.h", Hi 5 A B

int FOO_DOIT(device_t dev);
int FOO_DOIT_TO_CHILD(device_t dev, device_t child);

PERE BB ERR SO, B B — MRS “foo_if.c”; HAE & —LmsiBl, XL EUH T
FITHER T B KRR B H I R -

REENLTHAFERED . F—NEREOWKS & &(device)”, HAFBEMEREMXMTE. &
#(device) Bz [ HH N7 1% (3E “PRl(probe)”, i f(attach)”F1 4 E(detach)”, fif] ] FH Sfd hilRE )
U, LIS “5pl(shutdown)” “ffj(suspend)”F1 VK& (resume)” b1 TR BEEAEA -
A4, EMEREOZDus”.  WEOGSHTRERTHREZTINE, GFEUR &R EnERs

=B "' HE{EE4% (child_detached, driver_added) FIMiRZSHE (alloc_resource, activate_resource,
deactivate_resource, release_resource) .

“bus™E A FRIREZ TIE N DR BRI RELEZTHIITIRSS . XETHEERE EHET SR IE 2R RS 6
BRI R ARSI Fi & - AT B EIRSNTR D, XL 77 E HIIR 2 #0110 2 (accessor) iYL, i
(A3 PR R B AR & A A Q% & b7 - Fln, 7575 BUS_TEARDOWN_INTR(device_t dev, device_t
child, ...) m]LI{# FH K%k bus_teardown_intr(device_t child, ...)3&FH -

ARYIP R SR B SR T MR O LIS B S R ThRERI DT ] fltn, PCLRSLIRBNREFF E X
TUped™EN, HEDEM A% read_confighflwrite_config, FITF I RIPCIE# MHLEFF 1745 -

14.3. Newbus API

A F"Newbus APIHEH FE R, A8 TR BT - ARSTRA) N —hRA S HRELE L -

14.3.1. FRBERMHANEERME

src/sys/[arch]/[arch] - £FENLEREEHE ) NAZACRS AL THX A H 3 - (40113864574 af SPARCALERL) -
src/sys/dev/[bus] - STRAFFE [bus] A& AL TixX M H 3 -

src/sys/dev/pci - PCLE L HFFAUR AL T XM H 3 .

src/sys/[isa|pcil] - PCI/ISAS B IRENFRIF AL T5X M B3 - FreeBSD4.ORRAH, PCI/ISAY RS o £ A77E
FTXPEEF -

14.3.2. EZLEMFNLIELE X

devclass_t - $XZF5[A] struct devclassfFEETHIZRAIE Y -

Ibus_generic_read_ivar(9) and bus_generic_write_ivar(9)
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https://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_read_ivar&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_write_ivar&sektion=9&manpath=freebsd-release-ports

HBRETRRRTE X

device_method_t - 5 kobj_method tF#H[F] (& src/sys/kobj.h) .

device_t - X & R[A] struct devicefJFREFAIRTUE L . device t FIRARGTHHIEAE - ERNEIN G . LI
MF7 % F src/sys/sys/bus_private.h.

driver_t - X E—/NEAIE X, BO|H struct driver. driverZE e E—2& device(&E) NN 2, T IR
BN FHFVEEIE -

& 14.1. driver_t=Cj

device_state_tZ&— MR Hl device_state. £ & Newbusi% & 7E HEhBEC BRI T RERTIRE o

& 14.2. E &Ik K device_state_t



ﬁ'%' 15E FETFAREA

Jean Francois Dockes.

15.1. &N

FreeBSDFE & T AGIEM IS B A S H M5 X &S ENRMSE  Jk . XHEEEESIMAS L&
B FE .

pPem(HEZR R B T REHIHFOERSY « B B N A

© M EECTLE EAR S AR ARGUAME N (read, write, ioctls) o ioctlfif & EHAEN0SS
BVoxwarefZ [1, fiF—ME BARNHRERF NNESSEE -

© WHEEFRIRH AN (e, EILEE) -
© R D, SRR E RS DR O
© NELEREAED (aco7) BELEMEAERENY  (Flan. ISADMABIRE) AIBIPSE -

KRR RE 7R R SR R R B AR MBS PR SEEIRY, XSy SR MEE AR E A R T, S
FlpemfCHg -

AREH, RiEpemiEiEE FWNREFH) B0, BEHERS, X2 HURE {47 E R BLER T = /Y

TR IRANE P S 8 SR A BN IR, HERIREEED H&S% . HE, HTEERET
DRTERS, XWEA ERRRTER . AU RS HESRE O — MR, FFRE S WE U AT E
HEAT — LR -

TER A RIEE, SEMHERT N—" A TAERTEGIFIRE /L Sh,  RATLLM http://people.FreeBSD.org/
~cg/template.cHoF!| — LR ) IR EHFRFPRRAR -

15.2. X4

B /usr/src/sys/sys/soundcard.hdb At ioctldsE 0@ AN, B IFE oS 24 §ij (FreeBSD 4.4)(si T /usr/
src/sys/dev/sound/ .

fE/usr/src/sys/dev/sound/ NTE], pem/HFEFRES T OMCES, Tisa/flpci/ B EHH ISAFIPCIHR LK)
B -

15.3. /M , EREF

F B 5 R R e R Fr Eiﬂiﬂﬂéﬁﬁff%{ﬂﬂ EE RE) o RARERENE T FH
FRISAELPCIZE T A B ARARBUE Z (5 5

N, P8 B IR B AR P A 77 T SR LA [
© AR B CE B IpemRIZE, HHE 1 B E S Mstruct snddev_info.
static driver_t xxx_driver = {
"pcm",

xxx_methods,
sizeof(struct snddev_info)


https://www.FreeBSD.org/cgi/man.cgi?query=pcm&sektion=4&manpath=freebsd-release-ports
http://people.FreeBSD.org/~cg/template.c
http://people.FreeBSD.org/~cg/template.c

e an|

DRIVER_MODULE(snd_xxxpci, pci, xxx_driver, pcm_devclass, 0, 0);
MODULE_DEPEND(snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER);

REBHE EWNETFHEFERT H RSN EER - AERIE SE ¥ e PR+ 20 . Hit
IbsEsd A pem_register O mixer_init() g pam. J5 T pem Rt b hE A FH A H BN AR £ S
HISEUL B E «

« EEREHEFAEEGIREN 2 8 A Amixer_init()  [mpcmiE B T AYMIXEREACI7 %0 o X TMIXER$EE
O, XeEES[EIFHE xoomixer_init() .

o EERSIEFIEREGIASE A pem_register(dev, sc, nplay, nrec) [apcmps BYE 5@ FCHANNELRLD
&, HfscRix&EuRgmniith, Eeeml5 AR RSAEIE, nplayfinrec B E 1#IE 1)
#H -

© FEEWHEFER PR  pon_addchan R B A MERITS « XA ponftR R 4
%, HEESTHIEH xxxchannel_init() (iFE: ESEEY) -

© FEIRERE R A B G REE R BER 2 Fi B Vi pem_unregister()
HRAT RER T 1A AL B AEPOP I 4

 ffifdevice_identify() /5% (JEffl. sound/isa/es1888.c) . device_identify()/7{E7E & 40HHE IR M A
e, MBI E RS QIE— MM pemi &, X Ppemik FHEE &% # % probe/attach .

© [FHESINZECERITE, HpemiZ &g EiE Y hints (JEffl: sound/isa/mss.c) .
pcmIR SR T 7 24 S2E) device_suspend, device_resumef]] device_shutdownffijfE, 33UiE FE YR T RSB (1 26
WhHE IEFth R IE/ER -

15.4. 10
pemiZ 05 7 YRR Y 2Z (B 3 1 AR TE IS S LA E 3L -
A B KN B SR LR E 242 . CHANNELD/ J; MIXER&E{AC97 .

ACO7E— MR (BFfFesi/E) O, HAKSIREFF A ACOTRTE RETE &5 AORE ARSI o SXFf
UL, SEPRAY MIXEREE [ fpemrh 3£ 2 AIACO7 G 4 -

15.4.1. CHANNEL#EO
15.4.1.1. AP SHBEFTEREM

A B IR EN AR Pl — VA BB SR FAR A T H i &, IXsh R B SR R O Sk S Bl E A —
A
™o

X BTE BUCHANNELE [1pR £, 55— 1240 — M E AR TR -

FBASERIRAFE FEERIRLAWATRET,  channel_initOZ MBS, ERHREIRIAAE &4
(FFIR[E HpemLUE (E FH HIEETRET) -

15.4.1.2. BUEIEEIRIERL 5

KT EERE G, pont 5 EINE BB — P struct snd_dbufifiiR iy T AE XSG TIEE
HY .

struct  snd_dbufjE pemfAEH), A EIKENEEFEN WA FIE KA (sndbuf_getxxx()) SRARTFESERAY
=
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BLEBEETAL

HERNERXEAIK/NET sndbuf_getsize(), HFHWHEI N A/ NEE, HET sndouf_getblksz()FETHIRESE
o

LR, HAROERELEL T (BRI ERE)
© pemITIRRHETELR MK, K5 L ZEAPCMTRIG_START i ] 7= H 45/ 2 /¥ () xxxchannel_trigger() -

© FEWENREFEEZHELL sndouf_getblksz()F 7R/ Nk, EER BANAFXE (sndbuf_getbuf(),
sndbuf_getsize()) f&HIEI&#&E . XTEAD RHEREJpcmp £ chn_intr() (@ HEAEFWIR FAZ L) -

o chn_intr OZHERFTEGEEE ILBIIRLE B CEmEhs EZN) MK, FE5F snd_dbufssii7iE
2R -

15.4.1.3. channel_init

i Fixxxchannel_init ORANIA LS MBI FIFEHEIE - X MAANE TRDRFIERIRTFLE. (&
E RINFLEE—TT) -

©  bJyifiE struct snd_douffjkbhl - B R 7E BKEL S Y A sndbuf_alloc ORWIEGIL - T AR R X
KANEH B A BRI N — R NS
) pemiIEIEHI A FIFRET o RDAGER f5E . RERN SR ERERREEELSE T, EETEE
F pempgi (fF4n:  chn_intr(c)) B&EHE -
dirfg 5@ A (PCMDIR_PLAYE( PCMDIR_REC) .

O SRR MIRE—ANEE, IREHR A TESIGEENFAE X ERENS B G R A

ERE A -

15.4.1.4. channel_setformat

xxxchannel_setformat () 4 ¥4 EiliE, FrErF gV B .

© format’Jy AFMT_XXX value{fZ — (soundcard.h) .

15.4.1.5. channel_setspeed
xxxchannel_setspeed ()45 & FIHUREH & X BIEEM A, HaRELRE AT RS fEE -
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CHANNEL# [

15.4.1.6. channel_setblocksize

xxxchannel_setblocksize )i EIR A/, X fEpem5EHFRWEIREF, AN FIRE) BT7 5% & Z R A&
BATAIR/AN o (REHAR], B EENXEEA N BdE/E, B E ISR PR 2 A pemfr) chn_intr() .
REBERNTE R LERA D, RO = SE PR & f T 4R RO (X ME -

static int
xxxchannel_setblocksize(kobj_t obj, void *data, u_int32_t blocksize)

{
struct xxx_chinfo *ch = data;

return blocksize; @
}

O REORE A REET BB A N o AR NERRL T, XFE ST R P sndbuf_resize()ifi %
PR

15.4.1.7. channel_trigger
xxxchannel_trigger () i pemsf i X BhRE 5 H B SEPR (L HifRAF -
static int
xxxchannel_trigger(kobj_t obj, void *data, int go)®
{
struct xxx_chinfo *ch = data;
ré%ﬁrn 0;
}
O gofE L HIHRIBHE . ATRERIE -

* PCMTRIG_START: IXZhFEF L 2 RS/ BB E R v X B E (T . NRFE, NEHET
sndbuf_getbuf ()F sndouf_getsize ()F&HENZE M X 1Y EHHEFI RN o

+ PCUTRIG_ENLDWAWR / PCHTRIG_EMLDMARD: “ifERENFRFY, i ASie HLEM X AT RECE#IE T . K
SRR H WX LR -

+ PCMTRIG_STOP / PCMTRIG_ABORT. BREHFRE/F N 245 (& 24 B (A& Hi -

EE
@ WYX BHRE - FHISA DMA, TR Y 7E1% & BT Eh/EHT i sndbuf_isadma(), FF4b2E
DMAE i — 7 i) 15 -

15.4.1.8. channel_getptr

xxxchannel_getptr (iR B[ fFHZ i X A HFIAIZ M - EilEH Hchn_intr OM, MH X2 panii
ENAVEEE VIR et

15.4.1.9. channel_free

VAl Fxxxchannel_free )>RBEHUEE FIR, (140 IRSREFPEI AT, HAan SRl EEUR AT 2 oS Br,
2GRN sndbuf_alloc Ot AT X AL, TR 24 SEEX P R -

15.4.1.10. channel_getcaps

struct pcmchan_caps *
xxxchannel_getcaps(kobj_t obj, void *data)
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BLEBEETAL

Q  XABIFRIREIFE A GEFEESE X)) pcmchan_caps4EFgfFEET (7 sound/pem/channel.hifi g X ) .
IXANGEN RIS B MR ACREERR A 2 A E A% . B E F s BFEA LIER—NE
il .

15.4.1.11. E3E K

channel_reset(), channel_resetdone( )7 channel_notify()F T4k H Y, K E5HUF A 1L (Cameron Grant)j#
PRI Z IR RSN P SE I E

AN {5 F channel_setdir ().
15.4.2. MIXER$Z [
15.4.2.1. mixer_init

xxxmixer_init OFIALHENE, FH-5F pemft 208 5 3% & 7] FRER AR & -

0 BE-DEEETRN, FiEH mix_setdevs()F mix_setrecdevs ()34 panfELET A% o
BS54 5 AT LA7Esoundcard. hi 45 %] . (SOUND_MASK_XXX{E {1 SOUND_MIXER_XXXFZ{7) .

15.4.2.2. mixer_set

xxxmixer_set () iR & FH &I EHFBHH (Level)

Q L& UIEE )y SOUND_MIXER_XXX {H
FEyEE[0-100] 7 [Al¥E E H R H - FMEN M EAFE -
0 [T GER) P (leve) ATRERITEC A A LU, 4 HEE B BIFER [E 40 b 18 A7 7R A SEBRek Al

{6 (JEfEo-10004) .

15.4.2.3. mixer_setrecsrc

xxxmixer_setrecsrc()i% E X HIRIEE o
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ACO7HE

O HERRE A H— MDEHEE .
0 REEEAMCRE NSRRI E o IR AR E D RERE . WRHIER, RN R
[E-1

15.4.2.4. mixer_uninit, mixer_reinit

xxxmixer_uninit()Ry 4§ RS & MR 5, I BANSR AT AR 4 10 JR & Ae R R g -

xxxmixer_reinit(O)N Y B S estfi i e, 3 HIKE S ~NZmixer_set()sl mixer_setrecsrc()I&HH]
WHE -

15.4.3. AC97#

ACO7 I H ACOTYRIL RS R VAN ENAE 758 . ERE =A%
* xxxac97_init iR [EHE 1) aco74m i fERG 25 5L H -
* ac97_read()5 ac97_write )R EFE EMITFE e -

The AC974% O Y pemA FIACO7 (L IE SR HU T 2 #/E . $:F sound/pci/maestro3.cal sound/pci/ 1R £ EH Al
BAERTLLS -

242



%% 16 Z PC Card

A E N5 1 FreeBSD /4 5 PC CardslCardBusik & AOSRSNAR/F MR BLAIHLA] - (B B BT ASCRIES T 40 3
H Wpccarddi A5 R INIR BN RE R -

16.1. K0k &

[6] BT 3 ) pecardit & 1 & AR T ik & P IR E 485 AT EFreeBSD 4 HEFHATIEARR T o 7ELLRTHIAR
A, FEEYRE /et B — SRS % & . MFreeBSD 5.077h,  WEIKBIEFAIE TN SFF 1 41%
& MENBHE - PZIEFRENER, WehEFHERERRE -

16.1.1. o

AIVEPMTEFRRRIPC Card, MBATEET R LR CIS(EE  5—RfO5 kR (o F s f A0 5 R S
e BMUNERBEAANTRK TR, PSR S AECISH o PC Card HA {f SR A AR A — L2
FRBEME— NSRBI S & 1R 5 Mo € IL AL LIRS RE Fr 350 -

—MREEESEPRE O, EANATFI—FPC Cardf™ BIF A HE% #it, WEEX MG AL
", UMEAEMS B . IR A RN it SR Birg PR st B K & 5, R 8
CHEF  BEIRS . RMPHERNIE R oEeH, REHISEMEN, XSBE0ET  BTPFEM. &
M, 97 3R] B SRR M, XL G 5 2R AR #08 F A CISZS [A] B AT B4 8 A
AN G B S0 1D

LTLLEIENL, % T FreeBSDRLE FAUFIDA LB/ N TAER « Rt 28 INFIDINAZI RS R R+ B
WORMERME . DAFAREER R RIERNES, THIAREEROHEEEH OEIEEFEEE —D
RRIHID B o Linksys, D-LinkF{INetGear /@225 i &40 BT AL SREHRIER - MRFHET A AEE H A&
Ll fnBuffaloffiCoregaff) & 5 tH & « RIM, XL& ¥ 7 H BB MR MHIE B F0™ S 1D

PC Card B2 fE H A DR /sys/dev/pecard/pecarddevs H{/7F T RIUER, EANRSHIMNSEFSE
IRERANE R - EWRHE T —8%, LAV WahEF ARE R a R E S AR A5 -

e, FEIER R S RANE S HE RN - XS EFH RN ATECISFAF SRR EA] - ik
HENATFEIMMESIELE L, BEXT  FLdEH fom A6 ffT fICD-ROMIRIMEAULER LT 1Y -
RN 2R X ROV, EARTT RS TR A, B ENTRAEINREIPC Card il #IOEMA it
AT AN D RNA Ly w5t - s Rr

16.1.2. pccarddevsHIi&=

pccarddevs U « ST R MEH ENTRBLEMGREII L THER S . AT HEFHF . T-78
&7 XM EE AT AR, BRI RIDSEAEA TS . MR T REE A SHEH
fe, BMERATA AICECE IS, Bfl]  RET AT RERICISIR B R & RfiiiR) - RE TR 8 L
BLTT A RS s EELX M TR - fRJa, SUPRARMTHb S AT LU A C KU FERE -

SRR — TR A BEBURTID o WEIRIFIIRIRECT AR - AL, ST BER — B FTE M R R T AR
FXEEfER, A1 5NetBSDILZ I SCHF, R E TR I SO AR T B - Bl

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK  0x0045 Sandisk Corporation

BRT LA BEBTRIID . ARIZTIHZNETGEAR 2 ST | ENETGEAR A ELIE KK FOEM, WAL F (S Fr 01
EISHAFIE ~ NETgearfF A0 A ARIID . XL AMHA RS E - BT LMAMNE  REYRTE
IRAFTHIRA . MEBKENLT . 4T R 2 Epccarddevs Ui FYFHES WM, A FHEHERNEF
MILECR S, FRFFERE DN HF BREROCHRHRR - 88— MABTR A/ HECF 1D ANZAm



BRI GIREREA]

OXFEFFFFEFRiOKTIASt D, PN TRIRRID (W& R ZIDME | TEH AN &7 RRHELERN £
i EE, RS Tnone) - BIGTA%THIH AT MAATAE . 5 F/FH 7EFreeBSDHER T fI THER
B 5N S

SCPREVER B AT A WORAE R T A B Y

/* Allied Telesis K.K. */
product ALLIEDTELESIS LA _PCM 0x0002 Allied Telesis LA-PCM

/* Archos */
product ARCHOS ARC_ATAPI 0x0043 MiniCD

Fast 5 SR RTOIPREA TR . P ST . RERBIRR AT, @ EHEEMR. FHRE 5%
T, WATFERHET R, AR R MERCRAR, T LB TIFL . RFRR S
FAID.  HEECPIEMXIOTEIICROR  OXFIFPEMIRMILIE - AR RX TR A HSMTHSE k. mT
FreeBSDffjpccard ji IR ENFRLFF 52 I R ELAOCIS A F QIEE— 1 SRR, RIS/ 6 fEFreeBSDE 3 -
WA, (ESCECISA BANE R ESR IR TR TR - 7 S BE R T R R, B
FAIDHCT HEFF o 9IS R4 F A —ACUERE, 4 B Z IV — 14547 -

FE=TRRATE A BEETE —T7, (EFTHHIERIDY 1. -17EFreeBSD pecard 52k S HERE “IEALA
WAEMAR - BTENMTRGRRT, ENMnaTRLaE—. PRtz SMglE R TR ST .

B — AL FAT B ITECH) R « X —T NS E A R SN E:

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless&spPCMCIA", "Version&sp01.02",
NULL }

product ALLIEDTELESIS WR211PCM { "Allied&spTelesis&spK.K.", "WR211PCM", NULL, NULL }
Allied Telesis WR211PCM

HNCEAE T RREY, FRERELAT, REERTHAT, MSEHFSE 0PI . R/, X
ZIEEIREAAFT - H— $98E, FERILDFAE o XL R R RCIS INFO= T E LAY {17
B, FRERAEOME R . IXEEFRF R pecarddevs  hEURE IR, K &spEHLh KRS . SREE
RE 5% B HXER S I 2 A0 « FEBORFERIF T A — DRI E - BRI FRBRIEREERER, &
MM SRS AERAS - AR HEEFEI N FEHRHE FRREAFBAR, XEHRAR #EELIE, X
MEOL N ARLE(E B R LA A R Ll i) N\ fEFreeBSDA BERELIGEA] - AR YRR H T 5% E (7]
g, Wigs%sE) | FENE R TR AFEI N, XHRELER . RXeE, NIZEIRE (4
PR R R AR A HE R/ T S D BT, BERX AT RER HE. R AREMAENFRAR T
AL -

16.1.3. FRM IR

BB AT R P SRR SR PSR, S IUERRZ RS #AE RRUA/ S FIRE - BT
WHERRM T —FEZR, JXAE FreeBSD 5xif — G &%k .l T H&window-dressing [&], X JLZAH T
— AR AIRRCAS -

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),

PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),

PCMCIA_CARD(TDK, LAK_CDO11WL, 0),

{ NULL }

i

static int
wi_pccard_probe(dev)
device_t dev;
{
const struct pccard_product *pp;

if ((pp = pccard_product_lookup(dev, wi_pccard_products,
sizeof(wi_pccard_products[0]), NULL)) != NULL) {
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& 16 Z PC Card

if (pp->pp_name != NULL)
device_set_desc(dev, pp->pp_name);
return (0);

}
return (ENXIO);

}

XLERATE — AT LAICEEADEUL A% & B Spccard 5RMIGIFE - 40 BT PRiRE], ZFA AR (WRAE
foo_pccard_probe ()|t foo_pccard_match()) . pK#EY pccard_product_lookup()2— @ HEKEL, EiRFA
FIEIREHR A E BT ICEL 88— TR FR S - —LRBRXBNAE T Al BEAE X LR Rt R AR5 B & b 29K
PIEFRIHER S, FHRFREER R . HE—NEREWRIRE — MARE, NEROEENE
| jﬁgijﬁ ?tf@pccardiproducto

Wi — N Fwi_pccard_productsit & & Hl, FE £ HH#HE PCMCIA_CARD(foo, bar, baz)fjfE=. fooHksy
2 B pecarddevsfliE R ID . barff A . baz it RETEAEE M INRES - 5 £ pecards ATLIEZ 1T
fe, TEHIMNEX S FFIIRELFITIAEO - /RAT LAF — N PCMCIA_CARD_D, ‘B#% | 2F H pccarddevs SUER)I1L 7
iR o YRt A LLEH PCMCIA_CARD2F] PCMCIA CARD2 D, M{RFETH “{HFHBIAIA> 1 “Mpccarddevsth
A5 %, [RIRUCELCISSEAF B FHE i S igm st < FHEI e -

16.1.4. B E8E—#2

W, T —DIErsE, AT NHPR . B, LANEE REMRER - SERX N RE ST
B RS & 1 AFIPC Card(CEf R, J % Hidevinfo -v. {RATFEREF| —LLRLI N A K7G:

cbb1 pnpinfo vendor=0x104c device=0xac51 subvendor=0x1265 subdevice=0x0300
class=0x060700 at slot=10 function=1
cardbus1
pccard1
unknown pnpinfo manufacturer=0x026f product=0x030c cisvendor="BUFFALO"
cisproduct="WLI2-CF-S11" function_type=6 at function=0

et B — 89> o I3 R AN SR = ST 1D« Tiicisvender ] cisproduct fyCIS FR (A A= i i

FAFER
T HATE AR ETE, FE e e@ETIMARE - AT RE, EEEFEERMHE
WL T - FATERIMIBSI R ONBUFFALO, BEELH—&HT:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)

XEEFATRATLLT « HiEXDFEH—DFE, EHRIELI . BRI LI

/* BUFFALO */

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

FA 1L AT LAl pecarddevs Hrs b

product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ultra 802.11b CF

HEl, FE-FIPER EF i Epccarddevs.h, FRRXEFRARFFHE BI& P IERR - IRIEEIKENEE
FHERTNTZ BT HEAR T AR

# cd src/sys/dev/pccard
# make -f Makefile.pccarddevs

—HSER X IR, ARt AT AR SRR RN R 1 o X R — 1 S0 — T IR B4R

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),

PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),
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+ PCMCIA_CARD(BUFFALO, WLI_CF2_S11G, 0),
PCMCIA_CARD(TDK, LAK_CDO11WL, 0),

{ NULL }

¥

ER, BERBMOTIEERS T+, EXRE FARREX 1T AEEERNESERREFR+ - —
BRI TXA7, Bt ATDLE R N AZEER, k& B E R TRERABE - RTIRBIHBE  FFhE
TAE, ERZHNT o REALIE, HRHEILE TERFENRE RL— DT« RERARNRGK
&, IRAIRATREMER T 14, MNEEH REST 5.

WS AR L — 1 FreeBSDIR S Acommi tter, J HEFERITERMKES IEH TIE, MIIRE HIEX L 252 |
TR o RIMTE L NIRRT IR FREHIE . BIE, (R Cpccarddevs TS #H - SERUE, IRITE
HretEpccarddevs.h FEREENEN 7 —IRFEORIREL (X2 T HIIRIERIH) $FreeBSDSHRZE 2 B 7E /7 I HSC
) - &JE, RFHEEIE HERRC SRR -

16.1.5. IRHNR&E

R NEEIEHR &I B A TEE - WA . BRENER  PRAGRI, FHRPREMZIALE
FERTILT . IHERRFAANZEK . 3 PRI, T L EA fpccardevs . hifjdiff,  [RIOGARLEAR
PHRT AT M - B & B AT PR RR P AN T A2 (). WURIRAALE S Y, 3 OEM99fE Dy
A5, EERSAERHER MR OEMO9 . FRACH AN H F22C0EN99, T M1% T E £ = HIOEMZ% H 5252 &
FAA BJ—F
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